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BBenenue

YyebHOE mocoOue MpenHa3HAYeHO IS W3YYEHUS TEOPETHUYECKUX OCHOB IO JMCLUUIUINHE
«3amuieHHble HHHOPMAIIMOHHBIE CUCTEMBD» JUISI MAarUCTPAHTOB, 00YYAIOLIUXCS 110 HAIPABJICHUIO
noarotroBkn  09.04.02 HndopmaumoHHbIe CcHCTeMbl M TEeXHOJOTMM II0 [porpamme
«MuadpopmanrionHas 6€30MacHOCTb B KPEIUTHO-(DMHAHCOBOU cheper.

['maBHast 1enb ydyeOHOro mocoOus 3aKIYaeTcs B TOM, YTOObI O3HAKOMHUTH CTYACHTOB
C OCHOBHBIMHU NOHSTUAMU VHTEepHETa Belleil, B OCHOBHOM C TOUKH 3peHUs 0€30MacCHOCTH.

B mocoOuu mnpoBeneHn ananu3 mpobiem Oe3omacHocTu ycTpoiictB MHTepHera Bemiei,
OIHCaHbl 0COOCHHOCTHU TeXHOJOTUHU MIHTepHeTa Bellel, Orpe/ieIeHbl AKTUBBI M aKTYaJIbHBIE YTPO3BL.
PaccmoTpeHbl 0c00€HHOCTH MPOMBIIIIIEHHOT0 MHTepHEeTa Belel U MOAETH TPAHCIIOPTHBIX CHCTEM,
MOJIPOOHO H3JIOKEHBI PA3IUYHbIE KiIacCHU(UKALMU yrpo3 M Mephl MO OOECHEeUSHHIO 3alluThl
ycTpoiicTB IHTEpHETA BElIEi.
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1. Pa3BuTHE TEXHOJIOTMH HHTEPHETA Bellel

1.1. Onpenenenne nousitusi « MHTEpHET Bemei»

VY tepmuna «VHTepHET Bemieil» HET TOYHOrO OOMIETIPHHSATOrO ompeneineHus. UHTepHeT
Bemeii (anri. Internet of Things, coxpamiertro 10T), roBOpsi MOHSITHBIM SI3bIKOM, — 3TO CeTh Belllei,
I'JIe CJIOBOM «BEIlb» Ha3bIBAIOT MHTEIIEKTYalbHbII 00beKT. IHTeNIeKTyallbHble 00bEKThI 00J1aAat0T
BCTPOEHHOM 3JIEKTPOHMKOM, MPOrpaMMHBIM OOecreueHHeM, JaT4YuKaMH M BCTPOCHHBIMU
TEXHOJIOTUSIMHU B3aHMMOJAEHUCTBUS C BHEIIHEH Cpefioll ¢ BO3MOYKHOCTBIO MEepe/laul JaHHBIX O CBOEM
TEKYILEM COCTOSIHMH ¥ IIpHieMa JaHHbIX u3BHE [1].

B 2012 rony B pexomenmanusx CexTopa CTaHAAPTU3AIUHU IEKTPOCBA3H MEKTyHAPOTHOTO
coro3a anekTpocBasn (MCO-T) I0T Obu1 ompeneneH kak «riao0anbHas MH(pPacTpykTypa AJs
HH(OPMALMOHHOI0 0011ecTBa, KOTOpPas o0ecne4yuBaeT BO3MOKHOCTDH IpelocTaBJIeHus 0ojiee
CJI0KHBIX YCJIYT IIyTeM COeJUHEeHHUs APYT ¢ APyroM (pu3nyecknx U BUPTYaJbHbIX) Belllell HA
OCHOBE CYLIeCTBYIOIIMX U Pa3BUBAIIIMXCH (PYHKIMOHAJIBHO COBMECTUMBIX MH(OPMAIIHOHHO-
KOMMYHHMKAIIMOHHBIX TEeXHOJIOTHIl». «Bewwb» 3]1eChb «03HAYaeT npeomem @Hu3uieckoco mupa
(usuueckue sewu) unu uHopmayuoHHo2o Mupa (8upmyanvhsie ewil), KOMopwvlili Modicem Obimb
UOeHMuPUYUPOBan U uHmMespuposan 6 cemu cesa3u». B mmpokom cmbicie MHTEpHET Belien
PEKOMEHAYeTCs «BOCIPUHUMATh KaK KOHLEHIMIO, UMEIOIIYI0 TEXHOJOTHYECKHE M COLMANIbHbIC
nocineacTsus» [2, c. 1].

I0oT ocHoBaH Ha wMexceTeBoM HH(OpMaMOHHOM B3aumojeicTBun [3] Quznuecknx
YCTPOMCTB (TakXe Ha3bIBAEMBbIX MOJKIIOYEHHBIMU YCTPOHCTBAMU M HHTEIIEKTYyaJbHBIMU
YCTPOMCTBAMH), TPAHCIOPTHBIX CPEICTB, 3[JaHUA M JPYrUX TMPEAMETOB CO BCTPOCHHOMU
anekTpoHukoil. K 10T Takxke oTHocATCS mporpaMMmHoOe oOecredeHue, JaTYUKU, UCTIOIHUTENIbHbIE
MEXaHU3MBbl U CETh, KOTOpPbIE MO3BOJSIOT 3TUM O0BEKTaM COOMpaTh JIaHHBIE M OOMEHHUBATbCS
umu [4].

WubiMu croBamu, 0T — 3TO pe3ynbTaT peBOJIOLMU TEXHOJIOTMH, KOTOpPBIE MO3BOJISIOT
Pa3IMYHBIM YCTPONCTBaM JEWCTBOBaTh Kak YMHBIM OOBEKTaM. DTH YCTPOICTBa CBSI3aHBI JIPYT
C IpyroM U O0ObEIMHEHBI B pa3auyHble ceTu. Pe3ynbTaToM 3TuX CBA3€ll sABIsSETCS OOMEH JaHHBIMU
JUIS IPUHSTHS COOTBETCTBYIOLIETO PELICHHUS.

ens IoT — cnenarp »xu3Hb Oonee yaoOHOW u nuHamuyHoM. Hampumep, Onaronaps
UCNoJb30BaHUI0 TexHojorui loT aBromoOMIM e314T 6e3 BOAMTENS, YMHBIA CBET BBIKIHOYAETCH,
KOIZla HUKOTO HET B KOMHAaTe€, KOHJIUIMOHEp BKIJIIOYAETCS, KOrJa KOMHATHas TeMIepaTypa
CTAaHOBHUTCSI HWXKE OIpeAeleHHOW mnonb3oBareneM. Kpome Ttoro, ycrtpoiictBa IoT wMoryr
IIPEOCTABIIATh YCIYTH BIaJenblly, oOMeHuBasch HH(OpMaluei Mexay coooil. Hanpumep, yMHBbIH
Iieep MOXeT BhIOpaTh — B 3aBUCHUMOCTH OT MPEINOYTeHUH BIIa/Ieblla — U BOCIIPOM3BECTH MECHIO,
KoTopasi Obllla cOXpaHEHa Ha ero cMmapt-uacax. Xotrs loT-ycTtpoiicTBa cocobHsl paboTaTh U 0e3
y4acTusi 4eJOBeKa, I0JIb30BAaTe€IM MOTYT B3aMMOJEHCTBOBaTH C HHUMH: JlaBaTh HHCTPYKIIUH,
HACTpPauBaTh U MPEIOCTABIATH JOCTYI K JaHHBIM.

Unes 10T cocTouT B TOM, 4TOOBI MOJKITIOYUTH KaXK bl 00beKT uepe3 IHTepHeT 1 3acTaBUThH
Bce O00BEKThl B3aummozeWcTBoBath. Oskumaercs, uyto |0T obecrneuut Takue pacIIMpeHHbIE
BO3MOXXHOCTH IOJKJIIOUEHUSI CUCTEM U YCTPOMICTB, KOTOpBIE BBIMIYT 332 paMKHU MEKMAIMHHBIX
B3aumozeiicteuit (M2M ') u oxBaTaT pasiuuHBIE MPOTOKONBI, OONACTM U TIpHIOKeHHs [5].

! MexwmamyaHoe B3auMmonelcTBue (aHnI Machine-to-Machine, M2M) — o6mee Ha3BaHHE TEXHOJOTHIA,
KOTOpPBIC TO3BOJIAIOT MAallHAM OOMEHHBAThCsS HMH(MOpMAIMEl IPyr ¢ APYroM WIH IepelaBaTh ¢ B OJHOCTOPOHHEM
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Nudpactpykrypa cetu B loT MoxeT ObITh chopMHUpOBaHA C HMCIOIB30BAHHEM CYIIECTBYIOITUX
CeTeii, HarpuMep TPAAUIIMOHHBIX ceTeid Ha 6a3e mpoTokona TCP/IP, u/unu pa3BUBAIOMINXCS CETEH,
TakuX Kak cet nocieaytomnux mokojaenuii (CIIIT) [b-1TU-T Y.2001] [2, c. 4]. Apxutektypa loT ere
HE CTaHAAPTH3HPOBAHA, MOTOMY YTO OHA 3aBUCUT OT 33JCHCTBOBAHHBIX TEXHOJOTUH U cdep ee
MIPUMEHEHUS.

HHTepHeT Hayall CBOE€ CTAaHOBJICHHUE, COSMHUB KOMITBIOTEPHI B CE€Th, B KOTOpoit WWW ObL1
cepBUCOM BbIciiero ypoBHS. [losBuBIIMEcCSs COLMAIbHBIE CETH COBEPIIMIN  PEBOJIIOLUIO
B MH(OPMAIIMOHHOM TIPOCTPAHCTBE W CBs3aim Jronei yepe3 Murtepner [6]. 3arem HHTepHer
COEIMHUII YMHbIE BElIH, KOTOpble 00pa3zoBanu MHTepHeT Beleil.

B nmpomiecce nepexona or UHTepHETa KOMITBIOTEPOB K MIHTEpHETY Beliei Obu1o pazpaboTaHo
MHOXecTBO TexHonorudd. Jlns dynxuuonupoBanus loT TpeOyroTcs 1BE OCHOBHBIE ()YHKIIMH:
uAeHTUGUKAIMS U co3naHue cereil. HamOosiee W3BECTHBIMH TEXHOJOTHSMH HIEHTH(DUKAIUU
spasroress RFID 2, NFC 3, mrpux-xoasl 1 QR-kox [7]. RFID cumtaercs OCHOBHEIM CIIOCOOOM
unentudukann oobekTa [8].

IoT mo3BossieT 0OHapYKUBATh MHTEIIEKTYyalIbHbIE 00BEKTHI U KOHTPOJIUPOBAThH UX YAAJIECHHO
yepes3 CYLIECTBYIOIIYIO CETEeBYI0 HH(PPACTPYKTYpY, CO37aBasi BO3MOXKHOCTH JJIsi HMHTErpaluu
(bu3MYECKOTro MUpPA B KOMIIBIOTEPHBIE CUCTEMBI, B pe3yNbTaTe MoBbIIas 3p(HEeKTUBHOCTh, TOYHOCTh
1 SKOHOMMYECKYIO BBIF0y pabOThl YyCTPOMCTB M COKpallas BMEIIATeIbCTBO ueloBeka. B ciyuae,
korna loT-ycrpolicTBa [OMOJHSIOTCA CEHCOpaMU W IpHUBOJaMH, loT-TeXHOJIOrusi CTaHOBUTCS
OCHOBO¥ OoJ1ee 0011ero Kinacca Kubep(hu3nIecKux CUCTEM, KOTOPBII NCTIONIB3YyeT TAKUEe TEXHOJIOTHH,
KaKk smart-ceTd, YMHBIA JIOM, YMHBIA TPaHCIOPT M yMHBIM ropoxa. Kaxnas Belb yHHMKaIbHO
UICHTUQUIUPYETCS Yepe3 BCTPOCHHYIO BBIYHCIUTENbHYIO CHCTEMY W IPU 3TOM CHocoOHa
B3aMMOJICIICTBOBATh € cyllecTByomed uHppactpykrypoir Unrtepuera. Cucremy loT obOpasyror
pazHoOOpa3Hble yCTPOWCTBA W UX IMOJIb30BATENM, HAXOMAIIMECS B OHJIANH-B3aUMOJIECHCTBUH,
BKJIIOUasi U MOOMJIbHBIE KOMMYHUKAIIUU.

XO0Ta KOHLENIM TEXHOJOIMH cymecTByeT ¢ 1999 roga, B3pbIBHOM pocT uHTepeca k 10T
Ha0JIt0/1aeTCsl UMEHHO B IMOCIIEHEE JIeCATUIIETHE. BhICTpO pacTeT YMCIIO AOCTYIHBIX TEXHOJIOTHM,
mnatdopm u pemennit. Uarepec k loT pa3BuBaercss U B MPOMBIIUICHHOCTH: KOMITAHHHM aKTHBHO
HCCHEAYIOT BO3MOXHOCTH loT-TexHomornii W TPUMEHSIOT K CBOMM OHW3HEC-TIpOIeccaM.
ITo mporno3am aHasmTukoB Kommanuu Cisco, k 2023 rogy Ha KaxJoro deiaoBeka B Poccum
B CpeHEM OyAeT NpPUXOAMThCA Oojiee IMIECTH IMOAKIIOYEHHBIX YCTPOMCTB, ()YHKIIMOHHMPYIOLIMX
B peKHME OHJIaiiH (HampuMep, KOMIbIOTEpP, MOOWIBHBIH TenehoH, cMapTdoH, GadiaeT U MIaHIIeT,
YCTPOMCTBO JIsl yNPAaBIEHUS YMHBIM JOMOM, YCTPOWCTBO JJIsi KOHTPOJIA IOKAa3aTele 310pOBbs
ut.a.)[9].

[To undopmanuu npyroro ananutuueckoro arenrctsa (IDC), B 2025 rony x Wnutepuery
Oynet monakirodeHo 38,6 mupj cambIXx pazHOOOpa3HBIX YCTpOWCTB, a B 2030-M 3TOT MOKa3aTelb
MIPEBBICUT 3HAKOBYIO OTMeTKY B 50 mupa. [Ins cpaBHeHus: mo cocrosiHuMio Ha koHen 2018 ropa
komudecTBO loT-yCTpolcTB OleHWBaIOCh TPUOMM3UTENBPHO B 22 Mipna (maHHble Strategy

MopsiIke. ITO MOTYT OBITH IPOBOIHBIC U OECTIPOBOIHBIE CHCTEMBI MOHHTOPUHTA IATINKOB MITH KAKUX-JTHOO MapaMeTpoB
YCTPOMCTB (TeMIieparypa, ypOBEHb 3a1acOB, MECTOTIOIOKEHHE U T. I1.).

2 PamuouacrorHas wuaentuukanus (anrn. Radio Frequency ldentification) — coBpemennas Ttexmomorus
uneHTHGUKAA OOBEKTOB, OCHOBAaHHAas Ha NPUMEHEHHH pPaJHOYaCTOTHOTO DJICKTPOMArHUTHOTO H3JIyYeHHsS IS
ABTOMATHU3HPOBAHHOTO CYMTHIBAHUS M 3aIUCHIBAHMS JAHHBIX YUeTa M KOHTPOJSI HA YCTPOHCTBO.

3 NFC, Near Field Communication (c anriI. «kxoMMyHHKAIHs GIMKHETO IIOJI1») — TEXHOIOTHS GECIIPOBOIHOM
BBICOKOYACTOTHOH CBSI3M Majoro paamyca ICHCTBHSA, KOTOpas JaeT BO3MOXHOCTb OOMEHa JaHHBIMH MEXIY
yCTpOMCTBaMH, HAXOSIIIMMUCS Ha PAcCTOSHUU 0KoJI0 10 canTuMeTpoB (0K0II0 4 r0iiMOB).
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Analytics) [10]. Cneumamucter CiSCO mpeacka3blBald CYIIECTBCHHBIM POCT YHCIIa MOOMJIBHBIX
YMHBIX YCTpO#CTB (aHrJ1. smart devices) u o0beMa reHepupyemoro umu tpaduka k 2021 roxy [11].

K mobunvnoim ymmvim ycmpoiicmeam TPHUHATO OTHOCUTH YCTPOMCTBA, OOIagaromne
Pa3BUTHIMH BBIYMCIUTEIBHBIMU BO3MOXHOCTSAMU M CHUCTEMaMH MYJbTHUMEIUA CO CKOPOCTBIO
CETEeBOr0 COCIMHEHHUsI KaKk MUHUMYM Ha ypoBHe 3G, T.e. 2 Mb6/c. B 2016 rony 3t ycTpoiicTsa,
npeacTaniss auib 46 % Bcex MOOUIIBHBIX YCTPOICTB, reHepupoBaiu 89 % moOuiabHOro Tpaduka,
a k 2021 roay OHHM COCTaBSAT TPU YETBEPTH OT OOIIETO YMCIIAa MOOMJIBHBIX YCTPOWCTB W JOJIA MX
Tpaduka Bo3pactet 10 98 %.

Bropeim mo 3Haummoctu cermeHToM loT sBhsitorcs ycmpoiicmea medcMauiuHHO20
g3aumooeticmaus, KpaTko obo3Hadaembie kak M2M (Machines to Machines). Hano ormeTuts, uto
JJABHO M3BECTHBIE IPOMBIIUICHHBIE CHCTEMbl aBTOMATUYECKOTO YIIPABIEHUS M TEJIEMETPUH,
peayiu3ylole 3aMKHYTbIE B3aUMOJEHCTBUS THUIA BEUlb —BELb, [0 CYTH SBISAIOTCA
npenmectseHHnKaMu [0T. OHako eciin paHee Takue B3aMMOACHCTBHS ObLIH OTPAHUYECHBI paMKaMU
OJIHOTO JIOKAJBbHO PACHOJOKEHHOTO MPOM3BOACTBEHHOIO Y4YacTKa, IeXa WU MPEeANpHUsITHs, TO
CEerOJIHS Y 9TUX CHCTEM MOSBHIIACH BO3MOKHOCTH BbIX0OJa B IHTepHET. DTO paAlKaIbHO PaCIIUPSET
chepy M2M, mpakTHUecKH CHUMasi TeppuropuaibHble orpanuyeHus. [lompoOHble creHapuu
Y IPUMEPBI UCTOJIB30BAaHUSI COBPEMEHHBIX pelieHnid M2M B pasmuyHbIX OTPACISIX MPHUBEIEHBI
B TEXHMYECKOM OTYeTe BEAYLIEH MEXIyHapOJHOM OpraHU3aluyd IO CTaHJapTH3alUd B O3TOU
obsactu — KoHcOpuuyma oneM2M [12, 13].

B cermerTe M2M 0T/e/IbHYIO KaTETOPUIO COCTABIIAIOT Hocumble ey (aHri1. Smart wearable
devices): ymHbBIE yachl, yMHBIE OUKH, (huTHec-OpacieTsl U T. 1. Takue BemM B3aMMOJEHCTBYIOT
C COTOBBIMU C€TAMU M VHTEpHETOM WM HANpPSIMYIO, MIU MOCPEICTBOM CMAapT(OHOB M IPYTHX
yCTpoiicTB oOmiero Ha3zHadeHus. OKHMIaeTcss pPOCT STOro cerMeHra a0 929 MIH yCTpOWCTB
B 2021 roay npotus 325 muu B 2016 roxy.

CoBpeMeHHble IUGPOBBIE METOJbl 00pabOTKM U mepenadyd HMHGOPMAIMM HOPOXKAAIOT
OrpOMHBIE 00BEMBI JJAHHBIX, KOTOPBIC MPUBOAAT K MpodiiemMe «0obiuXx naHHbx» (Big Data) [14].
B pa6ote [12, c. 4] mpuBoaATCS XapaKTepHbIC OKA3aTE/ M : TaTYNKA PEAKTUBHOT'O JIBUTATEIs KaXIbIe
30 mun renepupytor 104 I'b undopmanum, exeqHeBHO B MHUpPE AATYMKU BbigaroT 1,1 mupn
nokazaHuii u npousBoAT 2,5 mapa I'b nansbix. IlepBuunble qanHble TpeOyOT 00pabOTKH, B psijie
CllyyaeB C IPHUBJICYEHUEM CJIOXKHON aHAJUTHKM W paHee HaKOIUIeHHOHW uH(opmanuu. Takas
00paboTKa He Bcerja MOXeT ObITh BBINOJHEHA BOJIM3M MCTOYHHMKA JAaHHBIX, HAallpUMEp HU3-3a
OTCYTCTBHSI HEOOXOJUMBIX BBIUUCIUTENBHBIX U/UIN IPOrpaMMHBIX pecypcoB. [loaToMy B mocnenHee
BpeMsl IIMPOKO MPUMEHSIOTCS TEXHOJIOTMHM OOJAYHBIX BBIYHUCICHHUM, pealn3yIolue TaKue MOJIEIH
HCIOJIb30BaHUsl MpPOrpaMMHOro obecrneueHusi, kak «lIporpamMHoe obecrieueHue Kak yciayra»
(SaaS), a npu Heobxoaumoctu U «Cethb kKak yciyra» (NaaS). IMoaxmroueHue Kk 00JIaKy MOXKET
OCYIIECTBIATHCS Pa3IMUHBIMU criocoOamu, Bkmouyas Wi-Fi, COYTHHUKOBYIO WMJIM COTOBYIO CBS3b,
Bluetooth u npyrue BubI cBA3H.

loT-pemieHust aKTUBHO BHEAPAIOTCS BO BCE OTPacid MPOU3BOACTBA M cepbl
KHU3HenesTenbHOCTH. OCHOBHBIMM HAa JAaHHBIH MOMEHT SIBJISIOTCS DPELICHHs Ui YMHOTO JIOMa
Y TOpPOJIa, PHEPTEeTUKHU, TPAHCIOPTA U JIOTUCTHKH, pUTEHSIa U MOTPEOUTENBCKOTO PBIHKA, JOOBIYM
1 niepepaboTKH MOJIE3HBIX HCKOMAaEMBbIX, 3PaBOOXPAHEHNUS U T€JIEeMEINLIMHBI, CEIbCKOI0 X031CTBa,
KOMIUIEKCHOW O€30MacHOCTH.
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1.2. CocraBasioniue NurepHera Bemeit

Ha pucynke 1.1 mnpencraBiena cTpykTypa 3kocuctembl |0T, koTopyio QopMmupyror
CJIEYIOILME 3JIEMEHTBI: BEILIU, UHTEUIEKTYaJIbHOE IPUHSTHUE PELIEHUM, TaTYMKHU U UCIIOJIHUTEIbHbIE
MEXaHM3MBl, CPEJCTBA CBSI3U M BCTPOEHHBbIE cUCTEMBbl. Hibke NMpUBEAEHO ONUCAaHUE Ka)KIO0ro
anemenTa [15].

Bewu 6 10T

Kak yxe roBopuiock panee, B l0T-cpene «Bempb» — 370 (GU3HUYESCKUIA WM BUPTYaIbHBIN
O00BEKT, KOTOPBIH MOXXHO WICHTH(HIMPOBATH U WHTETPUPOBATH B KOMMYHHKAIIMOHHBIC CETH.
Kpaiine BaxxHO, 4TOOBI BEIIX UMEIIM BO3MOKHOCTh O0OMEHUBATHCS JAHHBIMH — 10 CETH MEKIY COO0i
WK ¢ 00JIAaYHBIMH CePBUCAMHU, Yepe3 IILTI03 UIIH HAMPSMYIO, TO €CTh 0€3 UCTIOIb30BaHUS CETH.

Kpome TOrO, Bemu MOTYT BBHINOJHATH JPYTHE JOTOJHUTEIbHBIC (YHKIUH, TaKHE Kak
CUMTHIBAaHUE H COOp MJAaHHBIX, AKTUBAIMSA, XpaHEHHWE H O00padOTKa JaHHBIX, BBITOJHECHUE
COOCTBEHHBIX HJIM OOJIAYHBIX MPUIIOKEHUH, MamuHHOE o0ydeHue u T.A. [2]. HaGop Bemei,
coctaBisitonux |10T-3K0CHUCTEMY, YIIPABISETCS UHTECIUICKTYaIbHBIMU CUCTEMaMH, KOTOPhIE MOTYT
ABTOHOMHO TIOJIKJIFOYaThCs K BEIlaM JJIi MOHHMTOPHHIa W yIpaBlieHUS UMH. bojee Toro, 3tm
MHTEIUICKTYaJIbHbIE CHCTEMBI MOTYT M3 BEIIH WM HaOOpa Belliel U3BJICKATh JaHHbIC K 00pabaThiBaTh
UX, TOJIy4Yas OJIe3HYI0 HHPOPMAIIHIO [T HHTE/UIEKTYaIbHOTO PUHATHS petieHus [16].

Bemn

WNurennexryaabHOE
MPUHATUE PEIICHUI

Jlatauku u
HuTepner Bemen HUCIIOJIHUTEIILHEIE
MEXaHU3MBI

BcerpoenHnbie cuctembl

KommyHnukarus

Pucynok 1.1 — Cocrasnsrommue 10T

Humennexmyanornoe npunamue peuleHuu

Yucno ycTpoicTB, HOIKITIOYEHHBIX K HHTEIEKTYaIbHBIM CHCTEMaM U CIIOCOOHBIX XPaHUTh,
oOpabaThIBaTh, aHATU3UPOBATh JaHHbIE U OOMEHUBATHCS UMU, PE3KO yBeIuunBaeTcsa. B pesynbrare
B CKOpOM OynymieM MWUIMapAbl Bele M MamuH OyAyT MOAKIIOUEHBl K CeTSIM M CTaHyT
NpOU3BOAUTH emie Ooinbiie naHHbIX [17]. CrnemoBaTenbHO, HEOOXOAMMO pPa3BUBATh TEXHOJOTHU
aHaJIM3a JIAHHBIX U METOJbl MHTEJUIEKTYaJbHOIO YIPABICHHUS UMM, YTOOBI M3BIEKATh 3HAYUMYIO
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MH(pOpMAaIHIO U3 KOJIOCCATBHOTO 00beMa TeHepupyeMbIX JaHHBIX. boinee Toro, loT Bkitodaer B ceds
U INOHATUC KIIPUBCICHUC B HeﬁCTBHe», KOTOPOC CICAYCT 3a IIPUHATUCM PCIICHU.

HHTeHHeKTyaﬂBHOe IIPUHATHC peLHeHI/Iﬁ 3aBUCUT TIPECKAC BCCTO OT JOCTYIIHOCTHU
HEOO0XOAUMOW IJIs1 Hero WHpoOpManuU. DTU pEIIeHUS] MOTYT OBITh TaKUMHU K€ MPOCTBIMH, Kak
MCXaHU3M IICPCCCUCHUS TOpOra, UJIM TaKUMHU KE CIIOKHBIMH, KaK CUCTCMblI MAIlIMHHOT'O O6y‘-IeHI/IS'I
win rybokoro oOydenus [18]. PesymbTarel 3THUX pellieHHH B KOHEYHOM HTOTE MPHUBEIYT
K JICHCTBUSM U MOTYT ITOCIYXHTh HCTOYHUKOM HOBOW MH(pOpMAIIHH [Tt 3KOocUcTeMbl. MHbopMarus,
UCTIOJIb3yeMast JIJIsl IPUHSATHS MHTEIUIEKTYalbHBIX PEIICHHIA, MOXKET ObITh TMOO MpOoaHATU3UpOBaHA
JIOKaJIbHO, TIOCKOJIKY HEKOTOPBIC BEIIM CaMH COOMPAIOT M 00pabaThIBAIOT JaHHEIE, JTHO0 mepenaHa
npyromy snementy loT-skocucTemsl, TakOMy Kak oOJladHasi CepBEpHAst CIy»x)0a, arperarop/Iuio3,
apyras Bellb U T.J.

Hamuuku u ucnoinumenvHvle Mexanuzmol

Hamuuku (cencopwi) SBISAIOTCS HEOTHEMIIEMBIM JJIEMEHTOM M OJHHUM U3 KIIHOYEBBIX
cTpouTenbHbIX 00KOB [0T, MO3BOJAIOIIMM KOHTPOJIMPOBATH Cpelly M KOHTEKCT, B KOTOPOM
pabotator loT-cucremsl. X pazMep MOXKET U3MEPSTbCS MUJUIMMETPAMH, YTO I03BOJISET JIETKO
BCTpauBaThb MX B JI0Oble (u3nyeckue OOBEKTBI — OT JIOPOKHOTO IOJIOTHA  J0
KapauocTumysatopos [19].

Ha ¢usmnueckom ypoBHE TaTUNKK MOTYT U3MEPSTH ONpEaesIeHHbIC (PH3MUECKUE, XUMUIECKHE
Wi OMOJOTMYECKHe TOKa3aTeNd, PEruCTPUPYsl U3MEHEHHs OKPYKAIOLIEH cpenbl, a Ha HU(pPOBOM
ypOBHE — coOuparh MH(GOPMAIHMIO O CETH U NMPHIOKEHHUSIX. 3aTeM OHH TeHEPHUPYIOT CBS3aHHBIC
KOJINYECTBEHHBIE JIaHHBIE, KOTOPbIE MOT'YT OBbITh IMOJYYEHbI OT OOBEKTOB, YAAJEHHBIX Ha COTHU
KUJIOMETPOB, U 00pabOTaHbl B PEKUME PEAJbHOTO BPEMEHHM HJIM COXPAaHEHBbI I MOCIEAYIOIEro
u3BnedeHus. Ilpumepamu JaTUMKOB SBISIOTCS aKCENEPOMETPbI, JaTYMKU TEMIEepaTypbl, AaBICHHUS,
CBeTa, aKycTHyeckue NaTuuku. OHU HEOOXOIMMBI BO MHOTHMX OTpacisX NMPOMBIIUIEHHOCTH IS
cOopa NaHHBIX, MEpelaBaeéMbIX B CETh M MNPWIOKEHUSM C IEeJbI0 JWHAMHUYECKOW aJanTaluu
K ONTUMaIbHBIM Tipotieccam [20].

Hcnonnumenvhvle mexanusmvl (aKkmyamopul, uiu npueoosbl) MOXKHO pacCMaTpUBATh Kak
OOBEKTHI, OTBETCTBEHHBIE 3a MEPEMEIICHNE CUTHAJA W YIPABICHUE CUCTEMON MM MEXaHU3MOM.
[Ipome roBops, mpuBOoA paboTaeT B OOpaTHOM HampaBlieHMH OT jAatuuka. OH TpUHUMAET
AJIEKTPUUYECKUI BXOIHOM CUTHAJ M MpeBpallaeT ero B puznueckoe aevicrsue. Hampumep, npuBos!
YMHBIX JIaMII ¥ YMHBIX T€pPMOCTaTOB MOT'YT HCIOJb30BaTh CHUIHAJ, MOCTYMAOUIMH OT JaT4uKa
OCBEIIEHHOCTH, JUIsl PEryJIMPOBaHUS SPKOCTH, a CUTHAJI, TOCTYMAIOIIMNA OT 1aTYNKa TEMIIEPaTyphl, —
UL peryaupoBaHMs Temieparypbl. [IpHBOABI HIMPOKO MCIONB3YIOTCA TakKe B Ipolieccax
MIPOM3BOJICTBA U COOPKH, OCHOBHBIMH ITPHUMEPAMHU IIPUBOJIOB HA MPOU3BOCTBE SBIISIOTCS IBUTATEIN
U DJIEKTPONpHUBO/bL. KitanmaHel, HampuMep, — 3TO THI TPUBOJIA, UCTIOIB3YEMBIN JJISl YIPaBICHUS
THJPABINYECKON cucTeMoii [21].

Pe3tomupys, MO’KHO cKa3aTh, YTO JAT4YMKH, coOMparolne MHPopMaIuo 00 oKpykaroen
cpeiae U ee KOHTEKCTe, BBINONHAIT (YHKIHMU YCTpoilcTB BBoaa. CoOpaHHas uHpopManus
BIIOCJIEICTBUM 00pabareiBaeTcs. VcromHuTeNbHbIE MEXaHU3Mbl, HAIPOTUB, BBIMOJIHAIOT (QYHKIIUU
WCTIOJHUTENBHBIX YCTPOICTB — OHM JICHCTBYIOT Ha OCHOBE 00paboTaHHOW MH(OPMAIIMH, BBITTOIHSS
peleHus M OKa3bIBasi BO3JCHCTBHE HAa OKPYKAIOLIYIO Cpely WK Ha onpeieNeHHbI 00bekT. CrienyeT
OTMETHTb, YTO TIPH pa3BepTbiBaHuK [0T MaTYMKW W HCMOTHHUTEIbHBIE MEXaHH3MBl MOTYT OBITH
ABTOHOMHBIMH WJIM MHTETPUPOBAHHBIMH BO BCTPOCHHBIE CHCTEMBI.
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Bcmpoennvle cucmemoi

OcHoBHBIMU 37eMeHTaMu [0T SBISAIOTCS AATYMKK M HCIIOJHUTEIbHBIE MeXaHU3Mbl. OHHU
MOTYT OBITh MOAKIIOUEHBI K 007a4HOMY O9KEHy Yepe3 LUTI03bI Ui 00padOTKU MOCTYMAIONUX OT
JaTYMKOB JAaHHBIX W TPUHATHA pemieHus. Kpome cereil JaTyMKOB W/WIM HCHOJHHUTEIBHBIX
MexaHu3MoB, l0T-ycTpoiicTBa MOryT ObITh 00OPYAOBAaHBI BCTPOCHHBIMH CHCTEMaMH, KOTOpBIE
BKJIIOYAIOT B €0 BCTPOCHHbIC JATUYUMKU W/WIM HCIOJHUTEIbHBIE MEXaHU3MbI, CETEBbIE
BO3MOKHOCTH ISl HETIOCPEICTBEHHOI'O MOJKIIOUEHHS K JOKaJIbHOM CeTH WM K 00JIaKy, a Takxke
CoJZIepKaT JIOCTaTOYHBI 00BEM HaMITH M BO3MOXHOCTb 3allyCKa IPOrPaMMHOI0 OOecledeHusl.
Kpome Ttoro, BcrpoeHHsle cucteMbl loT ocHOBaHbl Ha Ipoueccope, KOTOpBIH IO3BOJISET UM
o0pabaTbIBaTh JaHHBIE CAMOCTOSTENbHO. [IpuMepamMu ycTpOHCTB, coaep)KallUX BCTPOCHHBIC
CHCTEMBI, CITY’KaT MEJMIIMHCKIE UMILIAHTAThI, HOCUMbIE YCTPONUCTBA (YMHBIE YaChl), TOIKIFOUYCHHbIC
CBETUJIbHUKH, UHTEIJUIEKTyaJ IbHbIC TEPMOCTATHI U T.1I.

Kommynuxayus

TpeboBaHMsT K KOMMYHUKAIUSIM LIMPOKO BapbUPYIOTCS Cpeau pa3HbIX TuUmoB cereil loT
B 3aBUCHMOCTH OT MX HAa3HAa4YCHHsS U PECypCHBIX orpaHuueHuil [22]. BviOop wHCIONB3yeMbIX
IIPOTOKOJIOB B Ka)KJIOM KOHKPETHOM pa3BepThiBaHUU 3KocucTeM loT 3aBucut oT TpeboBaHMii ero
CLieHapusi UCHOJIb30BaHUSA. OOBIUHOM MPAKTUKOM fABJIE€TCS KOMOMHALMS Pa3/IMYHBIX MPOTOKOJIOB
B skocucteMax loT ¢ ncnosnp3oBaHMEM HUIIO30B JUIsl 00ECTIEYEHUS] COBMECTUMOCTH.

Cuctemsl cBsi3u 10T OCHOBBIBAIOTCSI Ha CIIOCOOHOCTH KakK IepeaaBaTh, TaK W MPUHUMATH
JaHHbIE B CTPYKTYPUPOBAaHHOM (popMe, IIPU 3TOM CEPBUCHI MOT'YT pacrojararbcs 100 modJInu30CcTH,
1100 B yIaJlCHHOM MECTE, U CeTH UCIOJIb3YIOTCS pa3HbIX, HO COBMECTUMBIX TUIIOB. DTH CETH UMEIOT
pasiuuHbIA Habop cBOMCTB, TakKux Kak QoS *, ycTOHUMBOCTE, 6E30MACHOCTh M YIPaBJICHHUE.

ITpoTtokounbl cBsi3u B 3kocucreMax loT Moryr ObITh OeCHpOBOJHBIMH WJIM MPOBOJHBIMU.
CymiecTByeT MHOXXECTBO INPOTOKOJIOB OECIpPOBOAHOM CBsI3M, BKIIOYAs MPOTOKOJIBI PAJMOCBSI3U
OmmxHero paauyca neiictus, HanpuMmep ZigBee, Bluetooth / Bluetooth Low Energy (BLE), Wi-Fi /
Wi-Fi HaLow, Omwxkheit O0eckontaktHoi cBsizu (NFC) wim paguovacToTHOW HICHTU(DHUKALUK
(RFID); moOunbHBIE C€TH M NPOTOKOJBI PATUOCBI3M OOJBbLIEH AATbHOCTH, CpPEAM KOTOPBIX
LoRaWAN, SigFox NarrowBand-10T (NB-IoT) wiu LTE-M. Kax/plit U3 HUX ompeesieH B CBOEM
coOcTBeHHOM cTaHapTe, Hanpumep ZigBee u ZigBee 3.0 ocnoBanbl Ha IEEE 802.15.4. ITpoTokoss
u kaHansl npoBogHo# cBszu (Ethernet, USB, SPI, MIPI u 12C u apyrue) Takxke NpeaoCTaBIsIOT
noctyn K ycrporcrtBaM. Kpome Toro, crout mnoguepkHyTrh, 4to loT-cBsI3p mopnepkuBact
U IPOTOKOJIbI He Ha ocHoBe [P, Hanpumep SMS, LiDar, Radar u 1. 1.

becnipoBoiHbIE TEXHOIOTHH UMEIOT Pa3IMUHbIE XapaKTEPUCTHKH (HalIpUMep, ONpeIesIeHHBIN
JUana3oH CHUrHajua, IMOJOCY MPONyCKaHWs M T. J.) U MOTYT OBITh KJIacCHU(PHUIMPOBAHBI Kak
oecnpoBoanbie TiepcoHanbHble cetH (WPAN), OecripoBoanbie sokanbHbie cetd (WLAN) wim
6ecnpoBoaHbIe T100anpHBIE ceTh (WWAN).

Kak ykaspiBamoch paHee, Tak Ha3biBaeMbiM BemaMm [oT HeoOXoauMo u TepenaBarth,
Y IPUHUMATH JIaHHbIE, OJHAKO UMETh MOJKII0ueHHe K HTepHeTy AJs 3TOro UM He 00s3aTeNbHO,
JOCTaTOYHO MMETh BO3MOXKHOCTh IepeaBaTh COOpaHHbIE/TIONyUYEeHHBIE JaHHBIE IPYTUM BeLIaM,
CIOCOOHBIM 00paboTaTh 3TH JaHHBIE W mepenaTh ux udepe3 MurepHer. Takum oGpaszom, loT-
HKOCHUCTEMA, COCTOSIIAs M3 HECKOJBKUX Bellei, MOXeT (YyHKIMOHUPOBaTh 0Oe€3 IMOJAKIIOYESHHUS

4 QoS, Quality of Service (c anri. «kadecTBO OOCITyXMBaHUS») — HAOOp TEXHOJIOTHH, KOTOPBIE 3aIlyCKAIOT
BBICOKOTIPHOPHUTETHBIC MPUIIOKEHHUS M TpapUK NPH JUMHTHPOBAHHON MPOMYCKHO# CHOCOOHOCTH, MpH 3ToM Ooiee
Ba)kHBIN Tpaduk Oyaer obpaboran ObIcTpee, a 3aJeP>KKH 110 ceTH OyyT MUHUMAIIbHBI.
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K Uutepuery. CnoBo «MHTepHEeT» B TepMuHe «HTEpHET BelIe» clienyeT pacCMaTpuBaTh MPOCTO
Kak 0000IeHue, moapa3yMeBaloiiee MOHITHE CBA3U. DTO CIIOBO HE CIIEAYeT TOJKOBATh B CTPOTO
TEXHUYECKOM CMBICIIE, COIVIACHO KOTOPOMY NOAKIOYeHUE K VIHTepHeTy wiM cTek mpoToKoiaoB [P
SBIISIIOTCS TpeOoBaHueM 3kocuctemsl [oT [15].
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1.3. Ob6aacTu npumenenust UnTepHeTra Beuei

MOXHO BBIICTUTH CIEAYIOUIME AacleKThl, KOTOpble HEOOXOIUMO YYHUTBIBATH IPH
paccMoTpennu MHTEpHETa Belleid: CUCTeMHBIN, TPOEKTHBIN, HH(POPMAIMOHHBIH, YIIPaBICHUECKUH,
UHTEJNIEKTYyalbHbI. CucmemHulil acnekm I03BOJSIET pacCMAaTpUBaTh CUCTEMY, TEXHOJOTHIO WU
npouecc ¢ cucteMHbIX no3uuui. C 3tux no3uumid loT sBigercs pacnpeneseHHON cucTeMon, ais
KOTOPOM XapakTepHbl TUIIMYHBIE MPOOJIEMBbl TAaKUX CHUCTEM. [Ipoexmmuulii acnexkm TMO3BOJSET
paccmaTtpuBath cxemy loT kak wmHpOpPMAIMOHHYIO KOHCTPYKIHIO [23,24]. HUnpopmayuonmwviii
acnexm 103BoJiseT paccMaTpuBaTh 10T kak MexcereBoe B3auMoJeicTBUE (PU3NYECKUX YCTPOMCTB
(TTOJIKITIOYEHHBIX  YCTPOMCTB / MHTEIUICKTYaJIbHBIX YCTPOMCTB): TPaHCIOPTHBIX CPEJACTB, 3IAHUIL
U IPYTUX TPEJAMETOB CO BCTPOEHHOW AIIEKTPOHMKOW, — a TaKKe MPOrpaMMHOrO oOecreyeHws,
JTATYMKOB, MCIIOJIHUTEIBHBIX MEXaHU3MOB M CETEH, KOTOPBIE MO3BOJISIOT 3TUM 00BEKTaM coOUpaTh
JaHHbIE 1 OOMEHUBATHCS UMU. Ynpaenenueckuii acnekm TpeOyeT paccmaTtpuBath loT kak cucremy
C CeTelEHTPpHUYECKUM [25] ninm cyOcuarnapHbIM yripaBlIeHUEM. HHmeieKmyaibHbulil acnekm TpeoyeT
paznenenust loT-ycTpoiicTB 10 QYHKIHMSAM Ha «yMHBIC» M «MHTEIUICKTYalbHBIC». YMmHble (Smart)
CHCTEMbl M TEXHOJIOTUM BBINOJHAIOT (YHKUIUM IMOMOLIM M MOJCKa3KH 4YEJOBEKY B CIIOXKHBIX
cutyauusx. [lo cymecTBy, OHM UCHOJB3YIOT 3HAHUSA KaK ONBIT U1 PEIIECHUS 3aJad B CIOXHBIX
cutyauusx. MumennexmyanibHvle CACTEMBl U TEXHOJIOTUH HCIOJIB3YIOT 3HAHUE Ul IOMCKA HOBBIX
pELICHUH U MOJy4YE€HHs HOBBIX 3HAaHWW HA 9TOM OCHOBE.

Cy1miecTByeT MHEHHE, YTO MEPBYIO B MHUpE MHTEpHET-Belb B 1990 rogy cosman oguH u3
paspaborunkoB mporokoia TCP/IP Jlxon Pomku, kKorga HOOKIIOYMI K CETH CBOM TOCTEp.
Apxwurekrypa l0T Obu1a paspadorana B 1999 roay B Lientpe aBronaentudukaiuu (Auto-1D Center)
MaccadyceTcKoro TEXHOJIOTHYECKOTO HHCTUTYTa. Toraa »xe ocHoBatenb Llentpa KaBun OmrToH Ha
Hpe3eHTALUH /U PyKOBOCTBa Kommanuu Procter&Gamble u BBenr B 000pot TepmuH «Internet of
Things». HyxHOo oTMeTHTh, YTO caM DWITOH Hpeanodurtan TepMuH «VHTepHeT Ui Berei».
[Tpu stom K. Dmton BeiAenun paguoyactoTHyio uaeHtudukammio (RFID) kak nmpeamockuiky s
10T [26]. B 2007 rony on mucan: «Eciu Obl y Hac ObUTH KOMITBIOTEPBI, KOTOPBIE ObI 3HAIN BCE, YTO
TOJIBKO MO>KHO 3HAaTh O BEIllaX, UCII0JIb3ys JaHHbIE, KOTOpPbIE OHU cOOpau 0e3 Halleil MOMOIIH, MBI
MOTJIM OBl OTCJIEKUBATh U CYUTATh BCE U 3HAUUTEIBHO COKPAaTUTh OTXOJIbI, IOTEPH U 3aTpaThl. MBI
Obl 3HAJIM, KOT'/1a MPOAYKLHI0O HEOOXOAMMO 3aMEHUTh, OTPEMOHTHUPOBATH UM OTO3BaTh CO CKJIa/I0B
MarasgyHOB M KakOB IPOLEHT €€ H3HOoca. MBbl JOJKHBI J1aThb BO3MOXKHOCTh KOMIIBIOTEPAM
HCIOJIb30BaTh COOCTBEHHBIE CPEJICTBA COOpAa MHPOPMALIMHU TaK, YTOOBI OHU MOTJIU BUJETh, CIBILIIATh
U YyBCTBOBATb MHPOBBIE TpEHABI BO BCEM MX KpacoTe. TEXHOIOTMM paguMo4acTOTHOU
UACHTU(GUKAIIMM U CEHCOpPHBbIE TEXHOJOTMHM MO3BOJSAIOT KOMIbIOTEpaM HaONI0/1aTh, BBISBIATH
Y MIOHUMATh MHp 0€3 OrpaHUYCHUI JTaHHBIX, BBEICHHBIX YEIOBEKOM» [27].

OcHoBHast ujes UIACHTHUPHUKAUMH COCTOsJIa B TOM, YTOOBI BCE OOBEKTHI U JIIOAU
B [TIOBCEIHEBHON U3HU OBUIM CHAOXKEHbl WACHTU(UKATOpaMH, TOT/la KOMIIBIOTEPHl MOTIJIA OBl
UICHTUQUIMPOBATH UX, YIPABIATH 00bEKTAMHU U BbIJIaBaTh MMOACKA3KH K IeHCTBUIO oM. [Tomumo
RFID, mapkupoBKy (pu3ndeckux Bemied MOXKHO MPOBOAUTH C MOMOIIBI0 TaKUX TEXHOJOTHMH, Kak
ommkHsist OeckoHTakTHas cBsizb (NFC), mrpux-koap, QR-koasl u 1udpoBbie BOASHBIC 3HAKH.
IlepBoit nenpto BHeapeHus loT myrem ocHamieHus BceX OOBEKTOB B MHpPE MHUHUATIOPHBIMU
ycTpoiicTBaMu HJIeHTH(UKAKUK OBIJIO MpeoOpa3oBaHME MOBCEIHEBHOW >KHM3HU, BHECEHHE B HeEe
Oonpiiero koMpopra, YHOPSJIOUYEHHOCTH M TNPOTHO3MPYEMOCTH, Hampumep oOecredyeHue
BO3MOXXHOCTH PSZOBOMY HOTPEOUTENIO MOCTOSHHO KOHTPOJIMPOBATh CBOE COCTOSIHUE 370POBbS,
noTpebIeHne pecypcoB, paboTy JOMAITHUX TPHOOPOB.
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Maccmeoua. B cpenctBax MaccoBod WH(OpMAIMKM HMCIOIB3YIOTCS OOJBITHE 00BEMBI
JTaHHBIX [14], KOTOpBIC AalOT BO3MOXHOCTh OIEHUTh MPAKTUYCCKUE JACUCTBUS MHUJUIMOHOB JIIOJICH.
Kak cnencrBue, Bo3neiictBue coBpemeHHbIX CMMU Ha 0011€CTBO OTIMYAETCS OT TOrO, KOTOPOE
OKa3pIBaaM TpaauiuoHHbie Buabl CMU (raseTbl, *KypHalibl, TEJICBU3UOHHBIC I0Y). [IpekHHE
TEXHOJIOTUU JlaBajll BO3MOXHOCTh BO3J€iCTBOBaTh Ha Macchl B LeioM. |0T ke ucmoiab3yet
TEXHOJIOTUH, KOTOpbIE IO3BOJISIOT BO3ACMCTBOBATh Ha KaXJIOTO II€JIEBOr0 MOTpeOuTeNsl B
ONTUMAJIBHOE BpeMs B onTUMaibHOM MecTe. Koneunoi nenbto [0T sBusercs okasaHue yciayr Win
nepenaya CoOOINEHUsT WM KOHTEHTa, KOTOPBIC CTATHCTUYECKH COOTBETCTBYIOT MEHTAIUTETY
norpedurens. Hampumep, cooOmienus (pexiaMHabie 00BSBICHNUS ) U KOHTSHT (CTAThHU ) HAITPABIISIOTCS
aJIpeCHO TOTPEOUTENSAM, O KOTOPBIX ObuTa coOpaHa mH(popmanwms. MHTEIEKTyalbHBIE TOPTOBBIC
CUCTEMBI MOT'YT OTCJICKHUBATh MOKYIMATEIbCKUE MPUBBIYKN KOHKPETHBIX MOJIB30BaTENIEH B MarasuHe,
(bukcupys HoMepa MX MOOWIBHBIX TenedoHOB. Temarwdeckas 0a3za JaHHBIX IMMOTpeOWTENCH Ha
OCHOBe coOpaHHOU wuH(poOpManuu GOpMUPYET CHEIHUATbHbIE MNPEUIOKEHUS MO0 HX JHOOUMBIM
MPOAYKTaM M JIaXe I0JICKAa3bIBa€T, IJI€ MOXXHO HAWTH HEOOXOAMMBIE WM TOBAapbl, pacchuias
aBTOMAaTHUYECKHe cooOIIeHNs Ha Tenedonbl [28]. DTa TEXHOIOTHS ABJISACTCS TUITHYHBIM [IPUMEPOM
smart-rexnosorwuii 10T.

Monumopune oxkpyoicaroweii cpeowvt. llpunoxenus |0T 118 MOHUTOpPHHIra OKpPYXKAIOLIEH
Cpelbl MCHOJB3YIOT [UIsl OLIEHKHM COCTOSIHUS OKpY)Kalolled cpeabl JaHHbIE JaT4MKOB,
KOHTPOJIMPYIOIIMX KAdyeCTBO BO3JAyXa MM BOAbI, arMoc(epHble WIM IOYBEHHBIE YCIOBHUS.
Texnonoruu IoT Moryr nmpuMeHATbCS B TaKMX OOJIACTSX, KaK HAOMIOJIEHHE 32 COCTOSHUEM >KUBOU
IpUPOJBI U cpeoi oOuTanus. Pa3paboTka MOAKIIOYEHHBIX K CETH YCTPOWUCTB C OrPaHUYECHHBIMU
pecypcaMu CO34a€T BO3MOXKHOCTb PaHHEro MpPeaylnpexaeHuss 00 yrpose OIoJ3HEH MM ILyHaMHu.
CucTeMbl JaTYMKOB OIOBEIIEHHUS MOTYT HCIIOJIb30BAaThCS aBApUHHBIMU CIykOamu i Oosee
3¢(deKTUBHOrO OKa3aHUs mNomoud. JlaT4uku, UCHOJIb3yeMble B  CHEHHATU3UPOBAHHBIX
MPUJIOKEHUSAX, MOTYT OXBaThIBaTh OOJIBIIIYIO reorpaduieckyro o0aacTh U nepeaBaTb HHPOPMaIUIO
O MPOUCXOJAIINX U3MEHEHUSX.

Ynpaenenue ungpacmpyxmypoii. 1oT kak pacnpeneneHHas CUCTeMa YIPABICHUS MOXKET
INPUMEHATHCS ISl paclpeeIeHHOIO MOHUTOPHHIA M KOHTPOJISI OOBEKTOB TOPOJICKOM M CebCKON
MHOPACTPYKTYpbl  (BKJIIOYAIOMIEH  TPaHCIOPTHBIE CUCTEMbI, CETH CBS3U, KaHAJIM3AlMIO,
BOJIOCHA0)KEHUE M DJICKTPUYCCKUE CHCTEMbI), a TAaKKE€ MOHHUTOPUHra JIIOOBIX COOBITHI WM
U3MEHEHUH, KOTOpble TMPEACTaBISAIOT Yrpo3y O€30MacHOCTH WM  YBEJIWYMBAIOT PHUCKHU
HeOnaronpusTHoro pasButusi coOweituil. Wubpactpykrypy IoT MokHO wucnonb3oBath s
3¢ (HEeKTUBHOIO IJIAaHUPOBAHMSI PEMOHTHBIX pabOT M KOOpPAMHALIMU 3a]lad MEXIYy MOCTaBIIMKAMU
yCIayr W moiib3oBaTensiMu 00bekToB [29]. Kpome Ttoro, ¢ momormnsto 10T-ycTpoiicTB MOKHO
YIPaBIIATh KpUTHYECKON HHPpacTpykTypoil. Hanpumep, l0T-pemenust B TpaHcmopTHOW cdepe
MO3BOJISIOT KOHTPOJIMPOBATh TpaUK Ha MOCTax M JI0porax, a B cpepe MOPCKOIO CYIOXOJCTBA —
nepeaaBath WHGOPMAIMIO B PEKHUME DPEATbHOTO BPEMEHHM O JBI)KEHHHM CyAHA APYTHUM CyAaM
Y Ha3€MHBIM TPAHCIIOPTHBIM MOPCKUM KOOPAMHALMOHHBIM ILIeHTpaM. biiarogapst MCroJsib30BaHHIO
ycrpoiictB 10T s MOHUTOpHHIA ONEparMoOHHON HH(PACTPYKTYphl YIydIIaeTCs KOOpIAMHALIMS
yIpaBieHUs MHLIUJICHTaMM, YCKOPSIETCS pearupoBaHHWE HA YPE3BbIYAMHBIE CUTYyalldd, a TaKke
MOBBIIIAETCS] KAUECTBO OOCTYKUBaHUS, COKpAIIAETCS BPeMsl MPOCTOSI U YMEHbBILAIOTCS 3aTpaThl HA
AKCILTyaTaIMIo BO BCeX 00J1acTAX, CBI3aHHBIX C HHPPACTPYKTYpOil.
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IIpoussoocmeo. TeXHONOTHMH CETEBOTO YIIPABICHUS W YIPABJICHUS IPOHU3BOJCTBCHHBIM
0o0OpylOBaHUEM, AKTUBAMU M CHTYAIlMSIMH WA MPOU3BOJCTBEHHBIM MPOIECCOM IO3BOJISIFOT
npumMeHaTh 10T B cdhepe MHTEMIEKTYaTHbHOTO TPOMBIIIJICHHOTO POU3BOACTBA. VIHTEIeKTyalbHbIe
cucreMbl [0T mo3BONSIOT OBICTPO CO37aBaTh HOBBIE MPOAYKTHI, NWHAMHYECKH pearupoBaTh Ha
MEHSIIOIIMecs] TpeOOBaHUS K MPOAYKTaM M ONTHMHU3UPOBATH IMPOHM3BOJCTBEHHYIO IIETIOUKY U CETh
IETel MMOCTaBOK B PEXHME PEAIbHOTO BPEMEHHU C MOMOIIBI0 CETEBOTr0 00OPYJIOBaHUS, JaTYMKOB
U cucTeM yrpasienus [29].

['nmoGaneHbiM  cermMeHTOM VHTepHETa Bemied Uil KOPHOPATUBHOTO  (OTPAciIeBOIO)
[IPUMEHCHHS ABJISIETCS «MHAYCcTpHaabHbIii UHTepHeT Bemeii» (anrt. Industrial Internet of Things,
cokpameHHo IloT) — Humepnem eeweii 0ns kKopnopamusHo2o/ompacie8o2o UCNONb308aHUA —
cucmema  00bEOUHEHHBIX — KOMNbIOMEPHbIX — cemell U NOOKIIOYEHHBIX — NPOMbIULIEHHbIX
(npou3600cmMEeHHbIX) 0OBLEKMOB CO 6CMPOEHHBIMU OAMYUUKAMU U NPOSPAMMHBIM 0becneyeHuem OJisl
coopa u obmeHa OAHHBIMU, C BO3MOJICHOCMbBIO YOANEHHO20 KOHMPOIS U  YNpAGIeHus
8 ABMOMAMU3UPOBAHHOM pedicume, be3 yuacmus uenogexka [30]. st o6o3HaueHus 06ojiee y3KOro
NpOMBIIUICHHOTO cermMeHTa [oT mpuMeHsieTcs TepMHH «NpoMbIILIeHHBbIH WHTepHeT Bemieii.
Buenpenue [IoT B oOpabarbiBarolieil MPOMBIIUIEHHOCTH MOXET PUBECTH K TAKOMY YBEJIWYCHUIO
3¢ HEKTUBHOCTH IPOU3BOJICTBA U MPHOBLIH, YTO B KOHEYHOM UTOT'E€ TIOCITY)KHUT TOJTYKOM K YETBEPTOU
MIPOMBIIIIICHHOM peBOJoNNH, Tak Ha3bpiBaeMon Industry 4.0. [1o omeHkaMm sKcrepToB, B Oyayliem
yCIICUIHbIE KOMITAHMHM CMOTYT 3HAYUTEIBHO YBEIHYUTH CBOM JOXOABI 32 CUET HCIIOIb30BaHUS
WuTepHera, co3mgaBas HOBbIE OW3HEC-MOEIH, MOBBIMIAS MPOU3BOAUTEILHOCTh TPYyHda M CHIDKas
ce0eCTOMMOCTh TOBApOB, HCIIONB3YSl AHAIWTUKY JUISI MHHOBALMKA M TpaHcHOpMUpPYS TPYIOBEHIE

PECYPCHI.

Lugposvie cucmemvr ynpasnenus. K xomnerenuuu loT oTHOcUTCS aBTOMaTU3MpPOBAHHOE
ylpaBJieHUEe NpoleccaMd, HHCTPYMEHTaMH oreparopa M HH(GOPMAIMOHHBIMU CHUCTEMaMHU
o0cy>)KuBaHUs 17151 o0ecrieyeHns 0€30MacHOCTH B Pa3HbIX OTPACIISIX MPOMBIIIJICHHOCTH, HAalIpUMeEp
sHepreTuke, W HenpousBojacTBeHHOU chepe (OKKX, tpancmopr u T.m.). Texuonoruu IoT
pacIpOCTPaHSAIOTCS TAKXKE Ha YIPABICHHE AaKTHBAMU M HCIIOJIB3YIOTCA U IJIAHUPOBAHUS
00CITy’KMBaHMs, CTATUCTUYECKOW OLEHKH M HM3MEPEHUN C LEeIbl0 00ecredeHHs] MaKCUMalbHON
HAJeKHOCTH aKTUBOB. l3MepeHuHs, aBTOMaTU3MpPOBAHHBIE CUCTEMBI YIPABJICHHS, ONTHUMH3ALNS
YCTaHOBOK, yMpaBieHHE 0€30MacHOCTBIO M OXPAaHOM Tpyna MU Apyrue (yHKIMH 00ecreduBaroTCs
OOJTBIIINM KOJIMIECTBOM CETEBBIX TaT4HKOB [29].

Ynpaenenue snepeconompebdbnenuem. Ilepen sHEPreTHIECKUM KOMILIIEKCOM BCETO MHPaA CTOUT
OCHOBHasa 3aJa4a — pa3pa60TaTL MNPUHIUIIHMAJIBHO HOBBIC MOAXOJAbBI K MOACPHHU3ALUA
W MHHOBAIMOHHOMY pPAa3BUTUIO OTpPaACiiu, 4TOOBI TTOBBICUTD HaJCXKHOCTh U Kady€CTBO CHa6)K€HI/I$I,
CO3/1aTh AKTUBHOE B3aUMOJICHCTBUE MEXAY NPOU3ZBOAUTENSIMU M MOTPEOUTENSIMU DSHEPIUH,
paciiipuTh BO3MOXKHOCTH IO YIpPaBJIEHHUIO MOTpebiieHHeM. OTa 3aJaya Halula OTpa)KeHHe
B KOHIeNIUN  «/HTEIUIeKTyanbHBIX ceTel  anekTpocHaOxkeHus» (Smart Grid), BakHOM
COCTABJISIFOLIEH KOTOPOH SIBIISIETCA UHTEIVIEKTYaIbHBIA YUET SHEPTOPECYPCOB.

Smart Grid — 3T0 MOAEPHH3UPOBAHHBIC CETH AICKTPOCHAOXKECHHUS, KOTOPHIC HCIIOJIB3YIOT
nH(OPMAIIMOHHBIE W KOMMYHUKAIIMOHHBIE CETH W TEXHOJOTHH Juis cOopa uHbopManuu o006
SHEPTOIMPOM3BOACTBE M dHepromorpedseHnu. |0T-TeXxHOMOTMM B DJHEPTeTUKE TO3BOJISIIOT
aBTOMATUYECKHM TOBBIIIATh A(PPEKTUBHOCTb, HSKOHOMHMUYECKYIO BBITOAY, ONTHUMH3UPOBATH
MPOM3BOJCTBO W pacmpenesieHne  dJIEKTPOIHEPTrWH,  BECTH  JAWCTAHIIMOHHBIA  Y4eT
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SHEPronoTPEOICHHS, OTCIEKHUBATH TEXHUIECKOE COCTOSTHUE 000PYAOBaHMUS, YTOOBI CBOEBPEMEHHO
NPOBOANTH TeXOOCITy)KMBaHUE U TIPEAYIIPEKIATh aBapuitHbie cutyarun [31].

Oxupaercs, uro ycrpoiictBa loT OynyT HHTErpupoBaHbI BO BC€ BHUABI OBITOBBIX
SHEPronoTPEOIIAIONNX YCTPOMCTB (MEPEKITI0YATENIN, PO3ETKH TMHTAHUS, JAMIIbl, TEJIEBU30PHI,
YalHUKW U T.JA.). OTH YCTPOWCTBA MPEAOCTABIAIOT MOJIB30BATEISIM BO3MOKHOCTD YIPABIATH UMHU
JIMCTAaHIMOHHO WM LEHTPAJIM30BAaHHO C MOMOIIBbI0 00NagHoOro mHTepdeiica u BKIIOYAIOT TaKUe
pacmpeHHble (YHKIUHM, KaK IUIAHUPOBaHHWE (HANpHMep, IUCTAHIMOHHOE BKIIIOYEHHE WIIH
BBIKJIIOYEHHE CHCTEM OTOIUICHUS, YIPaBJICHHWE JYyXOBBHIMU MIKadaMu, H3MEHEHHE OCBEIICHHS
ut.1.) [29].

Meouyuna u 30pasooxpanenue. Yctpoicta loT mmpoko npumensitorcs B menuiuae. OxHO
W3 HampaBlICHUH TNPUMEHEHHS — JUCTAHIIMOHHBIA MOHHUTOPHHT 370POBbSI MAlMEHTOB, WIIH
tenemenuuuHa. C nomompto 10T-TexHOIOrNH MEIUIMHCKUAN TEPCOHAT MOYKET BECTU YAAJICHHBIN
MOHHUTOPHHI CHUCTEM aBapUITHOTO OIOBEIICHUS O COCTOSHUU ManueHToB. K HHUM oOTHOCSATCA
CHEIHATM3UPOBAHHbBIC JTATUUKH B JKUJIBIX MMOMEIIECHUSAX Il HAOMIOACHUS 32 COCTOSIHUEM 3]I0POBBS
1 OJIaronoyy4ueM MoXXUIbIX JIOJEH, a Takke /Ui 0OecTieueHUsT HaAlIeXKallero JeueHus U OKa3aHus
MOMOIIN JIOJIIM B BOCCTAHOBJICHHHM YTPadyeHHOW MOOWJIBHOCTH C IOMOIIBI0 TEpamuu. ITU
YCTPOWCTBA MOHUTOPUHTAa  PabOTOCIOCOOHOCTH  MOTYT  BapbHUPOBAaThCS OT MOHHTOPOB
apTEepHAILHOTO JABJICHUS M YacCTOTHI CEPICYHBIX COKPAIICHHH 0 COBPEMEHHBIX YCTPOKWCTB,
CTIIOCOOHBIX KOHTPOJIUPOBATH CICIUAIN3UPOBAHHBIC UMIUTAHTATHI (amexTpoHHBIE
Kapauoctumyssatopsl Fitbit, ycoBepiieHCTBOBaHHbBIE CITYyXOBbIC ammaparsl U T.1.) [29].

Eme oaHO HampaBieHHWE — KOHTPOJb 3a MEIUIIMHCKUM OOOpyIOBaHUEM. AmmapaTsl
XKHU3HeoOecreyeHns, Kak JoOble 3JIeKTpOonpuOOpbl, MOTYT OBITH 00ECTOYEHBI M3-3a IepebdoeB
ANEKTPOTUTAHUS WM BBIATH W3 CTPOS, YTO BIIEYET 32 COOOW CYIIECTBEHHYIO yIpO3y 3JI0POBBIO
U e xu3Hu mapenTa. Cucrema e-Alert, pazpadorannas Philips mis npenotepariens mogo0HbIX
PHUCKOB, IPOTHO3HPYET BO3MOXHBIC ITOJIOMKH ¥ OIOBEIIACT MEIUITMHCKUH TIEPCOHANT O BO3ZMOXKHBIX
HeucnpaBHOCTIX. Kpome Toro, l0T-TeXHONOTMH WCTHOIB3YIOTCS JUISi MOHHTOPHHTA IEPCOHANA,
MaryueHToB, HHBEHTApPs, CBOOOIHBIX Koek B bombHulle [30, 32].

HekoTtopsie OONBHUIBI YK€ Haualdd HCIOJNb30BaTh YMHBIE KPOBAaTH, KOTOpPBIE MOTYT
OTIpEIETISATH HATMYKe OOJIBLHOTO U €T0 MOJIOKEHUE B MpocTpaHcTBe. OHU CaMOPETYIUPYIOTCS, YTOOBI
o0ecreunTh MarueHTy KOM(GOPTHYIO )KECTKOCTh MaTpaca, KOHTPOJIb 32 TeMIIepaTypoi U APYyTUMU
KU3HEHHBIMU TIOKa3aTelsiMU U HeoOXoauMblidi yxoa Oe3 BmemiarenbcTBa mencectep. C loT-
TEXHOJIOTUSIMU PabOTalOT W JPYrue MOTPEOUTEThCKUE YCTPOMCTBA I CTUMYJIMPOBAHHS WX
BIIQJICTIBIIEB K BEACHHUIO 3J0OPOBOTO 0O0pa3a JKW3HH, HANPUMEP YMHBIC BECHl WM MOHHUTOPBI
CEpJICYHOTO pUTMA. Y JaJICHHBI MOHHUTOPHHT 3JI0POBbSI C IIOMOIILI0 CUCTeMBI 10T ipuMeHsieTes st
aHTCHATAJbHBIX M XPOHUYECKUX MAIMEHTOB M MOMOTAeT KOHTPOJIWPOBATH KU3HEHHBIC (DYHKIUU
Y IOTPEOHOCTH.

Cmpoumenvuas u bvimosas asmomamuszayus. YcTpoictsa loT MoryT ucnons3oBaTbest s
MOHUTOPHUHTA ¥ KOHTPOJISI MEXaHUYECKHX, JICKTPHYECKUX H JIEKTPOHHBIX CUCTEM, HCIIOIb3yEeMbBIX
B Pa3JUYHBIX TUMAX 3[aHUI (HAPUMEp, TOCYIAPCTBEHHBIX M YaCTHBIX, IPOMBIIUICHHBIX, YI€OHBIX
3aBeICHMSIX WM OKWIBIX ToMemeHusx) [29], B cucTeMax [oMaliHed aBTOMATH3aI[HH
Y aBTOMAaTH3allik 3[aHui. B 3TOM KOHTEKCTE B JIMTEpaType paccMaTpHBAIOTCS TPU OCHOBHBIX
Hanpasnenus [33]:
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o MHTETpalKs UHTEPHETA C CUCTEMaMU JHEPrOMEHEDKMEHTA 3JaHUM JUIS CO3JaHMs

sHeprodh(PEeKTUBHBIX YMHBIX 3[aHUH, yIIpaBisieMblx ocpeactsom |OT;

o UCTIOJIb30BaHUE BO3MOXHBIX CPEJICTB MOHUTOPHHIA B PEKUME PEATbHOTO BPEMEHHU
11l CHUKEHMsI TOTPeOsIeHNsl SHEPTUU U MOHUTOPHHTA IOBEACHUS JII0JIeH;

o MHTETPaUsl MHTEJUICKTYaJIbHBIX YCTPOWCTB BO BCTPOCHHYIO CpEAy M IMPOTHO3 HX
MCTOJIb30BaHUS B OyIyIUX IPUITOKECHUSAX.

[oT MoxeT TOMOYb B MHTETPALMU CPEACTB CBS3M, YIpPaBIeHHUS U 00paboTKKU MHPOpMALUN
B Pa3JIMYHBIX TpaHCHOPTHBIX cuctemax. [Ipumenenue loT pacnpocTpansiercs Ha BCe KOMIIOHEHTHI
MHTEJUIEKTYaJbHOM  TPAaHCHOPTHOM  cucTeMbl  (TPAaHCIOPTHOE  CPEJICTBO,  TPAaHCIOPTHas
MHQPACTPYKTYpa, BOAUTENb WM MOJb30BaTelNb). JIMHaMU4ecKoe B3aMMOACHCTBUE MEXIY ITHUMHU
KOMIIOHEHTaMHU TPAaHCIIOPTHOM CUCTEMbI 00EeCIIeYMBAET UHTEIUIEKTYaIbHOE YIIPABIECHHE TPAPUKOM,
MHTEJUICKTYaJbHYI0 MapKOBKY, aBTOMOOWJIBHYIO CBS3b, JIOTUCTHKY M YIPaBJICHHE aBTOIMAPKOM,
yIpaBJIeHUE TPAHCIOPTHBIM CPEICTBOM, OE30MIACHOCTh U MOMOIIb Ha A0pOre, (QyHKIIMOHUPOBAHHE
AIIEKTPOHHBIX CUCTEM B3MMaHHMs JTIOPOIKHBIX cOOpoB [29].

B 11e110M MOXXHO BBIZICTHTH CeMb 00acTeit mpumMeHeHust texHonoruu 10T (pucyHok 1.2).

0000600

YenoBek Jlom Odnc Ipeqmpuarime  IIpoH3BOACTBEHHBIE Topox Bremnnit
00BeKT mapaMeTp

Pucynok 1.2 — OGnactu npumenenus texuosnoruit loT

Huxe MMPUBCACHO KPATKOC OIIMCaHUC KaXaoun obacTu.

Yenosex

Texnonorun [oT MpUMEHSIOTCS B JBYX HANpPaBICHUSX, OTHOCSIIMXCS HEIOCPEICTBEHHO
K JKU3HEIEATSIILHOCTH YenoBeka. [lepBoe — 310 310poBbe 1 hutHec. Bropoe — mpon3BoAUTEILHOCTD
tpyna. [Ipu ucnonp3zoBanuu TexHonoruit [oT mpou3BoAUTENBHOCTE TPYy/ia MOBBIIIACTCS.

IoT oOnamaer OOJIBIIMM MOTEHIMAIOM [ OOECHEUYEeHUsS I[MO3UTHUBHBIX HW3MEHEHUI
B COCTOSTHUU 3JI0pOBbs uesnoBeka. [Ipu ucnonp30BaHny MOAKIIOUEHHBIX YCTPOUCTB JIJISl TOCTOSTHHOTO
HaOJTIO/ICHUS 32 MAIlMEHTaMH, OCOOCHHO C XPOHUYECKMMH 3a0o0ieBaHusIMH (IMa0eT U Jp.), MOXKHO
JOOUTBCS  COONIOJCHUS TAIMEHTOM MPEANHMCAHHON Tepanuu, wu30ekaTh TOCIMUTAIN3AINH
(¥ OCIIO)KHEHHMI TIOCTe TOCTHMTANU3AlMU) U YAYUYIINTh KaueCTBO XU3HU JJSl COTE€H MIIIMOHOB
MaIlUCHTOB.

Jlis  TOBBIIEHUS TMPOU3BOAUTENBHOCTH Tpylda JIOJEH TPHUMEHSIOTCS YCTPOMCTBa
JIOTIOJTHEHHOM peallbHOCTH, TaKue KaK yMHBIC 3allUTHBIE OYKHU, HA KOTOPHIX MOXXHO OTOOpaxarh
JaHHBIC JJISl YIPaBJICHUS MPOU3BOJCTBEHHBIMHU MOKA3aTEIsIMH PAOOTHUKOB (adbpuku. 3amuTHBIC
OYKH MOTYT TIPEIOCTABJIATh HWH(MOPMANNIO, HANPUMEpP HMHCTPYKIIMH 110  BBITIOJHEHUIO
MIPOU3BOJICTBEHHBIX 3aJaHUN, KOTOPBIC BCIUIBIBAIOT B IIOJIE 3pEHUS pPabdO0Yero, IMO3BOJSAS €My
paboTaTh 0e3 oOpalieHHs K KOMIbIOTEPY.
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Ucnonb3ys 10T, koMmanum MOTYT NEpenpoeKTHPOBAaTh pabovre MecTa W MPOLECCHl IS
NOBBIIEHUS Y(P(PEKTUBHOCTH U pe3ynbTaTUBHOCTH. TexHonoruu loT Moryr moMous coTpyaHHKaM,
paboTaroM Ha MecTax, OCTaBaThCs Ha CBA3H U paboTaTh Oojee 3 (HEeKTUBHO.

Iom

KoHnenmus «yMHOTo A0May BKJIIIOYAET KOMIUIEKC TEXHOJIOTHH, MO3BOJISIOMIUX SKOHOMHUTH
BpeMs U CHJIBI, 3aTpavurBacMbIe Ha JJOMAIITHIOK padoTYy, C MOMOIIbIO HHTETPAIIUHA CUCTEM JIOMAITHUX
YCTPOWCTB, KOTOpbIE JEHCTBYIOT M PEIIAIOT OIpEACNCHHbIE 3aJauyd  0e3 4YeIO0BEUeCKOro
BMemarenabcTBa. Cpend TakuxX 3a7ad — aBTOMAaTHYECKOE BKIIFOUCHUE/BBHIKIIIOUCHHE CBETA,
perynupoBanue pabOThl OTOMHUTEIBLHOW CHUCTEMBI, KOHIUIIMOHEPAa, aBTOMATHUECKOE YBEIOMIICHHE
0 BTOP>KEHUU B JIOM, obecrieueHrne 6€30MmacHoi paboThI Ta30BOr0 M CAHTEXHUYIECKOTO 000pyI0BaHUS
C TIOMOIIBI0 YCTAHOBKH JTaTYMKOB HA CMECUTEIISAX M ra30BbIX KOH(POPKAX, KOTOPHIE B CIIydae yTeUKH
M3BEHIAIOT BJIAJIEbIA KBAPTUPHI U MPUHYAUTEIBHO MEPEKPHIBAIOT BOJY U ra3. B cBs3u ¢ stum
MOSIBJISIETCS IIMPOKUIM CHEKTp YCTPOMCTB U mpmiiokenuid [oT g gomariHero MCnoiib30BaHUs:
YMHBIE TEPMOCTAThl, HHTEIJICKTyaJbHbIe MPUOOPHI, MBUIECOCH C CAMOCTOSTENILHBIM YIIPaBICHUEM
u ap. B pe3ynbrate paboThl ITHUX CHCTEM U YCTPOMCTB 05KHUIAETCSI SKOHOMHUSI HE TOJIBKO BPEMEHH, HO
U PECYpCOB, HAIPUMED ANEKTPOIHEPTHHU, a TaKXKe oOecredeHrne 0€30MacHOCTH.

Oguc

B nannom acmiekte opuc paccMaTpuBaeTcs Kak (U3MYecKas cpeia, B KOTOPOH OCHOBHOMU
JESTEeIbHOCTBIO SBISAETCS paboTa co 3HaHUsAMHU. TexHomnoruu |0T mpuMeHSIOTCS U yIpaBICHUS
Y aBTOMaTHU3alUU COBPEMEHHOro opuca. OCHOBHBIE HAIIPABICHUS MX UCIOJIb30BAHUSA: UHTEIpaLlUs
C cHUcTeMaMHM YIpaBJeHUs 3/1aHueM, 3(peKkTrBHOE ynpaBieHUe SHEPronoTpetieHueM, yIpaBieHue
ayauo-Busie0 00OpylOBaHMEM, IpeAcKa3aHue cOOeB M OTKa30B aBTOMATUKH, oOOecreyeHue
0e30nmacHOCTH U KOMGOPTHBIX YCIOBHH Ui COTPYAHMKOB U mocerutenei. C ydeToM BHELIHHX
U BHYTPEHHUX YCIIOBUH B aBTOMAaTHU3MPOBAHHOM DEKMME 3aJaeTCsl U OTCIEKHMBACTCA IOPSIIOK
paboThl BCEX MHKXEHEPHBIX CUCTEM U 3JieKTponpubopoB. HMcmonb3ys nudpoBbie Kamepsl
BUJICOHAONIOICHNUST C PACHIMPEHHBIMH BO3MOKHOCTSIMH OOpaOOTKM H300pa)KeHHH, OnepaTopbl
OQUCHBIX 30aHUM MOryT HACHTU(PUIHUPOBATH COTPYJHUKOB WM TOCTE€H, MOHHUTOPUTH HX
NepEeMELIEHUS U TIOBEJCHHE.

Ilpeonpusmue

Ora oOmacte nmpumMeHeHus lOT sBiseTcss camMoil mepcHneKTHUBHOM M HauOojiee BBITOJHOM.
Ha npennpusarusx neHHocts cucteMsl 10T OyaeT moBbILIATHCS — B OCHOBHOM 3a CUET MOBBILICHUS
IIPOM3BOJIUTENILHOCTH TPY/A, a TAKXKE 32 CUET SKOHOMUU SHEPTUU, COKPALLEHUS 3aTPAT U CHIKEHUS
cebectroumocTd mpoaykuuu. 10T ympocTut 3amaum ymydmieHus: oOCIyXUBaHUS O0OpPYHOBaHUSA,
ONTHMHU3AIMM YIOPABIEHUS aKTUBAMM, COXpPAHEHHsS 3J0pOBbS U obecriedeHus Oe30MacHOCTU
PabOTHHKOB.

IIpouszsoocmeennulil 00vekm

Benymue pecypcomoObiBatolye U pecypconepepadarbiBaroyie KOMIaHUN ObUTH TIEPBBIMH,
kT0 BHeApun TexHonoruto [oT. CeronHsa Ha TunoBoi miuatdopme A OypeHus HEPTIHBIX CKBAKUH
MokeT ucmoiib3oBathes 10 30 000 naTYMKOB, KOTOpBIE CIEASIT 3a PabOTOW JECATKOB CHCTEM.
B ropronoOpiBaronieil MpOMBINIUICHHOCTH OECHWIOTHBIE CaMOXOJIHBIE MAIIMHBI, B TOM YHCJIE
KapbepHbIE U PYJTHUYHBIEC, TOMOTAIOT ONTHMHU3UPOBATH OMEPAIUU M COKPATUTh pacxoabl. [lomumo
9TOTO, YJYYIAETCs TEXHUYECKoe OOCIyXuBaHue oOopynoBanus. lcmonb3ys matdyuku mJis
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MOHHUTOPHUHTa PabOTOCTIOCOOHOCTH HWCIOIB3yeMOTro OOOpYIOBaHMS, KOMIAHUHW MOTYT TEPEUTH
K MOJICJIM MPOTHO3HOTO TEXHMYECKOTO OOCTYy)XKMBAaHUS, OCHOBAaHHOM Ha IPOTHOCTHYECKOU
aHAJMTHUKE, OTKA3aBIIUCh OT CTPATETMM IUIAHOBOTO PETYISPHOTO TEXHUYECKOTO OOCITY)KMBAaHUS
Y CHU3MB HEOOXOJMMOCTH B CpPOYHOM pPEMOHTE OOOpYIOBAaHUS BCIEACTBUE €ro IMOJOMKH.
C nomomrpto  10T-TexHONOTHI KOMIIAHUM TaKke MOTYT OOECHEeYUTh COXpPAaHEHHUE 370POBbS
1 6€301acHOCTb JIIOJIEH.

Topoo

['opoga crtaim MecToM BHEIpEeHHs] OOJBIIOrO KOJMYECTBA HMHHOBALMNH U TPOBEICHHS
JKCIepUMEHTOB ¢ TexHosorusiMu loT Gmarogaps Tak Ha3bIBa€MbIM MHUILIMATUBAM YMHOIO Topoja.
[TockonbKy ropoia SIBJISIFOTCS IBUTATENSIMU TII00aIbHOTO SKOHOMHYECKOTO POCTa, OKUIACTCS, YTO
600 kpymHemux ropooB mupa obdecnedar 65 % pocra mupooro BBII x 2025 roay, u BiusHuE
texHosoruii [oT B 3ToM mporiecce MOKET OBITh 3HAYUTEILHBIM. MOKHO BBIICTUTH YETHIPE OCHOBHBIX
3JIEMEHTa rOpoACKON HHPPACTPYKTYPHI, KOTOpbIM npuMeHeHue 10T Harbosee BBIrOIHO: TPAHCTIOPT,
oOmiecTBeHHass 0€30MacHOCTh M 3APAaBOOXPAHEHHUE, YIPaBICHHE pecypcaMd U MPe0CTaBICHUE
yenyr. [Jlns TpaHcmopra co3pmaroTcs KpymnHeimue mpuioxeHus 10T, BkiIOYaromue CHCTEMBI
yIpaBJICHUS TPAHCHOPTHBIMU MMOTOKAMH U aBTOHOMHBIMH TPAaHCHOPTHBIMU  CpEICTBAMU
(6ecrimorHbie aBTroMoOmiM). Mcmonb3oBanue 10T B 3T0# chepe mmeeT OOJIBIIONH MOTEHIHA.
Hanpumep, MOXHO KOPPEKTHpPOBATh PACIHMCAHUS IOE3I0K Ha OCHOBE (AKTUYECKUX JTaHHBIX
OTCJIC)KUBAHHS CHCTEM OOIIECTBEHHOTO TpaHcmopra (aBToOycoB u moe3noB). Ceromus mo 70 %
BPEMCHH, 3aTpayMBacMOro Ha JIOpPOry, 3TO OydepHOe BpeMs — BpeMs MEXKAy HTPHOBITHEM
TPAHCIIOPTHOTO CPEJICTBA Ha OCTAHOBKY WJIM CTaHIMIO U 0TObITHEM. COKpallleHne 3TOro HHTepBaja
B FOPOIax 10 BCEMY MUPY MOXKET 00€CIeYTh CYIIECTBEHHYIO Y KOHOMHUIO BpeMeHH. CleIyIoIIHIM 10
3HauuMoctu Oynetr BnusHue loT Ha oOmiecTBeHHOE 3paBOOXpaHEHHME — B OCHOBHOM 3a CYET
yIIy4IIEHHUs] Ka4eCTBa BO3/1yXa U BOJIbI.

Buewnuii napamemp

Buemanit mapamerp ¢uxcupyer wucnois3oBaHue TexHonoruii loT BHe ocTambHBIX
rapamMeTpoB, TO €CTh Ha 00BEKTaX, KOTOpBIE MepeMeIalTcs Mexay ropoaamu. Hampumep, »tu
TEXHOJIOTHU TPUMEHSIOTCS JJIsl YAy4IIEeHUs MapuIpyTU3aluyd KopaOjel, caMOJIeTOB W JIPYTUX
MEXIYyTOpPOJHUX TPAHCHOPTHBIX CPEACTB MOCPEICTBOM YCOBEPIIEHCTBOBAHUS HaBUTamuu. Kpome
TOro, cucteMbl 10T crtocoOCTBYET OTCIEKUBAHUIO KOHTEHHEPOB U TIOCHUIOK B MYTH.
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1.4. MapycTrpuaiabublii UHTEepHeT Bemeit

Vka3 [Ipesunenta PO «O Crpareruu pa3sutus nuHGopMamroHHoro obdmecTBa B Poccuiickoit
@enepaunn Ha 2017-2030 roxp», npeaycMaTpuBarOlUMi IUIaHOMEpHYK uHTerpanuio loT
B POCCUMCKYIO AEMCTBUTEIBHOCTh — KaK B IPOMBILLUIEHHOCTb, TaK U B SHEPreTUKY, onpenenseT 10T
KaK «KOHYenyuro nOCMpoeHusi UH@POPpMayuoHHbIX U KOMMYHUKAYUOHHBIX UHpACMPYKMYD HA OCHOGe
NOOKNIOYEHUSL K UHDOPMAYUOHHO-MENEKOMMYHUKAYUOHHOU cemu “‘Unmepuem” ... npomviuuieHHbIX
ycmpoticmg,  000py008anus, OAMyUKos8, CEHCOPO8, CUCMeEM YAPAGIeHUs MeXHOI02UYeCKUMU
npoyeccamiu, a makaice Unmecpayu OGHHbIX NPOSPAMMHO-ANNAPAMHBIX CPEOCME MedHcoy coboll He3
yuacmus uenosexa» [34].

10T BrIIIOUaeT B3aMMOCBS3aHHbIE JATYUKH, TPHOOPHI U IPYTHE YCTPOICTBA, 00bEIMHEHHBIC
B CETh C KOMITBIOTEPAMU C IIOMOIIBIO MPOMBIIIICHHBIX MPUI0KeHUH. Takoe cCoeIMHEHHE TTO3BOJISIET
coOuparh W aHAIM3UPOBATH JAHHBIC, OOMEHHBATHCS WMH, YTO TOTEHIIMAIBHO CIIOCOOCTBYET
MOBBIMICHUIO TIPOU3BOAUTEILHOCTH TPyAa U 3P(HEKTUBHOCTH MPOM3BOACTBA, a TAKKE JACT IPYTHE
skoHoMHu4eckue npeumyiinectsa [35]. 10T — 310 3BOFONKSA pacpeIeICHHOW CUCTEMBI YITPaBICHHS
(DCS), koTopasi mo3BOJSET MOBBICUTH CTENIEHb ABTOMATHU3AIMH 332 CUET MCIOJIb30BAaHUS OOJIAYHBIX
BBIYHCIICHHUM [Tl YTOUHEHUS M ONTUMH3AIUHU YIIPABICHUS [TPOLIECCOM.

IloT ucnonwp3yer TexHOIOTHU KHOEPOE30MACHOCTH, OOJAYHBIC BBIUMCICHHS, TPAHHYHBIC
BBIYHCIICHHS, MOOMJIbHBIC TEXHOJIOTHH, MEXMAIIMHHOE B3aumoJeiicteue, 3D-medyars, mepeaoByro
pOOOTOTEXHHKY, aHAU3 OONbIIMX OO0OBEMOB HaHHBIX, MHTepHeT Bemiei, TexHonoruio RFID
Y KOTHUTUBHBIC BerauciieHus [36—38]. I1saTh Hanboiee BaXKHBIX U3 HUX ONMUCAHBI HUXKE:

1. Kubepgpusuueckue cucmemor (anen. Cyber-physical systems) — sro uHbopmannoHHO-
TEXHOJIOTUYECKasi KOHIEMNIMS, [OApa3yMeBarollasi HHTErpalri0 BBIUMCIUTEIBHBIX PECYpPCOB
B (huzmueckue mporecchl. Takue CUCTEMBI COCTOST U3 CBSI3aHHBIX (PU3UYECKUX U BHIYMCIUTEIBHBIX
KOMITOHEHTOB U ()YHKITMOHUPYIOT Ha CTBIKE PeaIbHOT0 U BUPTYaTbHOTO MUPOB, 00ECIIEUHBAIOT UX
B3auMoJieiicTBe W J(PPEKTUBHOE YIpaBIEHHUE CAaMBbIMU pPa3HBIMH TEXHOJOTHUSMHU — YMHBIMH
ropoJilaMHi, aBTOMAaTHU3WPOBAHHBIMU CHCTEMaMH YIIPABJICHUS IPOU3BOJICTBOM, JHEPreTHKOH, Big
Data, IoT, IIoT, uckyccTBeHHBIM HHTEIICKTOM | apyrumi [ 35, 39].

2. Obnaunvie 6vlyuUCIeHUs TIO3BOISIOT mpenoctaBiate WT-ycmyru, pecypcbl mpu 3ToM
3arpykaroTcs U U3BJICKaoTCs u3 MHTepHeTa 0e3 mpsAMOoro MOJAKIFOUEHUS K cepBepy. Daifiibl MOryT
XPaHUTHCS B O0JIAYHBIX CHCTEMaX XpaHEHHUs, a He Ha JIOKAIbHBIX yCTporicTBax xpanenus [40].

3. Kpaesvie 6viyucienus — 5TO TMapaaurMa paclpeieNieHHbIX BBIUHUCICHHUM, KOTOpas
npuOJIKaeT KOMITBIOTEPHOE XPaHUIIMIIE JAHHBIX K MECTY, IJie OHH HeoOxoanmbl [41]. B oTnuune
0T 00NaYHBIX BBIYHCICHUH, KpaeBble (aHri. edge computing), WK TpaHUYHBIE, TepudepuitHbIe,
BBIYHCIICHHS] OTHOCATCS K JISHIEHTpaIN30BaHHONW 00paboTke JaHHBIX Ha rpanuie cetu [42]. B 10T
Oouspllie BOCTpeOOBaHA APXUTEKTypa «TPAHMIA TUTIOC OOAaKO», YeM apXUTEKTypa, OCHOBaHHAs
WCKITIOYUTEIIEHO HA IEHTPATM30BAHHOM OO0JIake, IS YBEIIWMYCHHUS TPOM3BOAMTEIHLHOCTH TPY/A,
KOJINYECTBA MPOTYKTOB M YCIYT B MHAYCTPHAIBHOM MUPE U YIIy4IICHHUS UX KadecTBa [36].

4. Ananumuka OOALWUX OAHHBIX — ITO TIPOIECC M3Y4YEHHUs OOJBIINX M Pa3HOOOPA3HBIX
HAOOPOB IaHHBIX WK OOJNBIIUX 00BEMOB JaHHBIX [43].

5. Uckyccmeennwiil unmennexkm u mawunnoe oobyuenue. VickycctBeHHbsiit untemuiext (M) —
3TO 001acTh KOMIBIOTEPHBIX HAyK, B KOTOPOH CO3JAIOTCS WMHTEIUICKTYAIbHBIE MAIIUHBI,
paboTaroliie U pearupyromiue noao0oHo moasaM [44]. MammaHOe 00ydeHHe SBJISICTCS OCHOBHOM
yacThio MW, oHO MO3BOJISIET MPpOrpaMMHOMY 00€CTICUEHHIO CTAaTh 00JI€€ TOUHBIM B POTHO3UPOBAHUH
pe3ynbTaToB 0e3 IBHOTO mporpaMmmupoBanus [45].
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Apxumexmypa 110T

Cuctembl I[loT yacTo BOCHPUHUMAIOTCS Kak MHOTOYPOBHEBash MOAYJbHAs apXUTEKTypa
1 poBeIX TexHONIOTHI [46]. YpoBeHb ycTpoiicTBa onpenensercs puzndeckum KomnoHenTom: CPS,
JaTYUKOM WM MamuHOH. CeTeBoil ypoBeHb BKIIOYAET (PU3MYECKHE CETEBbIE HIMHBI, 0OJadyHBbIC
BBIUUCIICHHUS U TPOTOKOJBI CBS3H, arperupyonue U TPAaHCIIOPTUPYIOIIKE JaHHBIE HA CEPBUCHBIN
ypoBeHb. CepBHUCHBI YPOBEHb COCTOMT W3 HPUIIOKEHUH, KOTOPbIe MaHUMYIUPYIOT JTaHHBIMU
1 00BEIUHSIOT UX B HHPOPMAIIHIO, 0TOOpaXkaeMyro Ha IpUOOPHOI maHenu apaiiBepa [47, 48].

[Tnardopmsl IoT momoraroT nmoasep:kuBaTh B3auUMOJICHCTBUE MEXKIY BELIaMH M CO3/1aBaTh
0ojee CIIOKHBIE CTPYKTYpbI, Takue KaK pachlpeielieHHble BBIYUCICHHUS M paclpeaeicHHbIe
NpUIoXKeHus. Pa3BuTre NUQPPOBBIX TEXHOJIOTHIA B ’TOM HAIIPABJICHUN MOXET IPUBECTH K CO3AAHUIO
cpel pa3paboTKu MPOrpaMMHOTO 00ecrieueHus, MpeAHa3HaYeHHOTOo crieranbHo 1t [oT. Kommanun
pa3padaTbIBalOT TEXHOJIOTUYECKHE TUIAT(OPMBI, YTOOBI 00ECIEUYNTh ATOT TUI (HYHKIHOHATHLHOCTH

s [oT. PaspabarbiBatroTcst HOBBIE TIaT(HOPMBI, O0Jiee HIMPOKO HCIONB3YIOIINE MCKYCCTBEHHBIN
MHTEJUIEKT.

Obnacmu npumenenus lloT

IloT ycmemHo mpuMeHsieTcs Kak B couuanbHOU cdepe (TpaHCHOPT, 3paBOOXpaHEHHE,
KKX), Tak u B pa3HbIX oTpacisax npomsinuieHHocTH. C nomoueto 10T co3natorcs HOBbIe OU3HEC-
MO/IEJIH, TIOBBIIIACTCS IPOU3BOIUTEIBLHOCTD TPY/a, IipeobpazyeTcs paboyas cuia [35].

Ha pucynke 1.3 mpezcraBiieHbI camMble TIEPCIICKTUBHBIC HaripaBieHus npumenenus 10T [38].

TPAHCIOPT
ynpasnexve
N 06CNyxuBaHue

NnPOU3BOACTBO
onTMMU3aLMA
NPON3BOACTBEHHBIX
npoueccos

DUHAHCbI
CrpaxoBasi
Tenemaruka
W MOHUTOPUHI
MHKaccaumu

3[APABOOXPAHEHUE
yAaneHHas AMarHocTuka
W npogunakTuka

MPOMbILU/IEHHBIA
WUHTEPHET

AOBbIYA MONE3HbIX
WUCKOMAEMbIX
YAaneHHbIA MOHUTOPUH,
SHEPFETUKA ONTUMM3aUMA Npouecca

S dekTnBHoe 1 6e30MnacHoCTb
pacnpegenexve
3Heprum

CTPOUTE/NIbCTBO
aBTOMaTU3auma
1 6e30nacHoCTb

Pucynoxk 1.3 — IIpumenenue 10T

Xots mns [1oT HEeoOxoaumMo TOAKIIOYEHHE K CETH W COOp JaHHBIX, MPOW3BOJICTBECHHBIC
JAaHHBIC SBJSIOTCS HE KOHEYHOM IIENIBbI0, a CKOPEe CPEACTBOM Jisi 0€30MacHOT0 M PallMOHATBLHOTO
yopaBieHus: npeanpustueM. M3 BceX TEXHOJOTHH HHTEIUIEKTYalbHOE OOCITYXKUBAHUE SIBIISICTCS
HamOoJee MPOCTHIM MPUIIOKEHUEM, TOCKOIBKY OHO MPUMEHHMO K CYIIECTBYIOIIUM aKTHBAM
U CUCTeMaM yIpaBjieHus. VHTenneKTyaabHble CHCTEMBI OOCITY>KUBaHHUS MOTYT COKpPaTUTh
HENPEIBUAECHHBIE IPOCTOU U MTOBBICUTH POU3BOAUTEILHOCTD TPY/IA.

AHanuTHka 607bIIHUX 00EMOB IaHHBIX B IPOMBIIIUICHHOCTH UTPAET )KU3HEHHO BAKHYIO POJIb
B MIPOTHO3MPOBAHUHU M OOCTY)KUBAaHUU TMPOU3BOACTBEHHBIX AKTHBOB, XOTS 3TO HE €IUHCTBEHHAs

)
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BO3MOYKHOCTh HCITOJIb30BaHMS JaHHBIX B MpoMbInuieHHOCTH [35, 49]. Kubephusnueckre cucTeMsl
SIBJISIFOTCSI OCHOBHOM TEXHOJIOTHEH pa6OTLI C MNPOMBIIIIICHHBIMHU GOHLH_II/IMI/I JaHHBIMH, CBs3bIBadA
YeJI0BEeKa ¢ KHOEPMHUPOM.

Onepeemuka

Kak yxe roBOpWJIOCh BBIIIE, HHTErpallds CEHCOPHBIX W HWCIHOJHUTEIBHBIX CHCTEM,
MOJIKJIIOUEHHBIX K VIHTepHETY, MpUMEHSIeTCS U B SHEPreTHUECKOl cdepe ¢ 1eNbi0 ONTUMU3UPOBATh
snepronorpebienne  [50]. Bce  sHepromorpeOastomme — yctpoiictBa (M OBITOBBIC,
U TPOU3BOJICTBEHHBIC), KaK 0XKHIACTCsI, B OJKaiiieM OyayiieM OyayT HHTETPUPOBAHbBI B CUCTEMY
10T u cMoryT 0OMEHHMBATHCS JAHHBIMU C KOMIIAHUSMU, TIOCTABIISIOUIMMHU YCIYTH, JUIs1 00eCTIeYeHUS
s dexTuBHOrO OaaHca MKy BHIPAOOTKOM AIIEKTPOIHEPTUH U dHEpronoTpedacHuem [51].

[IoT akryasneH A HCHOIB30BAHUS B MACIITA0aX KaK OTAEIHLHOTO JOMOXO35ICTBA WIIH 1BOPA,
TaK W IEJIOT0 PETMOHA, IOCKOJIbKY MPEAOCTABISET CHCTEMBI JJIi ABTOMAaTHYECKOro cOopa
1 00paboTku nHpopmarmu 00 SHeProcHaOKEHUH U SFHEPTONOTPEOICHIH, CIOCOOCTBYS MOBBIIICHUIO
3¢ (HEeKTUBHOCTH, HAJECKHOCTH, SKOHOMUYHOCTH M YCTOMYMBOCTH MPOU3BOJACTBA, PaCHpeeICHHUS
anekTposHepruu [51]. Ucmonb3ys ycTpoiicTBa pacHIMpeHHONH HWH(PPACTPYKTYphl H3MEPEHU,
MOJKIIIOUEHHBbIE K VHTEepHeTY, 3JMeKTpUYEeCKHe YTHIUTHI MOTYT HE TOJBKO COOMpAaTh NaHHBIE U3
MOJIKJTFOYEHU I KOHEYHBIX T0JIb30BATENICH, HO U YIIPABIATH IPYTHMMHU YCTPOHCTBAMU aBTOMATHU3aLUU
pacmnpeieneHusi, TAKUMHU Kak TpancpopmaTopsl u T.1. [50].

Ha noxanmeroMm ypoBHe psa npuioxkeHuil [IoT ucnonb3yroT NaHHBIE WHTEIUIEKTYaJlbHBIX
CBETO/MO/IOB, YTOOBI, HAPUMEP, HANPABIATH ITOKYIATENICH Ha MyCThIe MAapKOBOYHBIE MECTa MU
BBIICTISITh JBUXKYIIMECs Mojenu Tpaduka. C MOMOIIBI0 TaTYMKOB OUHUCTUTENN BOJBI OMOBEIIAIOT
MEHEDKEPOB Yepe3 KOMIBIOTEP MM cMapT(HOH 0 HeoOXOoaMMOCTH 3aMeHbl Aetaneli. Metku RFID,
MPUKPEIUICHHBIE K 3allUTHOMY CHApSKEHHUIO, TIOMOTAIOT OTCIEKHUBATh MEpEMeIlleHrne IepcoHaa
u obecreynBaTh €ro 6e30MacHOCTh. BCTpoeHHbIE B 311€KTPOUHCTPYMEHTHI AATYMKH MCIOIb3YIOTCS
JUISL PETUCTPAllMM W OTCJIECKMBAHUSA YPOBHS KPYTAILIETO MOMEHTA OTIENBHBIX 3aTSHKEK, PYTrHe
JaTYNKA TIPUMEHSIOT Uil cOOpa MAaHHBIX M3 HECKOJBKHX CHCTEM JJIsl MOJEIMPOBAHUS HOBBIX
MIPOIIECCOB.

IIpoussoocmeo

Hcnons3oBanue 10T, HarmpuMep, B aBTOMOOUIIECTPOSCHUH MOApPa3yMeBaeT OLM(PPOBKY Bcex
3JIEMEHTOB Npou3BojcTBa. [IporpamMmHoe obecriedeHre, MALIMHBI U JIIOJU HaXOJATCS B €IUHOU
CHCTEME U B3aUMOCBS3aHbI, YTO [T03BOJISET TOCTABIIMKAM U TPOU3BOAUTENSIM ObICTpEe pearupoBarth
Ha MeHstomuecs cranaaptel [2]. [loT obecnieunBaeT adpekTuBHOE U peHTabeIbHOE IPOU3BO/ICTBO,
rnepemMenias JaHHblE OT KIHWEHTOB B CHCTEMbI KOMIIAHMM, a 3aT€M B OTHEJIbHBIE pa3/eibl
Mpou3BoJIcTBEHHOro mpornecca. bmaromaps IloT B mpou3BOACTBEHHBIM Mpolecc MOTYT ObITh
BKJIIOUEHBl HOBBIE HHCTpYMeHThl M ¢yHkuuu. Hanpumep, 3D-mpuntepsl ympomaioT crnocod
bopMupoBaHuUs pecc-UHCTPYMEHTOB [16]. DTH HHCTPYMEHTBI OTKPBIBAIOT HOBBIC BO3MOKHOCTH TS
MPOEKTHUPOBaHUS C BBICOKOM TOuyHOCThIO. C momompio |l0T-rexHomoruit  HacTpauBaroT
TpaHcnopTHbIe cpeacTBa [2]. [loT mo3Bonsier COTpyAHUYATH JIIOASM U pOOOTaM, paHee padOTaBIIUM
OTAeNbHO Apyr ot npyra [16]. Teneps poOOTHI BHIMOIHSIOT TSDKEIYIO M MOBTOPSIIOIIYIOCS pabory,
[I03TOMY IIPOM3BOJICTBEHHBIE LIMKJIbl YCKOPSIOTCS, & HOBBIE TPAHCIIOPTHBIE CPEACTBA BBIXOIAT Ha
PBIHOK ObIcTpee. 3aBO/Ibl MOTYT OIEPATHUBHO BBIABIIATH MOTEHIMAIBHBIE TPOOIEMBbI ¢ TEXHUUYECKUM
o0ciTykKMBaHHEM, UTOOBI TPEIOTBPATUTH TPOCTOU. MHOTHE MPOU3BOICTBA IEPEXOAST Ha 24-1yacoBoi
pexuM  paboTel  Ojarojapsi JOCTHXKEHHIO 0oJiee BBICOKOTO YpOBHS 0O€30mMacHOCTH U
a¢dexTuBHOCTH [2]. BONBIIMHCTBO KOMITAHHU# — POU3BOUTENIEH aBTOMOOMIICH BBITYCKAIOT Pa3HbIE
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KOMITOHEHTBI OJTHOTO M TOTO K€ aBTOMOOMJISI Ha 3aBOJIaX, PaCHoOJIOKEHHBIX B pa3HbIX cTpaHax. 10T
MO3BOJISIET COCOUHATH 3TH (UIManbl JIpYr C JPYroM, CO3AaBas BO3MOXHOCTh I€peMelnlaTh
IIPOM3BOJICTBEHHBIE JIaHHbIE BHYTPU MpeAnpusATus. bonblive JaHHbIE MOXHO OTCJEKUBAThH
BU3YaJIbHO, YTO IIO3BOJIIET KOMITaHUSM OBICTpee pearnpoBaTh Ha KoOJeOaHUS MPOU3BOJACTBA U
crpoca.

Texnonoruu |0T akTUBHO HCHOJB3YIOTCS B HE(PTSIHOW M Ta30BOH HPOMBILIUICHHOCTH.
[Tpu nognepxkke I[loT OypoBble MHCTPYMEHTBI M HCCIIEOBATENBCKUE CTAHIIMA MOTYT XPAaHUTH
U OTIPABIATH OoJiblIMe O00beMbl HEOOpAaOOTAaHHBIX JAHHBIX IS OOJAYHOTO XpaHEHHS H
ananu3a [17]. Biaromaps 3TUM TeXHOIOTUAM He(hTera3oBas OTPaciib UMEET BO3MOKHOCTh COSTUHSTD
MAalIMHbI, YCTPONCTBA, JaTYMKHU U JIIOJIEH TOCPEACTBOM TEXHOJIOTUH MEKCETEBOT0 B3aMOIEUCTBUS
s 3 (HEeKTUBHOTO YIpPaBJICHUS MPOU3BOACTBOM U IIEHOOOPAa30BaHUEM B YCIOBHUSAX MOCTOSHHOTO
KonebaHus crmpoca W TOPEIJIOKEHHs, peuieHus npobiem obecredeHuss 0e30MacCHOCTH
¥ MHUHHAMU3AIUH BO3JICHCTBUS Ha OKpYKarolyto cpeay [18].

Bo Bceil nenouke mocraBok TexHojoruu IloT moryt ymydmwuTth mnpoiecc oOCIyKUBaHHUS,
001yto 6e30macHoOCTh U ¢BsA3b [19]. J[poHbl, HapUMep, MOTYT MCIIOIb30BaThCS [UIsI OOHAPYKEHHUS
BO3MOXKHBIX yTe€4eK He(DTU U ra3a Ha paHHEW CTaauu U B TPYAHOAOCTYIHBIX MecTaxX (B YaCTHOCTH,
B Mope). C HMX MOMOIIBI0 MOXHO BBUIBIISATH CllaOble MeCTa B CJOXHBIX CETSIX TPYOONPOBOIOB
CO BCTPOEHHBIMH TEIJIOBU3MOHHBIMU CHCTEMaMU. PacumipeHHble BO3MOXHOCTU IMOAKJIIOUEHUS,
UHTErpaluu 1 oOMeHa JaHHBIMU MOTYT IOMOYb KOMIIAHUSIM KOPPEKTHPOBATH MPOU3BOJICTBO HA
OCHOBE JIaHHBIX O 3aracax, XPaHEHUHU, TEeMIaX paclpelesieHuss U IPOTHO3UPYEMOM CIIpOCe
B pealbHOM BpeMeHu. bmaromapss BHenpenuto pemienust IloT, oObenuHsIONIEro MaHHBIE W3
HECKOJIbKUX BHYTPEHHHMX W BHEIIHUX HMCTOYHHMKOB (TaKMX KakK OIICHKHM PHCKOB, pPE3ylbTaThbl
BHYTPEHHUX MPOBEPOK, IJIAHOBHIC OLIEHKH M HCTOPUS YTEUEK), THICAUU KHJIOMETPOB TPYO MOIKHO
MOHHUTOPUTh B PEXKHME pPEaTbHOIO0 BPEMEHU. OTO TMO3BOJSIET OTCICKUBATH YIPO3bl IPH
HKCIUTyaTalii TPYOOIPOBOJIOB, YJIyUllaTh YIpaBI€HUE PUCKAMH M 00eCHeunBaTh CUTYallMOHHYIO
ocBeomieHHOCTH [20].

Bosmoxnoctu 10T Moryr npuMeHATbcS B KOHKPETHBIX IIpolieccax HegTerazoBoit
npombitieHHocTH [19]. Tporecce pa3Beaku HeTH U Ta3a MOKET OBITH BBITOJHEH 00JIce TOUHO MPH
UCIOJIb30BAHUN  YETBHIPEXMEPHBIX  MOJEJIel, IOCTPOECHHBIX C IOMOUIbI0  CEHCMHYECKHX
n300paxeHuil. ITu Mozaenu oTroOpaxkaroT KosieOaHusl 3amacoB HEPTH U YPOBHS Ta3a, YKa3bIBalOT
TOYHOE KOJINYECTBO HEOOXOAUMBIX PECYPCOB M IPOTHOZUPYIOT CPOK CIYKObI CKBAXKHH.

[IpuMeHeHne WHTEIUIEKTYalIbHBIX JaTYUKOB M ABTOMATUYECKUX OYpPUIIBIIMKOB JaeT
KOMITaHUSM BO3MOXHOCTb 00Jjiee 3((eKTUBHO OCYLIECTBIATH MOHUTOPUHT U MPOU3BOACTBO. Kpome
toro, Omaronaps BHeapeHuio [loT kommaHuum MOryT MOJIEPHHU3MPOBATH MPOLIECC XPAHEHMS,
UCIONIb3Ysl cOOp M aHAINW3 JAHHBIX B peajlbHOM BpPEMEHHM /JIi MOHUTOPUHIA YPOBHS 3alacoB
1 KOHTpoJig Temrneparypbl. C moMoripio Texnosnoruit 10T, Bkitouas yCTaHOBKY MHTEIICKTYIbHBIX
JaTYNKOB U  TEIUIOBBIX JETEKTOPOB, MOXHO ONTHUMH3UPOBATH IMPOLECCHl IepepadOoTKH
Y TPAHCIIOPTUPOBKM HepTH W Ta3za, oOecrneyuTh HUX O0€30MacHOCTh U IMOCTOSHHBII MOHUTOPUHT
B peanbHOM BpeMeHH. [loT-cucremsl momorarot 0ojiee TOYHO MPOrHO3UPOBATh CIIPOC HA MPOIYKIIUIO
U TPEeNoCTaBIATh ATy HMH(MOpMAIMIO B aBTOMAaTHMYECKOM pexuMe HedrenepepadaThIBalOIIUM
Y IPOM3BOJICTBEHHBIM IPEAIPUITUSIM ISl KOPPEKTUPOBKH YPOBHEH NMPOU3BOJICTBA.
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1.5. IIpo6s1eMBbI TeXHOIOTUI HHAYCTPUHAIBLHOT0 NHTEepHETA Belnei

Just Toro utoObl [oT Hawanm nenate Mup Jydiie, HEOOXOAWMO PEIIUThH PsA MPOOIEM.
HekoTtopele 13 3TUX IpoOJieM HOCIT TEXHUYECKHM XapakTep, Ipyrue — cyry0o CTPYKTYpHBIH
u sTrdyeckuil. Hampumep, monp3oBaTesnu JODKHBI HAa4aTh JOBEPSATh CHCTEMaM, paOOTAIONIMM Ha
ocHoBe |0T, a kommaHusM HEOOXOAMMO TMPH NPUHATHH PEUICHUH HCIOIB30BAaTh TOAXOIB,
OCHOBaHHBIE Ha UU(GPOBBIX JaHHBIX. Kpome TOro, HEOOXOAMMO TPUBECTH POCCUKCKOE
3aKOHOJIaTEJIbCTBO B COOTBETCTBUE C HOBBIMHU PEANMSIMH, YPETYyJIHPOBAaTh OTHOLIEHUS, CBSI3aHHBIE
c ucnonb3oBaHueMm TexHonoruii [oT, mpousBoacTBOM, oOpaimieHMEM U (QYHKIIMOHUPOBAHHUEM
ycrpoiicts 10T (Harpumep, aBTOHOMHBIX TPAHCIIOPTHBIX CPEACTB Ha OOIIECTBEHHBIX J0POTax).

OcHosHble Tipob6semMbr TexHoorui [oT npencraBnens! Ha pucyHke 1.4.

CtouMOCTb
obopynoBaHus
COBMECTUMOCTH
YCTPOMCTB
KoHpuaeHnaabHOCTb
[TpoGnemsr
TEXHOJIOTUH

3ammra JaHHBIX

3amura
AHTEJUICKTYaJIbHOMN
COOCTBEHHOCTH

Hopmarusnoe
peryaupoBaHue

Pucynox 1.4 — OcHoBHble npo0aemsbl TexHonoruu 10T

Cmoumocms 0bopyoosanus

Jnsa mmpoxoro pacnpoctpaHeHuss loT croummocTts 6a30Boro 0OOpYAOBaHUS JOJKHA
MpoJoJKaTh CHUXKaTbes. JTo Kacaercs M RFID-merox, u npyroro ammapatHoro oOecredeHus,
BKJIIOYAsl BEIYMCIIUTEIbHBIE MOIIHOCTHU: MTPOLIECCOPBL, TaMSATh U CUCTEMBI XpaHEHUS TaHHBIX. YTOOBI
nojaJepKaTh paboTy pacHpe/leieHHbIX JaTYUKOB M aKTUBHBIX METOK, HEOOXOJMMO YMEHBIIATh
U CTOUMOCTh 3JIEMEHTOB NuTaHus. [louTu Bce MpUIIOKEHUS HYKIAIOTCS B HEAOPOTMX KaHaslax
nepeaayn JaHHBIX KaKk Ha KOPOTKME, TaK M Ha JUIMHHBIE paccTosHUs. YToObl monb3oBatenu loT
MOTJIM U3BJI€Yb MAaKCUMAJbHYIO I0JIb3y M3 CBOMX JAHHBIX, CTOMMOCTb CpEACTB XPaHEHMS
MH(pOPMAIIUU TAKXKE JTOJDKHA MTPOJ0IIKAT CHIDKATHCS.

Cosmecmumocmos ycmpoucme
Cnoco6HOCTh yeTpoiicTB 1 cucteM [oT paboTaTh COBMECTHO MMEET pEIIaroIIee 3HAYCHUE NS
peanu3anuu Bcex BO3MOXKHOCTeH |0T-mpusnokennii. [IpuHSITHE OTKPBITBHIX CTaHAAPTOB SBISETCS
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OJITHUM U3 CIIOCOOO0B oOecrieueHus: CoBMeCTUMOCTH. DyHKIIMOHAIbHAS COBMECTUMOCThH MOXKET ObITh
JOCTUTHYTA TaKKe IMyTeM BHEAPEHUSI CUCTEM UJIH TIATHOPM, MO3BOJISIOIINX PA3INIHBIM CUCTEMAM
[oT B3auMozencTBOBaTH APYT € APYTOM.

Konghuoenyuanonocmo

VY GONBIIMHCTBA MOJIH30BaTENEH BHI3BIBAIOT OECIIOKOMCTBO MPOOIeMbl KOH(UIESHIINATbHOCTH
JUYHBIX JaHHBIX, COOMpAEMbIX MUJUIMAPAAMU YCTPONCTB, U HE3aKOHHOIO HMX HCIOJIb30BaHMUS,
Oopranuzaiuu 0ecroKOUT BO3MOXKHOCTb HE3aKOHHOT'O JOCTYNa K KOMMep4eCcKol KOH(UIeHITHAIbHOI
nHpopmanuu. [TocTaByKku TPOIYKTOB M YCIYyTr ¢ mojjepkkor loT-TexHomoruii JoJDKHBI OyayT
MOATOTOBUTh yOeauTelbHbIe O00OCHOBAaHUS JJisi cOOpa W HUCIOJB30BaHUS JIAaHHBIX, 00ECHEYHTh
MPO3paYyHOCTh WH(GOPMALMA O TOM, KAaKWE JAaHHBIE M Kak HCIOJNB3YIOTCS, W TapaHTUPOBAThH
HaJJICKAIYIO 3alUTY JaHHBIX.

3awuma oannwix

Opranuzanuu, coduparomue J1aHHble C MUIMApI0B YCTPOUCTB, TOJDKHBI OBITh B COCTOSIHUU
3alIUTUTh 3TU JAHHbIE OT HECAHKLIMOHUPOBAHHOI'O J0CTyna. bojee Toro, UM npuaeTcst UMeTh AeJI0
C HOBBIMHU KaTETrOpUsIMH pHCKa, KOTOpble MOXKeT co3nath loT. PacnpocTpanenue nuHpopManoHHbIX
TEXHOJIOTUH Ha HOBBIE YCTPOWCTBA CO3Ja€T HAMHOTO OOJbIE MOTCHIMAIBHBIX YSI3BUMOCTEH,
KoTopble HeoOxommmo oTcnexuBath. Korma loT wmcmomb3yercs s ympaBieHHs (pU3HYECKUMHU
aKTHUBaMHM, YCTPOMCTBAMHU MEIUIIMHCKOTO HAa3HAYeHWSs U T.I., B pe3yjlbTaTe HAPYIICHUS
0€30MaCHOCTH MOKET OBITh HE TOJBKO PacKpbITa KOH(PHISHIIMAIbHAS HHPOPMALIUS, HO ¥ IPHYUHEH
(dbuzuvecKuii Bpes.

3awuma unmennexmyanbHOU cobOCMEEeHHOCMU

YrtoObl packpbITh orpoMHbIi noteHman loT, Tpebyercs 6onee 4eTKO pa3rpaHUYUTH MPaBa
1 00513aHHOCTH YYaCTHUKOB NPABOOTHOIIEHUH, BO3HUKAIOIIKX B CBSA3U C IPUMEHEHHEM TEXHOJIOT M
10T, u ompenenuTh, Kakue MpaBa PAcIpPOCTPAHSIOTCS HA JAaHHbBIE, CO3/1aBA€MbIE pPa3IMYHBIMU
HOJIKITFOYCHHBIME yeTpoiicTBamu [52]. Hanpumep, He0OX0MMO OpeNeNiuTh, KTO 00J1aaeT MPaBoM
COOCTBEHHOCTH Ha MH(GOPMAIIMIO OT AATYMKA, U3TOTOBJIEHHOIO OJIHOM KOMITaHHWEN, TPUMEHSIOIIETO
IIPOrpaMMHBIE PEIIeHUs APYTroil KOMITAHUN U UCTIONb3YIOIIEro HACTPOHKH, pa3padoTaHHbIE TPEThEH
cTopoHoi. HanpuMmep, KoMy IpHHAIIEKaT MpaBa Ha JAHHbBIE, CTEHEPUPOBAaHHBIE MEIUIIMHCKUM
yCTPOICTBOM, UMIUIAHTUPOBAHHBIM B Tesio nanuenta? Ilanuenty? IlpousBogurento ycrpoiicta?
MenuuHckoMy — paOOTHUKY, KOTOpPBI HMIUIAHTMPOBAJd  YCTPOWCTBO, WM  COTPYIHHKY,
OCYILECTBIAIOLIEMY YXOJ 3a MALIUEHTOM?

Hopmamusnoe pecynuposanue

B mupe yxe Hazpena HEOOXOIUMOCTH B (DOPMUPOBAHHH MPABOBOM 0a3bl, 0OECTICUHBAIOIEH
OJIaronpUsATHBIN MPABOBOM PEXUM M pa3BUTHS U QYHKIMOHUPOBaHUS |0T-TeXHONOTHM, a Takxke
JUIS  OCYHIECTBIIEHUS JKOHOMUYECKOM JEATEIBHOCTH, CBA3AHHOM C HX MCIOJIb30BAaHUEM.
Bo3moxkHocti  perynupoBanus |0T-chepbl orpaHuueHbl B3pHIBHOH CKOPOCTBIO — Pa3BUTHS
U HENPEJACKAa3yeEMOCThIO pa3BUTHUs TEXHOJOrHil. boiee Bcero HyXIaroTcs B 3aKOHOAATEIBLHOM
PEryJIUpOBaHUH CIEYIOIINE BOIPOCHL: cO0p, 00paboTKa M HCIOIb30BAHNE MEPCOHANBHBIX JAHHBIX,
MpaBO COOCTBEHHOCTH HA JAaHHbIE, TEXHUUYECKUN aCMeKT 3alllUThl JAHHBIX, OTBETCTBEHHOCTH IMpPH
ucnosb3oBaHuu l0T-ycTpolicTB M HECAHKIIMOHMPOBAHHOM DACIOPSKEHUM JAaHHBIMH, OXpaHa
MHTEJJIEKTYaJIbHOM COOCTBEHHOCTH.
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Bce BwimenepeuncieHHble TPOOJIEMBI B TOW WJIM WHOW MeEpe CBSI3aHBI C BOMPOCOM
0€30MacCHOCTH.

[oT umeer OoTHOMIEHHWE MOYTH KO BCEM ACIEKTaM IOBCEIHEBHOW YKW3HU U 3aTParuBacT
KOMMEpUYECKYI0, TPOMBIIIICHHYI0, 4YacTHYI0 cdepbl u MHorue napyrue. Ilo cBoeit cytu IloT
OCHOBBIBACTCS HA BHEJIPCHUH «MHTEIUIEKTa» B OOBIYHBIC OBITOBBIE OOBEKTHI U TIOBHIIIAET TEM CAaMbIM
MIOJIE3HOCTh TOTO, YTO paHblle ObUIO BElIblO, B pe3yjbTaTe o0Jierdas BCe acleKThl MOBCEIHEBHOM
KM3HH, OOECIIeunBas OOIBIIYIO ABTOMATH3ALMIO M KOHTPOIb B TAKHX CEKTOpax, Kak
MIPOMBILIIEHHOCTh, JHEPreTuKa, TPAaHCHOPT, 3APaBOOXPAHEHHE, PO3HUYHAs TOPIOBIsS U T.[.
BonbummHCTBO ceKkTOpoB, cBsi3aHHBIX ¢ [0T, UMerOT KpuTHUeckoe 3HAUYeHUE, U JIF000N WHIUICHT,
3aTparuBarOIIUN UX, MOKET, TAKUM 00pa30M, CEpPbE3HO MOBJIUATH HA OOIIECTBO B IICIIOM.

Bonpoch! 1 ynpaskHeHus1 110 JaHHOMY pa3esry

. Onpenenure nonstue «MHTEpHET Bewen».

. IIpuBenure npumepsl npumeHenust IHTepHeTa Beniei.

. Ilepeuncnure ocHOBHbIE 001acTH MpUMEHeHUs IHTepHeTa BelleH.

. 31mo>xute uCTOpHIO NOSABIICHUS U pa3BUTHs MIHTEepHETA BELIEi.

. YKa)kuTe OCHOBHBIE (DaKTOPBI, TIOBJIHSBIINE HA pa3BuTHe MIHTEpHETA BEUICH.

. Ha3zoBuTe KOHEUYHBIE YCTPOKCTBA U UX POJIb B apxXUTeKType MHTepHEeTa Beniei.
. Packpoiite ocobeHHOCTH MHAYCTpUaabHOro VIHTEpHETA BElIei.

0N N L AW~

. PacckaxuTe 0 posin ceTeBbIX NOAKIIOYEHUN B IHTEpHETE BEILEH.

9. IlepeunciuTte pa3anyHbie HanpaBieHuss M2M.

10. IIpuBenuTe npumepsl coOOMpaeMbIX U oOpadaTeiBaeMbIX JaHHBIX B [oT-cucremax.

11. Ha ceroansiminuii ieHb 6onee % Bellel U3 MaTepUuaIbHOIO MUPa OCTAIOTCS
HEenoJIKNIIoueHHbIMU K HTepHeTy. BriOepuTe 0TBET, JOMOIHSAIOMUN yTBEPKICHUE:

a) 85,

b) 90,

C) 75,

d) 99.

12. Kakue nBa Tuma B3auMOJICHCTBUS MOTYT CYIIIECTBOBATh B cpefie MHTepHeTa Bemeit?
(Beibepute aBa BapuaHTa.)

a) MPOIIECC — YEJOBEK,

b) yenoBek — yenosexk,

C) MaluHa — JaHHBIE,

d) mamuHa — MaIlmHa,

€) mporiecc — IaHHBIE.
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2. AHaIM3 0€30MaCHOCTH TEXHOJIOTU NHTEPHETA Belei

2.1. IIpo6aembl 6e3onacHocTu UHTEepHeTa Bemiei

B nacrosmee BpeMsi HaOJIIOAaeTCsl YBEJINYCHNE KOJIMYECTBA MHLIUICHTOB (TIPECTYIICHHIA)
B cepe nHPOPMAIMOHHOH OE€30MaCHOCTH M MH(POPMAITMOHHBIX TEXHOJOTHA. DTOMY CIIOCOOCTBYET
MMOBCEMECTHOE PACHPOCTPAHEHUE CETEeBBIX TEXHOJNOTUMH XpaHeHHUs JaHHBIX U HIHPOKOE
pactipoctpanenue loT-Bemeit: B 2018 romy YWCIO TOAKITIOYEHHBIX YCTPOWCTB OIICHUBAIOCH
B 22 MIIpA C IEPCIIEKTUBOM pocTta mpuMepHo 110 40 miapxa k 2025 rony (HaHHBIC HCCIEA0BATEIBCKOM
KoMmaHuu Strategy Analytics). DTu ycTpoiicTBa MOTYT COAEpKaTh YSA3BUMOCTU, KOTOPHIMU MOTYT
BOCIIOJIb30BaThCsI KHOEPIIPECTYITHUKY U B PE3YJIbTAaTe MOCTABUTH 0] YTPO3Y KOH(UICHIINATBHOCTD
MoJIb30BaTeIsl W OOIIeCTBEHHYIO0 Oe3omacHocTh [25]. He cnydaiino kubepOezonmacHocts loT
BEI3BIBACT OECIIOKOMCTBO Y 95 % pecroHIeHTOB onpoca, nposeaeHHoro anamutukamu [oT Analytics,
npuyeM noutu 40 % «oueHb 00ECIIOKOCHBI» BO3MOXKHBIMH ysA3BUMOCTIMHU MHTepHeTa Betei [35].
Taxkum o0Opazom, obecrieueHre OE30MaCHOCTH SBISETCS OJHOW M3 OCHOBHBIX MPOOJIEM, CBSI3aHHBIX
c loT.

[TpuarHO# ATOM MpPoOJIeMBbl ABIsETCS TOT (akT, 4YTo TexHOoJoruu 0T, Kak U OOJIBIIMHCTBO
MOTPEOUTENHCKUX TEXHOJIOTHM, pa3paboTaHbl 0e3 ydera TpeOOBaHUU O€30MaCHOCTU, MOCKOJIbKY
OCHOBHOM 3ajjauell MpoON3BOAUTENEH ObIJI0O MUHUMHU3UPOBATH CE0ECTOMMOCTh U BpeMsi pa3paboTKu,
yZELEBUTh IPOU3BOJCTBO U YBEIIMYUTh O0BEM BBIIyCKaeMOM npoaykuuu. B pe3ynbraTe mogo0HoM
MOJINTUKYA YMHBIE YCTPOWCTBAa HCHBITBIBAIOT HENOCTAaTOK B pecypcax. M3-3a sToro HemocraTka
OOJIBITMHCTBO MHCTPYMEHTOB 0€30MTaCHOCTH HE MOTYT OBITh YCTaHOBJICHBI B ycTpoiicTBax loT, 4ro
JieTIaeT YCTPOMCTBA JIETKOI MUILICHBIO 1151 Kubepnpectyienuit [38].

Xakeppl HaxoIAT CIA0OCTH BCTPOEHHBIX CHCTEM 3allUThl, MX YSI3BUMOCTH W MOTYT
UCMONB30BaTh  ycTpoiictBa [oT Kak HWHCTPYMEHTBI JJIsi aTak Ha JApyrue cabtel  [2].
KubeprnpecTtynHuky, BoopykeHHble TexHonorusaMu loT, Moryr, Haxonmsck B BUPTyaJbHOM
IIPOCTPAHCTBE, YTPOXKATh O€30MACHOCTH U JaKe KU3HU JII0/IeH, U YMCII0 MOAOOHBIX NMPECTYIIICHUN
pacrer. Hamnpumep, VYmnpaBineHue 10 KOHTPOJIO 3a KA4eCTBOM MHUIIEBBIX IMPOJIYKTOB
u nekapctBeHHbIX npenapatoB CHIA (FDA) cooOmmio, 4To HEKOTOpbIE KapAHOCTHUMYISITOPHI
(YCTpOHICTBO, KOTOpOE€ IMOCHIIAET D3JIEKTPUUYECKHE HMMIYJIbChl K CEepJIy, 4YTOObl YCTaHOBUTh
CepACUYHBIN PUTM) U COMYTCTBYIOIINME MEIUIIMHCKHE YCTPOUCTBA, YS3BUMBI JuId B3jioma [53]. OT0
O3HayaeT, YTO MAalMEHTHl C KapJIUOCTUMYIATOPOM MOI'YT MOMNACTh MO YAAap XaKepoB, KOTOpbIE
CIIOCOOHBI 3aXBATUTH KOHTPOJIb HAJl KApJUOCTUMYJISITOPOM.

[Mudpposbie nanubie loT sBndroTCS OOraThiM M YacTO HEHMCCIEAOBAHHBIM HMCTOYHHUKOM
uHpopmanuu. boabmmHcTBO mpousBoauteneil loT-ycTpoiicTB 1€MOHCTPUPYIOT MOKYHaTeNlsIM
(YHKIMOHATBHOCTh UX TOBapa (BBINOJIHAEMbIE (YHKIMH M BO3MOXHOCTH), HO HE YINOMMHAIOT
o texnosoruu I1O, ympapnsiomero TMMU (YHKIMSIMH, U HE PACKPBIBAIOT €ro YsS3BHUMOCTH.
Hanpuwmep, pobGor-nbutecoc LG Moxer yOupaTh KOMHATy CaMOCTOATENBHO M COOOIIaTh
O BBINIOJTHEHUH 3a/1a4H, TOTOMY YTO OH YIPABIISETCS ¢ HOMOIIBIO JATUNKOB, OMPENEISIONINX pa3Mep
u ¢dopmy 3arpssuenus. Hcciemosatenn wommanuu Check Point Software Technologies Ltd.,
MTOCTABIIUKA PEIICHUH TT0 KHOEepOE30MmacHOCTH BO BceM Mupe, 26 okTsi0ps 2017 roga oOHApYKUIH
B MOOMIIBHOM | oOmaunom mpuioxkenusx LG SmartThinkQ B mporecce Bxoma Ha mopran LG
ySI3BUMOCTh, KOTOpasi O3BOJIMJIA UM YAAJIEHHO CO3/1aTh MOJIENIbHYIO yUeTHYI0 3anuchk LG, a 3atem
HCIOJIb30BATh €€, YTOObI 3aBJIaAeTh YUETHON 3allUChI0 M YMHBIMHU yCTpoiicTBaMu noib3oBareis LG
U TIOJIyYUTh KOHTPOJb HaJ MBLJIECOCOM W BCTPOCHHOW B HEro BHJICOKAMEPOH, TakuM oOpa3oM
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OBJIQZICB JOCTYNOM K BHJIEOTPAHCISIIMM B OHJAWH-PeXKUME W3 JOMa. OTO 3HAUUT, 4YTO
3JI0yMBILIUICHHUK, IOJTYYUB KOHTPOJIb HAJl YU€THOM 3alIMChI0 KOHKPETHOTO noib3oBatens LG, Mmoxet
KOHTPOJIHPOBATH JIF000€ ycTporcTBO LG, CBSA3aHHOE ¢ ATOW y4ETHOM 3aMUChI0, BKIIFOUAs TBIJIECOCHI,
XOJIOAMIBHHUKH, TUTUTHI, MOCYJIOMOCYHBIC U CTUPAJIbHBIC MAIIWHBI, (CHBI U KOHIUIIMOHEPHI [54].
[TogoOHbIE Yrpo3bl MOAHUMAIOT BAXKHBIA BOMPOC: KaK MOJIb30BATEIM YMHBIX YCTPOWCTB MOTYT
3amUTUTh cebs. CrenuanucTsl 1Mo 0€30IMacHOCTH PEKOMEHIYIOT MEHSATh Iapoiid, OOHOBIISTH
MIPUJIOXKEHHUS U CaMH YCTPOICTBA, 3alllMIIATh IEPCOHATIbHBIC IaHHBIE.

Jpyroit BaxHbIl acrekT oOecrieueHusi O€30IacCHOCTH CBA3aH C aJMHUHHUCTPHUPOBAHUEM
ycrpoiictB 0T, a uMeHHO ¢ pacnpe/eseHneM OTBETCTBEHHOCTH, OCOOEHHO C Yy4€TOM BHYTpPEHHEM
CIIO)KHOCTH ¥l HEOJHOPOIHOCTH 3KocucTeMbl 0T, a Takke mpodsieM MacITabupyeMoCTH.

Ecnu 06061uTh, TO ipobaeMbl skocucTeMsbl 0T 3aKiIouaroTest B CIEAYIONIEM:

o QOuenb bonvluas NIOWAOL AMAKU

Yrpo3sl U pucku, cBsazanHbie ¢ 10T, paznooOpa3Hbl U OBICTPO Pa3BUBAIOTCS. YUHUTHIBAsT UX
BIIMSIHHE Ha 37]0pPOBbE, 0€30MaCHOCTh M KOHPUACHIINATBHOCTD MOJIb30BATENICH, UX ONMACHOCTH HEIb3sI
urHopupoBarthk. [lonbp3oBaTenu MoryT He 3HaTh, 4yTo 10T B 3HAUUTENHHON CTENIEHNW OCHOBBIBACTCS Ha
coope um 00paboTke OONBIIMX OOBEMOB JAHHBIX W3 PA3IUYHBIX HWCTOYHUKOB, BKIFOUYAs
Y KOH(pHUICHIIMAIbHBIC JaHHBIC, 1 0OMEHE UMHU.

e Crnoxcnocms skocucmemot 10T

[oT cnemyer paccmaTpuBaTh HE KaK COBOKYITHOCTh HE3aBHCHMBIX YCTPOMCTB, a CKOpee Kak
ooraryio, pa3HOOOPa3HYI0 U MIMPOKYIO SKOCHCTEMY, BKIIFOUAIONIYI0 YCTPOMCTBA, KOMMYHHUKAIUH,
UHTEP(DEHUCHI U JIFOICH.

e Omcymcmesue 3aKOHO0amenbHblX aKmos, HOpM, CMAHOAPMO8 U NPAGUT
®parMeHTUPOBAHHOE M MEIJICHHOE MPUHSITHE CTAaHJIAPTOB M MPABWJI JJI BHEAPEHUS] MEp
0e30MacHOCTH M TMepeloBOoro ombiTa B cdepe l0T, a Takke MOCTOSHHOE IMOSBICHHE HOBBIX
TEXHOJIOTHH ellle 60siee YCIOKHAIOT COOTBETCTBYIOIIHE TPOOTIEMBI.
e [llupokoe sHedpenue 8 KpUMUYECKU BANCHBIE CUCTNEMDbL

[IponnkHoBeHue TexHonoruil 10T B KpuUTHYECKH BaXHYIO WHOPACTPYKTYpy, HUMEIOIIYIO

CTpaTernyeckoe 3HaueHue JJIsl TOCYapcTBa, HECET Yrpo3y 0e30MacHOCTH.
e (CnosxcHocms unmezpayuu cucmem 6e30nacHocmu

WNuTterpanus cuctem 6€30MaCHOCTH — OYE€HB CJIOKHAS 3a/laya W3-3a HAIUYUS TOTCHIIHAIBHO
MIPOTUBOPEYUBBIX TOUEK 3pEHUs U TpeOOBaHMI BCEX 3aMHTEPECOBAHHBIX CTOpOH. Hanmpumep, pa3Hbie
ycTpoiicTBa u cucteMbl |0T MOTyT MCTIOIB30BaTh pa3HbIC PEIICHUS AYTeHTH(PUKAIIUHU, TIPU 3TOM UX
HE00XO0IMMO UHTErPUPOBATH U ClIeJIaTh COBMECTUMBIMHU.

e DKoHOMUS npouzeooumeleli Ha 6e30nacHoCmu

CrpemutensHoe BHenapenue 0T u pacmupeHHas (yHKIIMOHATBHOCTh YMHBIX YCTPOWCTB
B HECKOJIbKUX KPUTHUYECKH BAXKHBIX OTPACISIX MPEAOCTABISAIOT OOJNBIINE BO3MOXXHOCTH IS
3HAYUTEIBHON YKOHOMUH 3aTpat OJiarogaps UCIOIb30BAHUIO TaKUX (PYHKIIHIA, KaK MTOTOKHU JTaHHBIX,
pacivpeHHbId MOHHTOPHUHT, MHTETpanus W MHOrue napyrue. M HaoOOpoT, HU3Kas CTOMMOCTb,
KOTOPOW OOBIYHO OTJIMYAIOTCS YCTpoWicTBa M cucTeMbl |0T, BieueT 3a coOOW HEraTHBHBIC
MOCJIE/ICTBHSL ¢ TOYKH 3peHus Oe3omacHOCTH. [Ipom3BoAMTENM MOTYT OTrpaHMUYMBAThH (DYHKITMH
0€30MacHOCTH C IIeJIbI0 CHIDKEHUS 3aTpaT, U, CJIEJ0BATEIHbHO, CUCTeMa 0€30MacHOCTH MTPOIYKTa HE
CMOJKET 3allUTUTH OT OMPEICTCHHBIX TUIIOB XaKePCKUX aTak.

e Hedocmamox onblmusiX CReyuaiucmos

DTO NOBOJILHO HOBasi 00JIaCTh, M MOXTOMY HE XBaTaeT JIOJIEH C MOAXOASAIIMM HabopoM

HaBBIKOB M OMBITOM B 00actu 6e3omacHoctu loT.
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o (Cnoocnocmu ¢ obecneuenuem bezonachocmu npu oonosnenuu 10T-yempoticmea
OGecneunTh 0€30MaCHOCTh TNMPU yCTaHOBKE OOHOBIeHWU K [oT upe3BbIYaiiHO CIIOKHO,
MOCKOJIBKY crieli(HKa MOIb30BaTEIbCKUX UHTEP(EHCOB, TOCTYITHBIX IT0JIb30BATEISIM, HE TIO3BOJISIET
UCIIOJIB30BaTh TPATUIIMOHHBIE MeXaHU3Mbl OOHOBieHUs. OOecneueHre OE30MACHOCTH ATHX
MEXaHU3MOB CaMoO MO cebe SBIAETCS HEMpPOCTOH 3aaayeil, 0COOCHHO C y4YETOM HCIHOJIb30BAHMUS
OecIpOBOTHOM CETH.
o CrnooicnHocmu ¢ obecneuenuem 3auumsl Ha 6cex smanax cozoanus 110
IlockonbKy KOJMYECTBO BbIIyCKaeMbIX pemeHuid g IoT  crpemMurensHO pacrer,
MIPOU3BOIUTENHN YICISIOT HEI0CTaTOYHO BpEMEHU 00€eCIIeyeHHIO 0e30macHOCTH
1 KOHQUACHIIMATBFHOCTH Ha dTane pa3padborku. [lo 3Toii mpuunHe, a HHOTAA U M3-3a (PMHAHCOBBIX
po0OsieM, KOMIIaHuH, pazpadareiBaromire npoaykTel 0T, 00braHO 0OpamarT 0oJbIlie BHUMAHMS HA
(YHKIIMOHATBHOCTH U yI00CTBO MCIIOIH30BAHMS YCTPONCTBA, YEM HA €0 0€301acHOCTb.
o Omcymcmesue 4emKko c@hopmyaupo8aHHol OMEemcmeeHHOCmu
OTcyTcTBHE  YETKOTO  paclpeieieHus OTBETCTBEHHOCTH MOXET  IPHUBECTH
K IBYCMBICJICHHOCTH ¥ KOH()JIMKTaM B Cllydae WHIIUICHTA, CBA3aHHOTO ¢ 0€30IaCHOCTHI0, 0COOEHHO
C y4eTOoM OOJIBIIION M CIOXHOM IIETIOYKH, XapakTepHOU s mpou3BojcTBa 10T-ycrpoiictB. bonee
TOr0, OCTaeTcsi 0€3 OTBETa BOIPOC O TOM, KaK 0OECHEeUnTh OE30MacCHOCTh, €CIIU B MPOHM3BOJICTBE
OJTHOTO YCTPOWCTBA y4acCTBOBAJIO HECKOJBHKO PAa3HbIX CTOPOH (FOPUAMYCCKHUX W/WIH (PU3HUESCKUX
auir). ObecrnieyeHne OTBETCTBEHHOCTH SIBJIACTCS CIIe OTHON BaXKHOM MPoOIeMOi.
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2.2. Knaccudukanus yrpos 10T

Okocucrema loT-TexHonmoruii mpeacraBiseT co00i KOMOWHAIMIO PAa3HBIX TEXHOJIOTHMYECKHX
30H: 30Ha l0T-ycTpoiicTB, cereBas 30Ha W oOjadHas 30HA. DTH 30HBI MOTYT OBITh MCTOYHUKOM
1M(POBBIX JaHHBIX. TO €cTh JaHHBIE MOXXHO COOMpaTh C YMHOTO YCTPOWCTBA WIIM JaT4MKA W3
BHYTPEHHEH CETH, TAKOTO Kak OpaHIMaydsp WM MapIIPYTH3aTOp, WIM M3 BHEIIHHX ceTed (00sako
WM TIPWIOKEHUE). DTH TEXHOJIOTHYECKHE 30HBI SBISIOTCS M 00BEKTOM KPHMHHAIBLHOTO MHTEpEca
KHOEepIPEeCTYTHUKOB.

Ji1st 60pBrOBI ¢ KHOEPIPECTYIUIEHUSIMH ObUT CO3/1aH CTICUABHBIN pa3/1ei KPUMUHAIUCTHKH —
KOMNbIOTEPHAsi KPUMHHAJMCTHKA, win ¢opens3uka (anri. Computer forensics), — npuknaonas
HAYKa 0 packpblmuu npecmynieHull, C6A3aHHbIX ¢ KOMNbIOMEPHOU uHpopmayueti, 00 Uccie008aHuu
dokazamenbcma 8 8uoe KOMNbIOMEPHOU UHDOpMAYUU, MemOOax NOUCKA, NOJIYYeHUs U 3aKpenieHUs
maxux ookazamenvcmé [55, ¢. 12]. loT-kpumunarucmuxa (anen. 10T-forensics) xax noopazoen
Gopensuxu sanumaemcs pacciedogaruem kKubepnpecmynienui ¢ cucmeme 0T, uccnedosanuem
Yughposvix doxazamenbcms.

B xozne paccnenoBaHusi KOMIBIOTEPHBIX MPECTYIUIEHUH, CBSI3aHHBIX C MOIIEHHUYECTBaMH,
WM KOMIBIOTEPHBIX aTak, CPEJCTBAMU KOTOPBIX TaK WJIM MHAYE SIBJISTUCH CETEBbIC COCAMHEHUS,
IPOBOIAT HU(MPOBYIO OKCIEPTU3y — CHEIHAJIbHOE HCCIIEOBaHUE, BKIIOYAIONIEe aHAIU3
HCIIOJIb30BAaHUS CETEBBIX TEXHOJIOTUH.

B 3aBucumocT OT Mecta XpaHeHus JaHHBIX B cucteMe lOT skcmeptel B cdepe 10T-
KPUMUHAIUCTUKHA BBIICISAIOT TPH OMACHBIX y4yacTKa B JaHamadTe KuOepyrpo3: o0IaKko, CeTb
U yCTPOMCTBO,  COOTBETCTBEHHO  BBIACNSIOTCS  oONMayHas  KPUMUHAIMCTUKA,  ceTeBas
Y KpUMHUHAJIMCTUKA HA YPOBHE ycTpoiicTBa 10T.

[TockonbKy IIEHHBIE TaHHBIE YacTO XpaHsITCs B 001ake, o6nayHast uHQpacTpyKTypa sBisieTcs
OJIHOM W3 CaMbIX BAXKHBIX IEJE€H I 3JIOYMBIIUICHHUKOB. /[l mpoBeAeHUs TpagullMOHHOU
nu(ppoBOM  AKCHEPTU3bl  AKCIEPT-KPUMUHAIMCT CHayajga [OJydyaeT H3bIATOEe LHU(PpPOBOE
o0opy/noBaHuE, a 3aTéM HAYUMHAET paccieoBaHUE JId M3BJIEUEHUS LU(QPOBBIX JOKAa3aTENIbCTB
(UMPPOBBIX JaHHBIX, KOTOPbIE MOXHO HCIIOJIb30BaTh B KaueCTBE JOKa3aTelIbCTBA COBEPLICHUS
kubepnpectyrieHus). OHAKO €clii TaHHBIe XpaHATCS B 00JaKe, UCMONB3YyeTCsl IPYToi ClieHapHid,
MOTOMY 4YTO IM(POBHIE JOKAa3aTeNbCTBA MOTYT OBITh pa3MeEIIeHbl B OOJIAYHBIX XpaHWIHIAX Ha
pasHBIX cepBepax M WX TPYAHO H3BJIeYb OTTyda. Kpome Toro, B oblake OrpaHWYeH JOCTYM
K uHppacTpykType ¥ HHGOPMAIIMA O TOYHOM MeCTe XpaHeHHs AaHHbIX [56]. [Ipu pacciemoBanuu
WHIUACHTA, MPOM3OIIEAINIEr0 B O0JIake, IOCTAaBIIMK OOJAYHBIX YCIYT MOXET 3alpOCHUTh
uHpOpMaIHI0 00 MIMEHH BJIA/IENblA TAHHBIX MM MECTE XPAaHCHHUS! COOTBETCTBYIOIINX JaHHBIX [57].

Crenyer OTMETHTB, YTO Yy OOJIAUHBIX CEPBUCOB, HCIOJB3YIOMIUX BUPTYaJbHBIE MAIIMHBI
B KaueCTBE CEPBEPOB, JaHHBIE MOT'YT XPAaHUTHCA HA 3TUX cepBepax. PeecTpbl 3anucu Uim BpeMeHHbIe
WHTEpHET-(aiIpl Ha cepBepax MOTryT OBbITh yJAlIEeHbI, €CIM OHHU HE CHHXPOHH3UPOBAHBI
C YCTPOMCTBAMHU XPaHEHUsI, HAIIPUMEP €CJIU 3TH CEPBEPHI MEePe3anyCKatOTCs WIIA BHIKIIFOYAOTCH.

CereBasi KpPUMHUHAJIUCTUKA TMPOBOJUT UCCIENIOBAHMUS BCEX BHUJOB CETEH, KOTOpbIE
ucnonbe3ytorcss l0T-ycTpolicTBamMu 111 OTHpaBKM W TONy4deHHs] JaHHBIX. K HUM OTHOCSATCA
JIOMaIllHKE, POMBILIIEHHBIE U JIoKanbHble ceTH, MAN u1 WAN. Hanpumep, ecinu HHIIMACHT CBA3aH
c ycrpoiictBamu 10T, Bce skypHaibl, B KOTOPBIX OTPaXeH MOTOK Tpaduka, Takue Kak OpaHaMayspbl
Wi xypHaisl IDS, MOTyT ObITh MOTEHIIMATLHBIME JI0Ka3aTeIbcTBaMHU [58].

DKCrepTU3a Ha YpOBHE YCTPOMCTBAa BKIIOYAaeT B ce0s BCE TMOTCHIMAIbHBIE HHU(PPOBHIC
JI0Ka3aTeNIbCTBA, KOTOPbIE MOTYT OBITH COOpaHbI ¢ ycTpoicTB loT, Takux kak rpaduka, ayino, BUIE0
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[59, 60]. [Tpumepom MOTOOHBIX IUGPOBBIX TOKA3aTEILCTB SBIAIOTCS BUAECO M rpaduka ¢ KaMephl
BUJICOHAOJTFOICHUS WJTH ayTHO3aIiCH ¢ YMHOUN Kojonku Amazon Echo.

CymiecTByrone MHCTPYMEHTHL B 00JacTd IUPPOBOH KPUMHHAIACTHKHA  MOTYT
HE COOTBETCTBOBaTh MH(ppacTpykType cpeasl loT. M3-3a Toro, urto OGompmMHCTBO AaHHBIX loT
XpaHUTCS B 00JIaKke, OHO CTAHOBUTCS OJHMM U3 OCHOBHBIX MCTOYHMKOB JIOKa3aTEJIbCTB
npectymienuit B [oT, a kak mucanoch BbIllle, HAUTH HEOOXOAMMbIE IU(POBBIE IOKAa3aTEebCTBA
B 00J1aKe Ja)e 3KCIEPTy-KPUMUHAIKMCTY 3aTpyaHuTeIbHO [56]. Kpome Toro, Ha ogHOM QH3HYecKOM
cepBepe MOXKET paboTaTh HECKOIbKO BUPTYaATbHBIX MAIINH, IPUHAATIEKALIUX PA3HBIM BJIJICIIbLIAM.
Bonbuine obnaynble XpaHUIUIA MOTYT OBITh HEIOCTYITHBI OCJIE COBEpIICHUs pecTymieHus. Bee
3TH TpoOsieMbl TpeOYIOT pEUIeHHs W TIOMCKAa HOBBIX HWHCTPYMEHTOB [UIS pacCieqOBaHUs
kubepnpecryienuid B [oT [61].

[Ipexne yem BBIICHUTBH, KaKHE YIpo3bl XapaKTepHbI Juid TexHojoruid l0T, HeoOXxoammo
OIIPEJIeNINTh, KaKhe aKTUBBI TPeOYIOT 3amuThl. AKTUBHI 10T mpencTaBieHsl B IPpUIOKEHAN A.

Paznuynble yrpo3sl HECyT pas3Hble MOTEHIUAIbHBIE OMACHOCTH, KOTOpBIE pa3inydaioTcs
B 3aBHUCHMOCTH OT CIIEHApHeB HCMHOJb30BaHus. Hwmke mnpuBeneHa KiaccupUKaus yrpos,
xapakTepHbIx A 10T, ¢ onucanueM pa3HbIX X BHJIOB (Tabiuma 1).

Ta6auna 1. Knaccudgukanus yrpos [15]

Yrposa ‘ Onucanue

1. YMbINLIeHHbIE JeHCTBUS

[TporpamMmmHoe obecriedeHre, mpeJHa3HaYeHHOE [Tl BHITOTHEHHS
HEXeNaTelIbHbIX U HECAHKIIMOHUPOBAHHBIX JEHCTBUN B CUCTEME
Bpenonocuoe [10 06e3 corjacust monb3oBarens. Oto [IO MoxkeT mpuBecTH
K MMOBPEXICHUIO, MOAUGUKALUU WK Kpaxe nHpopmauuu. Ero
OMACHOCTb MOXET OBITh BHICOKOM

Kon, pazpaboTaHHbIi AJ1 UCIOJIB30BaHUS YA3BUMOCTH C LIENbIO
MOJIy4YEHHUs IOCTYTA K CUCTEME. DTY yrpo3y TPYAHO OOHApYKUTh,
u B cpenax loT ee omacHOCTh BapbHpyeTcs OT BBICOKOW N0
KPUTHYECKOH, B 3aBUCUMOCTH OT 3aTPOHYTBIX aKTUBOB

OKCIUIOUT

Artaka, mpegHa3HAuY€HHas I KOHKPETHOW IIeNH, KOTOpas
MPOBOJUTCS B TEUEHHWE JJIUTEIBHOTO TIEpHOJiIa BpPEMEHU
B HECKOJIbKO 3TarnoB. OCHOBHAS 11€Jb MPECTYIMTHUKA — OCTABAThCS
IleneBas araka He3aMeUYeHHBIM u MOJYYHUTh Kak MO>KHO OoJbIIe
KOH(PHUICHIIMAIBHBIX TAHHBIX, HHPOPMALIUU UITH KOHTPOJIS. XOTS
OMACHOCTh ATOW Yrpo3bl SBISETCS CpelHEH, ee OOHapyKeHHue —
0OBIYHO OYEHB CIIOKHBIN U JUTUTEIHHBINA TPOIECC

B npouiecce DD0S-aTaku HECKOJIBKO CUCTEM aTaKylOT OJHY LI€TIb,
YTOOBI Harpy3uTh €€ U MPHUBECTH K cO00. DTO MOKHO CHENaTh
DDoS-araka MyTE€M CO3/IaHMsI MHOXKECTBA COETUHEHHH, TepEeNOoTHEHHsI KaHalla
CBA3U WUJIX MHOT'OKPATHOI'O ITIOBTOPHOI'O BOCIIPOMU3BCACHUA OJHUX
U TEX K€ COOOIIEHNI
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CKOMIIpOMETHPOBAHHOE

A.C. ipMoHOB
oty yrpo3y TPYIIHO O0OHAPYXKHTH, MOCKOJIBbKY
CKOMIIPOMETHUPOBAHHOE YCTPOHCTBO TPYAHO OTJIHYUTH OT

OpUTHHANIA. DT YCTPOMCTBA OOBIYHO MMEIOT O3KIOPHI U MOTYT

YCTPOHCTBO
UCTIOJB30BAaThCS Uil TMPOBEACHUS aTak Ha JIPyrue CUCTEMBI
B OKpY’KaloIei cpene
v Orta yrpoza omacHa Kak yTpaToil KOH(WAECHIMAIbHOCTH
TpaTa .
HI0JIb30BATENIS, TAK U BO3JICWCTBHEM IIOCTOPOHHETO IIEpCOHAa Ha
KOH(UACHIIMATBHOCTH
DIIEMEHTHI CETH
B 3TOM ciydae 1enb COCTOMT HE B MOBPEXKACHUU YCTPOWCTBA
Monupukanms v . p yerp '
a B MaHUNYJSIIUKA  WHpOpManueil, 4ToObl BBI3BATH Xa0C WIIH
uHpopMauu

MOJIYYUTh ACHEKHYIO PUOBLIL

2. [lepexBaT uHopManuu

ATaka «4eoBeK
HOCepeIUHE»

AKTHUBHas araka npu KOTOpO#

3JIOYMBIIIJICHHUK TIE€PEAACT COO6IJ_[CHI/I$I oT O,[[HOI71 JKCPTBbI

MmoACJIylHIMBaHHA,

JPYroii, YTOOBI 3aCTaBUTh UX MTOBEPUTH, YTO OHU PA3TOBAPUBAIOT
HEIOCPEICTBEHHO JIPYT C IPYrOM

TloaknroyeHre K akTUBHOU
ceccuu

Bzsarue oA KOHTPOJIb aKTUBHOI'0 CCaHCA CBA3HM MCKAY ABYMA
SJICMCHTAaMHU CCTH. 3J'IOYMBII_HJ'ICHHI/IK MOKCT HOJYYUTH BAXKHYIO
I/IH(i)OpMaLII/IIO, B TOM 4YHCJIC U KOH(I)I/II[GHI_II/IaJIbHYIO

[lepexBat uHpOpManun

HecaHKIIMOHMPOBaHHBINM MepexBaT M (MHOTIA) MOIU(pHUKALUSI
YaCTHOM KOMMYHHUKAIMM, HamnpuMmep Tele(OHHBIX 3BOHKOB,
MI'HOBEHHBIX COOOIEHUH, COOOLIEHUH 3JIEKTPOHHON MTOYTHI

ITaccuBHOE MMOJIYYCHHC BHYTpeHHCI‘/'I I/IH(bOpMaI_II/II/I O CCTH:

CereBas pa3BClKa IIOAKJIFOYCHHBIC YCTpOﬁCTBa, HCHOJ’ILSy@MLIﬁ IIPOTOKOJI,
OTKPBITBIC ITOPTHI, UCITOJIB3YEMBIC CJ'Iy>I(6LI UT. O.
Kpanca COCOIMHCHUA JId INEpe€aadyu JaHHBbIX, IpPpU OTOM

[TepexBaT coenvHEHUS

HE3aKOHHBIM XOCT JEHCTBYET KaK 3aKOHHBIM C LEIbI0 Kpaxu,
W3MEHEHUS WIN YAAICHUS Mepe1aBaeMbIX JaHHBIX

3. OTKJII04YeHUe

OTKIIIOYCHHE TUTAHUS

[TpennaMepeHHOe WM cay4aiiHOE MpepbhIBaHUE MK OOl B ceTH.
B 3aBuCHMOCTH OT 3aTpOHYTOrO CErMEHTa CETH U BPEMEHH,
HEOO0XOUMOTO JJIi BOCCTAHOBJIEHUS, OMACHOCTh 3TOH yrpo3bl
BAPBUPYETCSI OT BBICOKOM 10 KPUTUYECKON

Cooit ycTpoiicTBa

CO00i1 unu BBIXOJT U3 CTPOS almnapaTHOTO yCTPOicTBa

COoli cucTeMbl

CO0o0i1 mporpaMMHBIX CITY>O WU MPUITOKEHHMI

IToreps cepBuca
MOJIEPIKKH

Henocrynuocts  ycnyr HEOOXOJIUMBIX IS

NpaBUIBHON paboThl HHYOPMAITMOHHON CHCTEMBI

MMOAACPIKKHU,

4. TexHnyeckuu cooii

VYa3BUMOCTH Ha
MIPOrpaMMHOM ypPOBHE

VYerpoiictBa loT wacto ysa3BUMBI M3-3a cnaObIX Maposie,
HEU3MEHEHHBIX I1apOjI€, YCTAHOBJIEHHBIX II0 YMOJIYAHUIO,

MIPOrPaMMHBIX OIIMOOK U OMINOOK KOHPUTyparuu

CropoHHHE OITHOKH

OmnOKM B aKTUBHOM 3JIEMEHTE CETH, BbI3BaHHBIE HETIPaBUIIbHOMN
HaCTPOMKOM JPYroro 3JIeMeHTa, KOTOPbIA UMEET K HEMY NPsIMOE
OTHOLIECHHE
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E.A. BepewjarumHa
Mpo6nemMbl 6e3onacHocT UHTEepHeTa Belyei 1.0. Kaneukwii
A.C. ipMoHOB

5. Karactpogsi

HaBongHeHus1, CHIIBHBIE BETPBI, CHJIBHBIC CHErOIAJbl, OIIOJI3HH
Cruxuiinsie OeacTBus U IpyTU€ CTUXHIHBIE O€ICTBHSA, KOTOpPHIE MOTYT IOBPEIUTH
yCTpOMCTBA (hU3HUECKH

ABapuu B cpele asBepTbiBaHus  loT-o0opynoBanus,
ABapuu B cpene l0T P pedt bassep pyA
MIPUBOSAIINE K UX HEPAOOTOCITOCOOHOCTH

6. ®u3nueckasi ataka

Moaudukanus ycTporcTBa, BHECEHNE U3MEHEHUN B YCTPOMUCTBO

Monuduxamms P yerp ’ . eI
N (Hampumep, TyTEeM WCIOJIb30BAaHUS IUIOXOH KOHpUTyparuu

CTpoiicTBa

yerp MIOPTOB, MCIIOJIb30BAHMSI OTKPBITHIX TIOPTOB)

YHuuroxxenue ycrporcrsa | [lopya, kpaxa u T. 1.
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E.A. BepewjarumHa
Mpo6nemMbl 6e3onacHocT UHTEepHeTa Belyei 1.0. Kaneukwii
A.C. ipMoHOB

2.3. IIpo0JieMbl 0€30MaCHOCTH TEXHOJIOTHIl HHAYCTPHAJBHOIO
HNuTepHeTa Beleu

[Tpexae yeM BBIICHUTH akTyanbHbIe 11 10T yrpo3sl, HEOOX0AMMO OTPEAeTUTh TEXHOIOTHH,
KOTOpBIC IPUMEHSIFOTCS B IaHHOU oOnactu. B Tabnuie 2 npeacrasnens TexHoioruu 110T.

Tabauua 2. TexHosoruu HHAycTpUaIbHOro UHTEepHeTA Bemeit

TexHoJiorus Onucanune

VYerpolicTBa, OCHAIEHHBIE BCTPOCHHBIMM TEXHOJIOTHUAMMU
Koneunsle yctpoiicta 0T cbopa, 00pabOTKH, XpaHEHUs, Mepeaadyd HHGOPMAIHH,
MHTEIJUIEKTYaJIbHOTO IPUHATHS PEIICHUN

TGXHOJ'IOFI/ISI, o6nerqa10ma;1 IMpsAMYHO CBA3b MCKIY

MesxmainnaHas cBsa3b (M2M) .
YCTPONCTBaMHU B CETH 0€3 y4acTHsI YeJIOBeKa

Hpouecc HU3YYUYCHUSL OI'POMHOI0 KOJHMYCCTBA Pa3JIMYHBIX
. TUIIOB Ha60 OB IAaHHBIX, BUJACO U ayaAHNO, CTCHCPUPOBAHHBIX
Awnanus Big Data P ’ YAHO, pup
B pCaJIbHOM BPEMCHU HHTCIJICKTYAJIbHBIMU  OAaTUYUKaAMH,

YCTPOMCTBAMH, KypHAJIaMU

Y CcOBEpIICHCTBOBAHHBIE IIPOMBILIUICHHBIE po0OTHI,
Ha/IeJICHHbIE IS peLeHus CJIO’KHBIX 3ajau
PoboToTexHuka UHTEJUIEKTYaJIbHBIMU ~ BO3MOYKHOCTSIMHM,  TakKMMHM  Kak
CIOCOOHOCTh YYHUTHCS HA CBOMX OLIMOKAX U MOBBIILIATH CBOIO
IIPOU3BOIUTENILHOCTb.

AJNTOpUTMBI, KOTOpBIE IIO3BOJISIOT KOMITBIOTEPAM
HcKyccTBEHHBIN MHTEIIIEKT Y BBIYMCIIMUTEIIEHBIM MalIMHAM BBINOJIHATH 3a/1a4d, KOTOPbIE
OOBIUHO BBIMOJIHAIOT JIFOHU.

AJ'IFOpI/ITMLI, KOTOPBIC IMO3BOJIAIOT KOMIIBIOTCPaAM
MamuHHOe 06yquI/Ie JIENiCTBOBATh U yayduaTrb CIIOCOOHOCTH MMPOTHO3UPOBATH 0e3
SIBHOT'O IIPOTrpaMMUPOBaHU.

Pemenusi, KOTopble OTCIEKNUBAIOT COCTOSTHUE 000PYIOBaHMS,

[Iporuozupyromiee MPOTHO3HUPYS, KOIZla MOXET NPOU30HTH cOOW, A
oOciTyXK1UBaHUE 3¢ (HeKTUBHOrO 00CIIY’)KMBaHHUSI C MUHUMAJIbHO BO3MOXKHOMU
Y4aCTOTOU.

TCXHOHOFI/II/I, IMO3BOJIAIOIIHEC CO6I/IpaTL n O6T>€I[I/IH$ITB JaHHBIC

MOHI/ITOpI/IHFBpe)KI/IMe 0o 0e30macHOCTH OT KOMIIOHEHTOB CUCTCMBI, a TaKXC
PCaJIBbHOIO0 BPpEMCHHU OTCJIC’KMBATL W AHAJIM3UPOBATH CO6BITI/ISI, MMPOUCXOAAIIINC
B CCTH.

MerTo/ibl aHaNIU3a PA3IMYHBIX TUIIOB MTOTEPh, KOTOPHIE MOT'YT
Pacmmpennas ananutuka
BO3HUKHYTh B Cpele, C MEeIbl0 HUX YCTPAHEHUS WA
YOBITKOB
YMEHBIIIEHUS.

Pemenus, oOecrneunBaromue A0CTYH K OOIIKMM Habopam
pecypcoB, TakMUM KaK CETH, CEpBEpbl M TPHIIOKEHUS,
C MUHUMAJIbHBIMU ~ TpeOOBaHUSIMH K  YIPABJICHUIO
Y B3aUMOJICHCTBUIO C MIOCTABLIMKOM YCIYT.

KOMHBIOTCpHBIe BBIYMCJICHUA
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E.A. BepewjarumHa
Mpo6nemMbl 6e3onacHocT UHTEepHeTa Belyei 1.0. Kaneukwii
A.C. ipMoHOB

TexHonoruu, KOTOpPHIE H3MEHSIIOT BOCHPHUATHE pEabHOU
JlononHeEHHAs peaIbHOCTh OKpYKalolllel  cpelbl, HWHCTPYMEHT [JIi  ITOBBILICHHUS

s dexTuBHOCTHU 3a/1a4 (HaIpUMep, PyYHOU COOPKN).

[TpoGaemser 10T u 0T BO MHOrOM OBTOPSIOT ApYT Apyra. cxost U3 BhIIETIEPEYUCICHHBIX
TEXHOJIOTHI MOKHO BBIICNUTH psijl npoodJaem Oe3onacHoctu 110T.
o Vazeumocmo ycmpoiicme u cucmem
Kaxaplii 1eHb Y1 CII0 HOBBIX YCTPOMCTB CTpEMUTENBHO yBenuuuBaeTcs. Bonpoc obecnieuenus
6e3onacuoctu 10T HEnB3s pemnTh W30IMPOBAHHO, HE OOECIEUMB IPYrue BUABI OE30MACHOCTH,
Takne Kak wuH(opManoHHas 0e30MacHOCTh, 0€30MacCHOCTh ONEPAIMOHHBIX  TEXHOJOTHMA
U ¢pusznueckas 0€30MacHOCTh. B TPOMBINUICHHBIX YCIOBUSAX 3TO MOXET MPEACTaBIAThH
3HAYUTENIBHYIO POOJIEMY, TaK KaK OOJBIIMHCTBO CHCTEM 3TOTO THUIA ObLIM pa3zpadoTaHbl 03 ydyera
TpeOoBaHui Oe3omacHOCTH [62], W TOATOMY VYS3BUMOCTH B TMOJ0OHOM O0OpYIOBaHHH
oOHapyxuBaroTcs Bee vaiie [63].
e (Cnosxcnocms ynpasieHusi npoyeccamu
B nononaenue k 601bII0H MITOMIAIN aTaKK C YI€TOM OTPOMHOTO KOJIHYECTBA ITOAKIIOYSHHBIX
YCTPOMCTB CIEAYET YUYUTHIBATH MHOKECTBO CIIOKHBIX MTPOLIECCOB, CBSI3AHHBIX C HHTEIJUICKTYAIbHBIM
npousBoicTBOM. B cucremax 10T ynpaBnenue nporeccamu npeacTaBisieT co0oii mpodieMy ¢ TOUKH
3peHusi 0€30MacHOCTH, MOTOMY YTO (DYHKIHMOHAIBHOCTH M 3(PGEKTUBHOCTh PabOTHI YCTPOWCTB
OOBIYHO CYUTAIOTCS O0Jiee MPUOPUTETHBIMU, YeM 0€30MacHOCTb.
o  Konsepeenyus unghopmayuonnvix u onepayuonuvix mexronozuil (MT/OT)
[TpoMbIlIIEHHBIE CUCTEMBI YIIPABICHHS MepecTalid ObITh U30JMPOBAHHBIMU MOCIE TOTO, KaK
BHeapeHue WT-KOMIOHEHTOB B MPOMBILIUIEHHOCTh CTajo OOBIYHOM mpakTHKoi. KoHBepreHuus
opranm3auuii ¢ nopaep:xkkon NT-cereil ympocTtuiia ynmpaBlICHHE CIHOKHBIMU CPEAaMHU, a TaKKe
MpUBHECTIa HOBBIE Yrpo3bl Oe3omacHocTd. ComyTcTByromue (akTOphl BKIIOYAIOT HEOE30IacHbIe
CeTeBbIC COCMUHEHUs (BHYTPCHHHE W BHEIIHHUE), WCIOJB30BAHUE TEXHOJIOTHHA C HW3BECTHBIMHU
VS3BHUMOCTSIMH, KOTOPBIE BHOCAT paHee HEW3BecTHhie pUCKU B cpeny OT, m HemocraTodyHOE
noHuManue TpeboBanuii s cpen ICS.
e CnodxcHocms YyenouKku noCmMagox
Kommnanuu, KOTOpbIE MPOW3BOAAT MPOIYKTHl WM PEIICHHS, PEIKO MOTYT MPOHU3BOJUTH
CaMOCTOSITENTFHO BECh MPOIYKT IEIMKOM W OOBIYHO OOpaIIaroTcsi 3a MOMOIIBIO B MPOU3BOICTBE
OTJIENBbHBIX KOMIIOHEHTOB K TPETbUM JHIaM. Pa3paboTka TEXHOJOTHYECKH CIOKHBIX MPOAYKTOB
MPUBOJUT K YPE3BBIYAITHO CIIOKHOH 1IETIOYKE MOCTABOK C y4acTHEeM OOJBIIOr0 KOIWYEeCTBA JIOACH
Y OpraHM3aIlHiA, YTO JeTaeT €€ YPE3BBIYAHO CIIOKHOM C TOUKH 3peHHusI yrpaBieHus. HecriocoOHOCTh
OTCIEIUTh KaXJblli KOMIIOHEHT JO0 €ro HCTOYHHUKA O3HAuaeT HEBO3MOXKHOCTh OO0ECIeUUuTh
0e30macHOCTh TMPOIyKTa. be30macHOCTh 1eToro MpOIyKTa OIEHHBAETCS MO €r0 camoMy clabomy
(c ToukH 3peHus 6€30MacHOCTH) 3BEHY.
e Vemapeswue npomviunennvie cucmemul YnpasieHus
YcrapeBiiee 000pyI0BaHHE SBISIETCS CYIIIECTBEHHBIM MPEMSATCTBUEM JJIsi BHEIPEHUS CUCTEM
0e3omacHocTH. [IpON3BOIUTENN YCTAaHABIMBAIOT HOBBIC CHCTEMBI TIOBEPX YCTAPEBITUX, U 3TO MOXKET
MPUBECTH K HEIPPEKTUBHOCTH MPESKHUX MEp 3allUThI, a TaKXKe K MPOSBIICHUIO HEU3BECTHBIX
VSI3BEMOCTEH, KOTOpPBIC ObLTH HEAaKTUBHBIMH B TEUCHHE MHOTHX JIeT. /[o0aBIeHNEe HOBBIX YCTPOWCTB
10T x ycrapeBmeMy 000py/IOBaHHIO BBI3BIBAET 00OCHOBAHHBIC OTIACCHHUS, TAK KAK MOXKET ITO3BOJIUTH
3MIOYMBINIICHHUKAM HAWTH HOBBIN CIIOCOO B37I0Ma CHCTEM.

http://izd-mn.com/ 34

S(CS
AT
N

°
°



E.A. BepewjarumHa
Mpo6nemMbl 6e3onacHocT UHTEepHeTa Belyei 1.0. Kaneukwii
A.C. ipMoHOB

e Hebe3zonacuvie npomoxoivi
[Tpon3BOACTBEHHBIE KOMIIOHEHTBHI COEAMHSIIOTCS IO YAaCTHBIM IPOMBIIIJICHHBIM CETAM,
UCIIOJIBb3YS ONPECIICHHBIE TPOTOKOJIbI. B COBPEMEHHBIX CETEBBIX CpeflaX 3TU MPOTOKOJIBI YacTO HE
o0ecneurBalOT HAUISKAIIYIO 3alUTY OT YIpo3.
o Yenoseueckuii hakmop
BHenpeHre HOBBIX TEXHOJOTHMH O3Ha4yaeT, yTo paboyume W HMHXKEHEPhl 3aBOJA JOJIKHBI
MIPUMEHSITh HOBBIE CIIOCOOBI pabOThI ¢ HOBBIMU THUITAMU JAHHBIX, CETAMU U cucTeMamu. Eciu oHu He
OyayT 3HaTh O PUCKaX, CBA3AHHBIX CO COOPOM, 0OpabOTKOW M aHAITM30M JaHHBIX, OHH MOTYT CTaTh
JIETKOM LENbIO VISl 3JI0YMBIIIJICHHUKOB.
e Heucnonv3yemvle ynkyuu
[IpoMblnieHHasT TEXHUKA MpeaHa3HadeHa [UIsl MPEAOCTaBICHHUS OOJIBIIOrO KOJMYECTBa
(GYHKIMN B yCIyT, 4YacTh KOTOPBIX MOXKET OBITh HEBOCTPEOOBAHHON HA OTAECIHLHOM IPOHM3BO/ICTBE.
B npoMBIIIIEHHBIX Cpeax MalluHbl WK UX OTAEIbHbIE KOMIOHEHTHI YacTO MCHOJB3YIOT HE BECh
JIOCTYIHBIA (PYHKIIMOHAI, TIPH 3TOM HEUCHOJIb3yeMble (PYHKIIMU MOTYT 3HAYUTEIFHO PACIIUPHTH
00JIaCTh MOTEHIMAILHOW aTaKH U CTaTh BOPOTAMH IS 3JI0YMBIIIIJICHHUKOB.
e (Obecneuenue bezonachocmu npooyKma nocie e20 peaiu3ayuu
be3zonacHOCTh ycTpoiicTBa TOJKHA OBITH MIPEIMETOM PACCMOTPEHHUS HAa MPOTSHKEHUH BCETO
’KHU3HEHHOTO LIMKJIA MMPOAYKTA, JaKe B CIIydae OKOHYAHHS CPOKa CITyKObI YCTPOWCTBA.
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E.A. BepewarmHa
Mpo6nemMbl 6e3onacHocT UHTEepHeTa Belyei 1.0. Kaneukwii
A.C. fipmoHoB

2.4, Knaccudukanusi yrpo3 nHaycrpuajbnoro UurepHera Bemeii

Axtussl 10T npencraBnens! B npunoxenun b.
Hcxons w3 OmpeneeHHbIX aKTUBOB Oblia cocTaBiieHa kiaccupukamus yrpos 10T,
IpeCcTaBIeHHAs Ha pUCyHKe 2.1 1 moapoOHO pacKpbiTas Ha pucyHkax 2.2—2.9.

Pucynoxk 2.1 — Knaccuduxauus yrpos |1oT

Hwxe npuBoauTCs onrcaHue Ka)X a0 yrpo3sl.

>
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Mpo6nemMbl 6e3onacHocT UHTEepHeTa Belyei

E.A. BepewjarumHa
WN.0. Kaneuknit
A.C. ipMoHOB

1. Omkas3 unu évixo0 us cmpos JjiemMenmoe cucmemal.

Otka3 unu BBIXO U3
CTpOA 3JICMCHTOB

CUCTEMBI
CO0oi1 U BBIXOA Otka3 nwim OKcIutyaranus .
. Otka3z nim cooii
U3 CTPOst BBIXOJI U3 CTPOSI YSI3BUMOCTEMN
y MOCTaBIINKOB
KOHEUYHBIX CUCTEM IIPOTrPaMMHOTO o
yctpoiicTts 10T YITPaBIICHUSA obecrieueHus yeayr

PucyHnok 2.2 — OTKa3 Uiy BBIXOJ U3 CTPOS DJIIEMEHTOB CUCTEMBI

a) coot unu 6vix00 u3z cmposi koueuwvix |l0T-ycmpoiicme BO3HUKAaeT NpU YCIOBHH

HCHAJJICKAaIICro 06CJIy>KI/IBaHI/I$I n HCCO6J'IIOI[6HI/I$I PYKOBOACTB U I/IHCTPYKI_[I/Iﬁ 10 3KCIUTyaTallunu

YCTPOMCTB;

0) omkaz unu 6bIX00 U3 CcMposi CUCMeEM YNpaeieHus MOXKET IPOU30UTH, €CIu He

obecrieunBaeTcsl Hajajekamee OOCITyKHBAHHE W COOJIOAEHHE DPYKOBOJACTB M HMHCTPYKIHH IO

IKCILTyaTalluu YCTPOﬁCTB;

B) IKCnryamayus yﬂ36Z/IMOCm€L7 npocpammroco obecneyenus CTAHOBUTCS BO3MOXKHOM H3-3a

OTCYTCTBUSI OOHOBJICHH, UCIIOJIH30BAHUS CIA0BIX MApOJICH WUITH MapoJiel Mo YMOIYaHUIO, a TAaKKe

HENpaBWIbHOM KOH(pUTrypauy,

') omKka3 unu c6oli y nocmaguukos ycaye BIedeT 3a Co00i HapyllIeHHe MPOIecCOB, KOTOPbIE

3aBUCAT OT CTOPOHHUX CCPBUCOB.
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Mpo6nemMbl 6e3onacHocT UHTEepHeTa Belyei 1.0. Kaneukwii
A.C. ipMoHOB

2. Ymvuunennoe oeiicmeue:

OTka3 B 00CIyKUBaHUU

Bpenonocnoe I10

VYrpasieHre nporpaMMHBIM U
anmapaTHbIM oOecrieueHueM

YMBIIJIEHHOE

oo e ManunynupoBanue nHpopMalen

LleneBas araka

VYTeuka IICPCOHAJIBHBIX JaHHBIX

Brute-Force araka

PucyHnok 2.3 — YMbIluIeHHOE JIelicTBUE

a) omkaz 6 obcnyxHcusaHuy — ataka 3TOro TUIIA MOKET ObITh JByHanpaBieHHOW. C o1HOM
CTOPOHBI, OHa MOKET OBITh HaresieHa Ha cuctemy I1oT, mpu 3TOM B crucTeMy OTIpaBiseTcst 0ObIIOoe
KOJIMYECTBO 3aIPOCOB, YTO MPHUBOAUT K HEJOCTYITHOCTH CHCTeMBI U cOosiM B pabote (DoS-artaka ot
anri. Denial of Service — «oTka3 B o0ciyxxuBanuu»). C qpyroil CTOPOHBI, 37I0yMBIIICHHUK MOXET
BOCIIOJIb30BaThCsl 0OJbIIMM KomudecTBOM ycTpoicTB IIoT B mpomblnuieHHONM cpeae M co3AaTh
apmuto Ootr-cereit IoT B kauecTBe mIaTGOpPMBI Ul aTakd Ha KaKylo-IMOO JAPYIYl0 CUCTEMY
(DDo0S- araka ot auru. Distributed Denial of Service — «pacnpeneneHHas araka Thma “oTkas
B 00CTY)KUBaHUU "»);

0) speoonocnoe 110 mponukaer B IloT ¢ 1enblo BBINOJHEHUS HEXKENATENbHBIX
Y HECAaHKIIMOHUPOBAHHBIX AEHCTBUI, KOTOpbIE MOTYT HAaHECTH yuepO cHCTeMe, ONepalliOHHBIM
IIpoLeccaM U CBA3aHHBIM JaHHBIM. BUpyChI, TPOSHCKHE KOHU U IIITMOHCKUE IPOrPaMMBI SIBIISIFOTCS
TUMIWYHBIMU IIPUMEPAMH 3TOU YTPO3BI;

B) Ynpasnenue npocpammHuiM U annapamusim obecneveruem WIN NPUI0KEHUSIMU YCTPOUCTB
3JI0YMBIIIJIEHHUKOM SIBJISIETCSI HECAaHKIMOHMPOBAHHBIM U B cepe npombluieHHBIX cucteM loT
MO>KET BKJIFOYATh B c€0s1 MAHUITYJISILIUU C IPOMBIIIIEHHBIM pOOOTOM, MAHUITYJIILIUU C YCTPOHCTBAMU
Y U3MEHEHHUE X KOH(UTypaluy;

T') MAHUNYIUPOBAHUE ungopmayuei MOAPa3yMeEBAET HeXellaTeJIbHOe
Y HECAaHKIIMOHUPOBAHHOE M3MEHEHHUE JAHHBIX 3J0yMbINUIEHHUKOM. Cioga MOXeT BXOAUTH
komnpometanuss OT wim cucTteM NOAAEPKKHA MPOU3BOACTBA, Takux kak SCADA 5, MES€,

5 SCADA (or anrn. Supervisory Control And Data Acquisition — «rucnieTdepckoe ynpasieHne u c6op
JAHHBIX») — IPOrPAMMHBII MAKeT, MpeIHa3HAYCHHBIH 171 pa3paboTKU WK obecrieueHus: paboThl B pealbHOM BPEMEHH
cucreM cbopa, 00paboTKH, 0TOOpaKEHHS M ApXUBUPOBaHUs HHPOpManuy 00 00beKTe MOHUTOPHHTA WIIH YIIPABICHHS.

® MES (or amrm. manufacturing execution system - «cucTema ynpaBieHHs MPOM3BOJCTBEHHBIMH
HpOLECCaMiy») — CIEHAIU3UPOBAHHOE MPUKIIAJHOE IPOrpaMMHOe 00ecIieueH e, PeAHa3HAYCHHOE AT PELICHHS 33134
CHHXPOHHU3aLUH, KOOPANHALIMH, aHAITI3a 1 ONTUMHU3ALNH BBIITYCKA MPOIYKIHH B PAMKaX KaKoro-aubo Mponu3BOACTBA.
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E.A. BepewjarumHa
Mpo6nemMbl 6e3onacHocT UHTEepHeTa Belyei 1.0. Kaneukwii
A.C. ipMoHOB

Y MaHUITYJIMPOBAHUE JaHHBIMU Tporiecca. Bo3MOKHBIE TTOCTIEICTBHSI MOTYT BKJIFOUATh HEYMECTHBIE
pellIeHus, OCHOBaHHBIC Ha (aIbCU(PUIIMPOBAHHBIX JaHHBIX,

) yenesass amaxka HaNpaBlIeHa HAa KOHKPETHYIO OpraHM3amuilo (MM Ha KOHKPETHOTO
YeJIoBeKa B JTOW OpraHW3aliH) C IENbI0 HAHECTH YyIIepO OpraHW3alluH, HANpUMeEp B3SATh IOJ
KOHTPOJIb CUCTEMY C IOMOUIBIO Pa3IMYHBIX TEXHHUYECKUX CPEACTB, TAKUX KAaK B3JIOM KIFOYEBBIX
YCTPOUCTB ¥ (albCUPHUKAIMS TEJICMETPUH, BBOIAIIAs B 3a0dyXKIECHHE HEOCBEIOMIICHHBIX
oreparopoB. K IpyrumM ornacHOCTSIM OTHOCSITCS HAHECEHHE yliepOa permyTaluy Wik Kpaka CEeKpeToB
kommanuu. Korjga menpio sBiseTCs NMPOU3BOJACTBEHHAS KOMITAHUS, 3J0YMBIIUICHHUK MOXKET,
HampuMep, TMOMBITaThCSA YKPAacTh (OpMyNBl WIM peuenthl M MpOoAaTh HMX KOHKYPEHTaM.
3MOYMBIIIJICHHUK TaKXe MOXXET HCIOIb30BaTh HCKYCCTBEHHBIM HHTEUICKT Ui BBIIOJHEHUS
MEPCOHATM3UPOBAHHON aTakW, MpeIHA3HAYEHHOW [UIs BBIOPAHHOW TpYIIBI WM OTIEIBHBIX
COTPYZIHUKOB. JTa aTaka OTJIUYACTCs 10 MaclITady OT aTak, [EJIbI0 KOTOPBIX SBIISICTCS 3apayKCHHUE
YCTPOWCTB BCEW KOMITAHWUU TIPH TOJAKIIOYCHUU K OIPEICIICHHOMY BeO-CalTy, IMOATOTOBICHHOMY
3JIOYMBIIIJICHHUKOM, JIMOO HCIOJb30BAHUM YCTPOMCTBA WM MHPOTPAMMHOTO  OOCCIICUCHUs
C ONPE/ICIICHHON YSI3BUMOCTBIO;

€) ymeuxa nepcoHaiIbHbIX OAHHBIX MOXKET IPUBECTH K KOMIIPOMETAIIUU JTHYHON HH(POPMAIIHH,
XpaHsIIehcss Ha ycTpoiicTBax wiu B oOmake. llenb 3JI0yMBINIUIGHHUKA — TOJYYHTh
HECAHKIIMOHHPOBAHHBIN JIOCTYII K JAHHBIM TAKOTO POJIa M UCIIOJIb30BaTh UX HE3aKOHHBIM CIIOCOOOM.
B mpou3BOACTBEHHBIX KOMIIAHHMSX K TOJOOHBIM JAQHHBIM MOTYT OTHOCHUTBCS HWMEHA U POJIH
nonib3oBareneit cuctemsl OT. IIpon3BoacTBeHHbBIE TaHHBIE HE CYUTAIOTCS KOH(MUICHIIMATEHBIMU, HO
X YT€UKa TaKkKe MOXKET CO3/aBaTh NpPOOJEMBI, €CIM OHHU CBSI3aHBI C PAa0OTON OTHEIBHBIX
COTPY/IHHUKOB,

k) Brute-force amaxka (ot auri. brute force — «rpy6ast cuna») 03Ha4aeT MOMBITKY MOIYYUTh
HECAHKIIMOHMPOBAHHBIA JIOCTYIl K pecypcaM OpraHu3aiuy (HanpuMmep, K JaHHBIM, CHCTEMaM,
yCTpoiCTBaM M T. [1.), YrajaB MNpaBWIbHBIA KJIIOY WJIM Iaposib C IOMOIIbI0 mepedopa Bcex
BO3MOJKHBIX COYETaHUI CUMBOJIOB. OpraHn3aluy, KOTOpbIe pa3penaoT UCII0JIb30BaHHE HECTIOKHBIX
naposie winm napojeil Mo yMOJ4aHHIO JJIsi MPOMBIIIJIEHHBIX YCTPOHMCTB M CHUCTEM, OCOOEHHO
YSI3BUMBI JJIS1 TAKHMX aTaK.

3. Ilpasoeoe napywenue:

[IpaBoBo€ HapylieHuE

Hapymenne
3aKOHO/IATEIbCTBA, HOPM, Hesbinonnenue
TIpaBmiI TpeGoBaHHUil
3noynoTrpediieHne TOKYMEHTAIHH

MNEPCOHAJIBbHBIMU JaHHBIMHA

Pucynok 2.4 — IIpaBoBoe HapyeHue
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a) HapywieHue 3aKOHOOAMeNbCmed, HOPM, Npasul u 310ynompebreHue nepcoHANbHbLIMU
OAHHBIMU MOJCEm npueecmu K IOPUAMYECKUM IpodiieMaM M (UHAHCOBBIM moTepsiM. OmacHOCTh
CBsi3aHAa C 00paOOTKOW NEepCOHAJbHBIX [JaHHBIX, HApUMEpP IPU HCIOIb30BAHUU KOHEUYHbIX
ycrporict 10T 6e3 cobmoeHns MECTHBIX 3aKOHOB HJIH HOPM.

0) HesbinonHeHue mpebogaHull OOKyMeHmayuy BIICYET 3a cO00i HapylleHHEe TOTOBOPHBIX
TpeOOBaHUN MPOM3BOAUTENSIMH KOMIIOHEHTOB M TMOCTaBIIMKAMU IPOTPAMMHOTO OOECTIeUCHHS
B CJIy4ae HEBO3MOXKHOCTH 00€eCneunTh TpedyeMbie Mephbl 0€301acHOCTH.

4. Henpeonamepennoe nogpeixcoenue 31eMeHn o8 CUCHEeMbl.

Henpennamepennoe
ITIOBPEKICHHE
IEMEHTOB CUCTEMBI

Henpennamepennoe HekoppekTHoe

N3MEHEHUE JaHHBIX HUCIIOJIL30BaHUE UIIU VYiep06, HaHeCEeHHBII

WU KOH(pUrypanuu aJIMHHACTPUPOBAHUE TPEThEH CTOPOHOM
B cucteme OT YCTPOMCTB M CUCTEM

Pucynok 2.5 — HenpegnamepeHHO€ MOBPEXKACHUE JIEMEHTOB CUCTEMBI

a) HenpeOHamepeHHoe usmeneHue OanHblx unu Konguaypayuu 6 cucmeme OT, BBIIIOJIHEHHOE
HE/I0CTaTOYHO OOYUYEHHBIM COTPYJHHKOM, MOXET BbI3BaTh HapylleHue padbodero mporecca. [Jaxe
C 10OpbIMM HaMEpEHMSIMU HEKBaNIU(UIIUPOBAHHBIM PaOOTHUK, HE IMOA03pEBas O MOCIEICTBMIX,
MO’KET BHECTH HEHaJUIe)Kalllie U3MEHEHUS B CUCTEMY, OCOOEHHO €CIIM OH MOJIy4aeT MOJTHOMOYMS,
MIpEBBILIAIOIINE HEOOXOTUMBIE;

0) HexoppexmHoe Ucnonb306anue unu aomunucmpuposatue ycmpoicms u cucmem 110T/OT
HE/I0CTaTOYHO 00YYE€HHBIM COTPYJHUKOM MOXKET MPUBECTH K HapyIIEHUIO paboyero mpouecca win
¢du3nyecKkoMy NMOBPEKICHUIO YCTPOHCTBA;

B) yuep0, HaneceHHbll mpemvell CMOpPOHOU, MOKET TIPUBECTHU K MOBpexkaeHHI0 akTuBoB OT.
Ecnu cTopoHHss opranu3anys IMeeT HEKOHTPOJIUPYeMbIi ToCcTym K cucteme OT, Hanpumep B Lesax
oOCITy>)KMBaHUSI WJIM OOHOBJICEHUSI MPOTPAMMHOTO OOECIeUYeHUs, HapyIIeHUs1 O0€30MacHOCTH ITOM
OpraHu3aiyei MoryT HaHeCTH yIepO KOMIIaHUH, KOTOpas MOJy4yaeT yCiayTy.
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5. Qu3uueckasn amaxa.

dusnueckasa araka

Kpaxka vnu Banganuzm Cabotax, muBepcus

Pucynok 2.6 — ®usnueckas araka

a) Kpaodica u 6aHoaniusM MOTYT MPUBECTH K HE3aINIAaHUPOBAHHBIM MPOCTOSIM MPOU3BOICTBA,
MOCKOJIbKY 3aMeHa MOBPEXJACHHOTO WU YKPaJIeHHOTO YCTpOicTBa TpeOyeT BpPEMEHH, HHOT/a
3HAYUTENBHOTO;

0) cabomaogic, Ousepcusi MOTYT OBITH OCYIIECTBIICHBI 3JIOYMBINIJICHHUKOM IPH MOTYYCHHH
(U3NIECKOTO OCTyIa K YCTPOWCTBAM BCJIEICTBUE HENPABWIBHON KOH(HTypamueld MmopToB W MX
OTKPBITOCTBIO. 3MOYMBILIUICHHUK TakK)K€ MOXET HCIONb30BaTh JOCTYN Ui  BBIIOJHEHUS
HECaHKIMOHUPOBAHHBIX JIEHCTBUH oleparopa.

6. Omkxknrouenue ycmpoiicme:

OTtkiroueHune
YCTPOWCTB
OTkiroueHue ceTu OtkiroueHne IToreps yciyr
CBA3U ANEKTPONIUTAHUS MOAJIEPIKKHU

Pucynok 2.7 — OTKIII04eHUE YCTPOUCTB

a) OMKIIOYEHUe Cemu C853U MOdCem npousoLimu u3-3a npodiaem ¢ kabenpHoH, 6ecITpOBOIHON
WM MOOHIIEHOM CETHIO;

0) omxoueHue 31eKMponumanuss MOKET CTaTh PE3YJIbTaTOM cOOsl B pabOTe WIIM BbIXOJIA U3
CTpOst JII00OT0 MCTOYHHUKA MUTAHHUS M, B CIy4ae OTCYTCTBHMS aBapUWHOIO MCTOYHHKA MUTAHHS,
MPUBECTH K CEPbE3HBIM TIOCICACTBHSIM W3-32 BHE3AIHOTO TMPEKpAIleHHs] MPON3BOJICTBEHHBIX
MIPOLIECCOB,;

")
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B) nomeps yciye no0oepi#cKu TPOUCXOAUT BCIEACTBUE COOSl WIM HEUCHPABHOCTU CHUCTEM,
MOAICPKUBAIOIINX TPOU3BOACTBO UJIU JIOTUCTHUKY.

7. Ioocnywueanue, nepexeam, Kpaxca ungopmayuu .

«YHenoBek nocepeauHe

[TepexBar mpotokona 0T

IlepexBar undopmanuu

[ToxcmymBanue

M IIepexBar i CereBas pasBenka
uHpopManuu

IlepexBar ceanca

COop undopmanuu

[ToBTOp COOOIICHMI

Pucynok 2.8 — IloacnymmBanue, nepexsaT U Kpaka MH(popMaIuu

a) «uenosex nocepeouney (MitM-ataka, anrn. Man in the middle) — aktuBHas araka
MOJICTYIINBAHUS, IPH KOTOPOH 3JI0YMBIIUIEHHUK NIEPEJacT COOOIIEHUs OT OJHON >KePTBBI APYTOH,
YTOOBI 3aCTaBUTh UX MOBEPUTH, YTO OHU PA3rOBAPHBAIOT HATIPSIMYIO IPYT C IPYTOM;

0) nepexsam npomorona loT o3nauaem B3THE IO KOHTPOJIb CYIIIECTBYIOIIETO CEaHCa CBSI3U
MEXTy JIBYMS DJIEMEHTAMH CETH. 3JIOYMBIIIICHHUK MOKET MPOCIYIIUBATh [IEHHYI0 WH()OPMAIIHIO,
B TOM 4HCIIE Mapoiid. B mepexBare MOTyT HCIHOJIB30BATHCS arpeCCHBHBIE METOJBI, HAIPUMED
MPUHYIUTEIFHOE OTKITFOUYEHUE UM OTKa3 B 0OCTY)KHBAHUH;

B) nepexeam uu@opmayuu eKkiouaem HECAHKIIMOHUPOBAHHBIN mepexBar (M WHOTAA
MOAN(UKAINIO) JIMYHBIX COOOIICHUH, TaKMX Kak Tele(dOHHbIE 3BOHKHU, MTHOBEHHBIE COOOIICHHUS,
COOOIICHUS AIEKTPOHHOMN TTOYTHI,

T) cemesas pazéedka TpeIoNaraeT NacCCUBHBINA M aKTUBHBIN cOOp BHYTPEHHEW HH(POpMAITUN
O CeTH: O TOJKIIOYEHHBIX YCTPONCTBaX, HCIOIb3YEMOM MPOTOKONE, OTKPBITHIX MOpTax,
UCTIOJIB3YEMBIX CIYX0ax U T. JI. C TOMOIIBIO OOIETOCTYITHBIX JAHHBIX U MPUIOKCHUN;

n) nepexéam ceanca (anri. session hijacking) moapa3zymeBaeT mepexBaT COCIUHEHHS IS
Mepelavyn IAHHBIX U MEePEKITF0YCHHIE €0 Ha HOBBIM XOCT BMECTO 3aKOHHOTO ISl KPaXku, N3MCHCHHUS
WIH yJAJICHUS TepelaBacMbIX JaHHBIX;

€) coop uHgopmayuy O3HAYAET MACCUBHOE IMOJTyYeHHWE BHYTpPEHHEH HHGOpPMAIMHU O CETH:
0 TTOJIKJTFOYEHHBIX YCTPOUCTBAX, HCIIOIB3yeMOM MPOTOKOJIE | T. JI.;

7
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K) n06mMop coobueHull WCTONB3YeTCS KaK araka, 4ToObl MaHUITYJUPOBATH IIEJIEBBIM
YCTPOMCTBOM WJIH COMBATh €ro paboTy MOCPEICTBOM 3JI0HAMEPEHHOTO UCTIOIH30BAHUS TOITYCTUMOM
nepeaayy TaHHBIX ¢ MHOTOKPATHOM €€ OTIPABKOM MITH 33JICPKKOM.

8. Kamacmpodga:

Karactpoda

CruxuiiHoe OefcTBre Dkonoruyeckas karactpoda

Pucynok 2.9 — Karactpoda

a) cmuxuiinoe beocmeue, TAKOE KaK HaBOJHEHUE, YAap MOJIHUY, CUJIbHBIN BeTep, JOXK/b HIIN
CHEroI1aJl, KOTOPOe MOXKET HaHEeCTH (pru3nyeckuil yiepo KoMnoHeHTaM okpyskatouien cpeast OT;

0) sKonoeuueckas kamacmpogha, HaAIpUMEP MOXKap, 3arPsA3HEHUE, B3PBIB, MOKET IIPUBECTU
K (pr3MYecKOMy MOBPEXICHHIO KOMIIOHEHTOB OKpYy»Karomel cpeast OT.

B nanno¥i rmaBe Obul mpoBeneH aHanu3 Oe3omacHocTu 0T, BbIsABIEHBI €ro MpoOeMsl,
onpenenensl aktuBbl 10T u 1l0T, cocraBiena knaccugukanus yrpo3 B COOTBETCTBUU
¢ 0003HaYEHHBIMU AKTHBAMHU.

Bonpocel o fanHomy pasjaeiy

1. Ha3oBuTe OCHOBHBIE TEXHOJIOTUU MHIYCTpUanbHOro MHTepHeTa Beniei.

2. [TpuBenute npuMepsl HeOe30MacHbIX TexHONOrui HTepHeTa Bemiei.

3. Ilepeuncinnre yrpo3bl U pucku MIHTEpHETA BEILIEH.

4. Packpoiite npoOnemy nanubix HTEpHETa Beliel, XxpaHaiuxcs B 00Jake.

S. Onummre kareropuu yrpo3 Murepuera Bemei.

6. Oxapakrepusyiite yrpo3sl IMHTepHeTa Bemiell, cBsi3aHHbIE C TEXHUYECKHMHU
aCIeKTaMHM €T0 JIECUCTBUS.

7. Packpoiite posib yenoBeueckoro (akropa B 0ezonacHoctu MHTepHeTa Bemeil.

8. [TpuBeauTe K1accupuKauo yrpo3 HHAYCTpuaibHoro ViHTepHeTa Berei.

9. Ha3oBuTe OCHOBHBIE aKTHBBI MHyCTpUaabHOTrO MHTEpHETA BEenieil.

10. Ha3oBute BuAbl aTak Ha MHAYCTPUAIBHBIA VHTEpHET Bemew u JaiTe uxX KpaTkoe
OIMCaHHUE.

11. Onummre yrpo3sl MOJACIAYUIMBaHUS, IepexBaTa U  Kpaxu HHPOpMAIUH

UHIYCTpUaIbHOro MHTEpHETA Bele.
12 Packpoiite yrpo3sl HeNpeIHAMEPEHHOIO TOBPEXKACHUS 3JIEMEHTOB CHCTEMbI
UHIyCTpHUanbHOro MHTEpHETA Belei.
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3. IlpuMepsbI yrpo3 AJis1 YCTPOIiCTB HHTEPHETA Bellei
B pa3/IMYHbIX cepax

3.1. UccaenoBanue yrpo3 Ha npuMepe YMHbIX 4acoB

B atom paszene npeacrasicH npuMep ucnonb3oBanus loT-ycrpoiictBa (cmapr-uacoB Apple)
B l0T-kpuMuHanucTiKe, YTOOBI TOKa3aTh, YTO pelieHus s cOopa naHHBIX ¢ ycrpoiicTB [oT u ux
aHaJlM3a Mo-MpeXHeMy OPUEHTHUPOBAHBI HA KOHKPETHBIE YCTPOICTBA.

YMmubIe yackl (aHri. smart watch), wim cmapr-uacel, — 3T0 Hapy4HbIE 3JEKTPOHHBIE YaChI
¢ HabopoMm nose3Hbix Gpynkuuii. Takue nudpossie ycTpoicTBa Ki1acCUu(PUIUPYIOTCS B COOTBETCTBUU
¢ ux (pyHknroHamoM. OH MOXET BKJIFOYaTh CHHXPOHHU3AIUIO CO cMapT(OHAMU, TPEKEp aKTUBHOCTHU
(putHec-Tpekep), B3auMoJIiCTBHE C APYroi HMU(PPOBON TEXHMKOW (HAmpUMeEp, C YCTPOHCTBAMH,
BXOJIAIIIUMH B CHCTEMY YMHOTO JIOMa).

CMmapT-4acel UCHIOIB3YIOTCSA Kak CMapT(HOH U MMEIOT B OCHOBHOM aHAJOTHYHBIC (PYHKIIWH.
Cpenu mpouero, yMHbIC 4achl MOKA3bIBAIOT JAaTy W BpeMs, CUMTAIOT IIArd, MOKa3bIBalOT MPOTHO3
MOTO/IbI, KypC BallIOT, Pe3yJbTaThl CHOPTHUBHBIX COPEBHOBAHHM, HOBOCTH, YBEIOMIISAIOT O HOBBIX
cooOmieHusix Ha TenedoHe, B COIMAIBHBIX CETSAX, WJIM HOBBIX 3JEKTPOHHBIX MUChMAaX, a TaKXKe
MHOTO€ JIPYToe.

Jis coenMHeHUsT CMapT-4acoB €O CMapT(HOHOM HUCIIONIB3YETCS TPU BHIA Nepeaayn JaHHBIX:
Wi-Fi, Bluetooth, coroBast cBsi3b. Hachl caMOCTOSTENBHO MEPEKIFOYAIOTCS MEKIY STUMH KaHaIaMU
CBs3HM, BbIOMpass Hamboyiee 3HEProd(HEeKTHBHOE MOIKIOYCHUE. BO3MOKHOCTH IMOAKITIOUCHUS
CMapT-4acoB K CETH UTPAET BAXKHYIO poJib npu cOope nnpopmanuu u3z Uutepuera. s Toro 4rods
OBITh TOJHO(QYHKIIMOHAIBHBIM ~ YCTPOMCTBOM, CMapT-4achl JOJKHBI HMMETh BO3MOXHOCTH
COEUHSATHLCS C IPYTMMHU YCTPOKUCTBAMU (Harpumep, co cMapTdhoHOM) U paboTaTh aBTOHOMHO. 3/1€Ch
Mbl uccienyem Apple Watch Series 2 (pucyHok 3.1) co cleaylomMMH TeXHUYECKMMHU
XapaKTepUCTHKAMHU:

HAByxbsaaepuslii unn Apple S2.

HecbeMHbIi BCTPOEHHBIN TUTUH-UOHHBIN aKKYMYJISTOP.

watchOS 2.3, watchOS 3.0, o6HoBIsiemsrii 10 watchOS 3.2.

Wi-Fi 802.11 b/g/n 2,4 I'Tu, Bluetooth 4.0, Bctpoennsiit GPS, NFC-uwit, cepBUCHBIH MOPT.

Emkoctbiit  cencopubiii  AMOLED-3kpan, Force Touch, 272 x 340 nukceneir (38  mm),
312 x 390 nmukceneit (42 Mmm), canupoBOe CTEKIIO.

JlaT4uKu: aKceIepoOMeTp, THPOCKOI, JTaTYHK CEpPACYHOr0 PHUTMA, BHEIIHEE OCBEIICHHE, IATIHK
oOmeHa cooOmmeHusiMA: SMS (TIpUBsI3aHHBIN ), JIEKTPOHHAs TT04Ta, iMessage.

3ByK: BUOpALLHsi, MEJIOIUH, [POMKOTOBOPHUTEITb.

Pucynok 3.1 — Apple Smart Watch S2
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Baxxno ormeTuth, uro Apple Watch Series 2 UMEIOT CKPBITBIN AHarHOCTHYECCKHIA mOpT [64].
VY Hero HeT pa3beMa ISl TOJCOCTUHEHHS Kalels, MO3TOMY B Cllydae MPOBENEHHUsS CyneOHOI
OKCHEPTU3bl HUCCICHOBAaHKE, B TOM YHCJIC IMOJYyYCHHE COOTBETCTBYIOIIMX JMaHHBIX ¢ Apple,
ocyIIecTBIsieTCs ¢ moMonisio iPhone, cuaxponusuposannoro ¢ Apple Watch.

B O0OCHOBHOM JKCHEpTOB WHTEpPECyOT crheaytomme nanHeie. GPS-manHbie, JgaHHBIE
0 Cep/ICYHOM pPHTMeE, BPeMEHHbIX MeTkax, MAC-ampece, CONMPSKEHHBIX YCTPOMCTBAX, TEKCTAX
COOOIICHUH ¥ AIEKTPOHHBIX IHCEM, KYPHAJIEC 3BOHKOB, CITUCKE KOHTAKTOB U T.I.

Tlonyuenue 0anHbIX U3 NAMAMU CONPANACEHHBIX YCMPOLICNE

UroObl Haiitu B i1Phone wundopmanuio, otHocsmiytocs k Apple Watch, neobxomumo
ocymectBuTh psia aeiictBuii [60]. [lepBoe ynomunanue o6 Apple Watch maxoaum B 6a3e qaHHBIX
com.apple.MobileBluetooth.ledevices.paired.db. Ee MoxHO HaiiTH 1O ClEAyIOIIEMY IyTH
B (aiinoBoii cucteme iPhone:

/SysSharedContainerDomain-systemgroup.com.apple.bluetooth/Library/Database/.

Orta 6a3a ganHbix conepxut UUID, ums, anpec, paspemieHHbii aapec, Last Seen Time (Bpemst
nocaenHero mocemtenus) u Last Connection Time (Bpemst mociaeanero moakiarouenus). Tak Kkak Ha
iPhone B aiimoBoM Karanore He co3mactcs oTAeiabHas manka s Apple Watch, mannsie Apple
Watch nyxHO MckaTh BO BHYTpeHHHUX (Qaiiiax npuiokenuii iPhone. B Hamiem ciyuae dacsl Apple
Watch ucnosp30Baanch BO BpeMs paboThl co cieayrommmu npuioxenusmu: Health, Nike Plus,
Heartbeat, SMS u kaptel. Onuinem JaHHbIE, TOJTYYCHHBIC B HEKOTOPBIX U3 ATUX MPUIIOKEHHH.

Ipunoosicenue Health: 6a3a nanubix healthdb.sqlite (myTs k Heii: /var/mobile/Library/Health/)
conepkuT Apple Watch B kauecTBe HCTOYHUKA JAHHBIX O COCTOSIHUH 3/10POBBSI.

Nike Plus GPS: npunoxenune Nike Plus GPS comepxut nmanky com.apple.watchconnectivity
(myts: /Applictions/com.nike.nikeplus-gps/Documents/inbox/).

B ykazanHoMm MecTe HaxoauTcs mamka mon HasBanueMm /1F6BCCO0-56BD-4B4s-A74A-
CIBA900719FB, xortopast coaepxuT nanHeie oT Apple Watch. OcHoBHas 06a3a maHHBIX
B IIPUJIOKCHUN Nike Plus GPS — ActivityStore.db (myTh K Heit:
/Applications/com.nike.nikeplusgps/Documents/). baza naunusix ActivityStore.db cogepxut xxypran
aktuBHOCTH, last Contiguos Activity (mocienHee HempepslBHOE ICHCTBHE), METPUKH, HUTOTOBBIC
METPHUKHU U TETH, TPEOYIOMINECS TSl SKCIIEPTU3HI.

Hannvie GPS: undopmarus o moarore u mupore renepupyercst npunoxennem Nike Plus
U coxpaHsercs B TaOnMIax € COOTBETCTBYIOLIEH OTMeTKOM BpemeHH. Ha ocHoBaHuum 3ToM
uH(pOPMAIIMK MBI MOXKEM co31aTh KapTy ¢ AanHbiME GPS u3 Google-kapr.

Jlnis uccnenoBanust ObLIO B OCHOBHOM HCIIOJIb30BaHO MporpammHoe obecrieuenue Cellebrite
UFE.O u 4PC. D11 mporpamMmbl TOMOTJIH BBITTOJTHUTH JIOTUYECKOE U3BIICUCHHUE TaHHBIX. B ¢aitnoBoi
cucreme iPhone moxuo Haiitn uHdopmanuio (Hanpumep, UUID u Ha3BaHue, BpeMs MOCIEIHETO
MOJIKJTFOYEHUS) O COMPSDKEHHBIX co cMapThoHoM cMmapT-yacax Apple Watch. Muorue padoraromue
Ha 1Phone npuioxeHus UCrob3yI0T HH(OPMALIKIO, TOJYYEHHYIO OT YMHBIX YacoB.

[TonBoast WTOr CKa3aHHOMY, MOXXHO OTMETUTh, uTo iPhone comepxut wuHboOpMaIUio
O TPEHUPOBKAX M3 IMPHIOKEHHS, KOTOpOe ObUIO BPYUHYIO 3allylIeHO IOJIb30BaTeleM Ha dYacax.
Ho nanHble 0 cepaeyHOM pHUTME, KOJIMYECTBE IIAaroB M HMHQPOpPMALUsS O CHE 3alHChIBAIOTCS
HaXOJSMIIMMHUCS Ha PyKe YacaMu, Jake eCJIM MPHUIIOKEHUs BPYUHYIO HE 3amycKanuch. Bece nmaHHBIC
CHa0>)XEHBI METKaMH BpeMEHH B pa3HbIX (opmatax. Omnpoc MPaBOOXPAaHUTEIBHBIX OpPTaHOB
Y TIpeIBIIYIINE UCCIICIOBAHMUS TIOKa3aiy, 4To NaHHbIX GPS HHUKOr/Ia He HaXOAWIM HA YMHBIX Yacax.
Ha npaktuke xe nanasie GPS, renepupoBannbie npuioxenneMm Nike+ GPS na Apple Watch, 6buin
HaiieHsl Ha iPhone.
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Pyunoe uzeneuenue 0annwix

YroObl ompenenuth, Kakue daHHbIe XpaHsrcs B Apple Watch Series 2, Ob110 mpoBeneHO
py4HOE W3BJICYCHHE [AaHHBIX C DJKpaHa YycTpoucrBa. lMCnosb30Bajcs HMMEHHO TaKOW METOJ
MCCIIEIOBaHMSI, TIOTOMY 4TO (pu3mueckoro gocryna He 0bu10. Takum 00pa3oM ObLIO J0Ka3aHO, YTO
9achl HE TOJIBKO T€HEPUPYIOT JTaHHBIE, HO U XPaHAT UX HEMOCPEICTBEHHO B CBOCH MaMSATH U MOTYT
UCTIONIB30BAThCSI KaK CaMOCTOSATENbHOE ycTpoiicTBo. Ilepen Tem, Kak HMCIONB30BAaTh Yachl
B @BTOHOMHOM peXHMe, uX nofkmouynian K iPhone n mpoBenu ayreHTH(UKAIMIO B TOH KE CETH
Wi-Fi. ITocne Toro, kak 3TOT mmporecc ObuT ocymiecTBicH, iPhone Beikmouman. OH cTan HyXKeH
TOJIBKO JJISl TOTO, YTOOBI HAIKCATh COOOIIECHHUE MITH AJIEKTPOHHOE THCHMO M [TO3BOHHTb.

CHavasia ObUIM TIPOBEpEHBI COOOIIeHHs. MOXHO ObLIO MpocMOTpeTh Bce 1Messages
U TeKcToBbIe SMS, KoTOpbIe OBUIM CHHXPOHU3MPOBAHBI C YacaMH Iepei BbIKIOYeHueM IPhone.
[Tocne mepeBosia YacoOB B PEXKHUM IOJIETA BCE €Ile MOXKHO OBUIO MPOYUTATh TEKCTOBBIE COOOIICHHUS
u iMessages. [lombiTka OTIpaBUTH ToiocoBoe 1Message u TEKCTOBOE COOOIICHHWE C YacoB IpHU
BBIKJIIOYEHHOM PEXHME II0JieTa Ha IPUHUMAIOUIEE YCTPOMCTBO OKas3ajach YCIEUIHOM.
JIeHCTBUTENLHO, TEKCTOBBIE COOOIICHMS MOXKHO IHCaTh HAa 4Yacax, padOTaroIlMX B aBTOHOMHOM
pexuMe. TeM He MeHee NpH HaKaTUM Ha KHONKY «OTHPABUTH» COOOIIEHHE HE OTIPaBUIIOCH,
a COXpaHWJIOCh B mamaTH yacoB. [locne Bxmoyenus iPhone ono 6bu10 OTIIpaBiIEHO.

[lepen BeikTIOUeHHEM TenedoHa ¢GoToanbOoM OBUT Tak)Ke CHHXPOHH3MPOBAH C YacamH.
Uro0sl 10Ka3aTh, 4TO KOMHUK (hoTorpaduii ObUIM COXpaHEHBI B MAMATH YacoB, a HE B 00JIaKe, Yachl
OBLTH ITEPEBEICHBI B PEXKHM I10JIETa U TIOCIIE 3TOTO oTorpaduu OCTAIKCH B Yacax.

beutn  mpocmotpensl npuinokenus HeartRate, HeartWatch, Activity, Kapter, Apples
Workout, Nike+ Run, Twitter u Instagram. Ilpuno:xenune HeartRate comep»kaio TOJbKO JaHHBIE
O TIOCJIEIHUX M TEKYLIMX HM3MEpeHHsX cepaeuHoro purma. HeartWatch, cropoHHee mpuioxeHue,
cozieprKao OOJIbIIe AaHHBIX: KIIIOYEBBIC MapaMeTphl YaCTOTHl CEPACUHBIX COKPAICHUH, CPEIHIO
4acTOTy Mysbca, CBOAKH TpeHupoBok. Apples Workout — npusioxenue uis 3anucu J1000ro Bujaa
TPEHHUPOBOK — MOKAa3aJl0 OYeHb Majo HMH(OpManuu O MOCIEAHUX TPEHUPOBKAX: TOJIBKO THII,
JUINTEIBHOCTh U JaTy TpeHupoBkH. IIpunoxkenue Nike+ Run Takke copepkano oueHb Majo
JTaHHBIX — TOJILKO PACCTOSTHUE, KOTOPOE MPOOEIKaI BIIaIesIel] yCTPOWCTBA Ha MOCTIeTHEH TPEHHPOBKE.
W Twitter, u Instagram MOXHO HCIIOJb30BaTh TOJBKO B TOM ciiydae, eciau iPhone monkiroueH
K gacam. Eciiit iPhone BeIKiTFOU€H, Ha 9KpaHe 9acoB MOSBISIETCS METKA, YTO B CIIMCKE TIOAKITIOUEHHBIX
yCTpOICTB TenedoHa HeT.

DNeKTpOHHAs TTOYTa Ha Yacax paboTaeT Tak ke, Kak U cepBuc iMessages u TekctoBeix SMS.
Korpa iPhone BbIKIIOUEH, 3JEKTPOHHBIE MHCbMa MOXHO IOJy4yaTb, OTKPHIBaTb M OTIPABIATH
He3aBucuMo oT iPhone. Ilnucema MokHO uMTaTh U nocine nepeoaa Apple Watch B pexxum nosera.
B npunoxennn «KajneHmapb» MOKHO YBHIETHh (M B PEKUME IOJIETa TaKXKe) 3alUCH, C/IETaHHBIC
MOJIb30BaTeIeM, HO JOCTYIHBIA KaJeHIApHBIA TEpUOJ]] OTpaHWYEH OJHUM JHEM JI0 PYYHOTO
W3BJICUYCHUS TAHHBIX U CEMBIO JTHSIMH B OYIyIIEM.

KoHTaKTHI Tak)ke COXpaHSIOTCS Ha YacaX B HE3aBHCUMOM peknMme. OHU OCTAIOTCS B TIAMSTH
YacoB Ja)K€ €CJIM BBIKIIOYUTH Tele(OH M OTKIIOYUTH OT BCeX ceTed yachl. IIpu 3TOM KOHTaKThI
0TOOpaXKaroTCsl CO BCEMH JIOMIOJHUTEIbHBIMH JAaHHBIMU, COXPaHEHHBIMU Ha aiione. [Tpunoxenue
11 TeneoHa TaKKe COACPIKUT >KypHaJI BEI30BOB M CITUCOK HauboJiee 4acTo HaOupaeMbIX HOMEPOB.
Jaxe npu BeIKIIOueHHOM iPhone n yacax, mepeBeeHHbIX B PEXKHUM I0JIeTa, IKCIEPT MOXKET BUACTh
BCE TOJIOCOBEIE COOOIICHHUS U cITymaTth ux. KpoMe Toro, oTodpaxaercs Homep TenedoHa, ¢ KOTOPOTro
OBLTO OTIPABIICHO ATO TOJIOCOBOE COOOIIIEHHE, a TAKXKE JIaTa M BpeMs ero noiydenus. [locie Haxatus
Ha KHOTKY Play ronocoBast moura BOCIIpOU3BOAUTCS.
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[Tockonbky (pusnueckoro gocryna k Apple Watch He Obl10, pydyHOE W3BJICUCHHUE TaHHBIX
B (hopMe MOUCKa 10 IKPaHy — B JTaHHBI MOMEHT €IMHCTBEHHBIN c1I0CO0 YBHJIETh, YTO COXpaHIETCs
U COJCPKHUTCS B MaMTH 4acoB. VccienoBaHue moKa3bIBaeT, YTO Yachl MOXKHO HCIIOJIb30BATh Kak
aBTOHOMHOE yCTpOICTBO, He3aBucuMmoe ot iPhone. bonee Toro, na Apple Watch 6su11 0OHapysKeHbI
MHOTHE BakKHbIE JJIs dKcrepToB naHHble. Cpenu Hux iMessages, TekctoBeie SMS, dotorpadum,
JaHHBIE O TPEHUPOBKAX, JAHHBIE O YACTOTE CEPACYHBIX COKpAllleHWH, JaHHbIE MMOUCKA MO KapTe,
AJIEKTPOHHBIE MHCbMa, KaJeHJIapHbIE 3alUCH, KOHTAKThI, )KYpHAJIbl BBI30BOB U TOJIOCOBAs MOYTA.
Jljis py4HOTO U3BJICUEHUS JAHHBIX HEOOXOAUMO, UTOOBI YMHBIE Yachl ObLIN pa3diokupoBanbl. Eciu
gacel Apple Watch 3a6nokupoBansl ¢ mnpumeHenueMm IIMH-koma, eIMHCTBEHHBIH BapHaHT
pasbiokupoBath ux — BBecTH BepHbiii [TMH-kox [60].
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3.2. UHTeIeKTya/IbHAS TPAHCIOPTHASA CHCTEMA

B tpancnopTHO# cdepe HOBBIE TEXHOJOTHHM BHEIPSJINCH Ha MPOTSIKEHUU BCEH HCTOPUU
Pa3BUTHs YEIOBEUECTBA, HO IOCIEAHUE AOCTIDKEHHS B 00JacTH MH(POPMALMOHHBIX TEXHOJOTHH
00CIAIOT BBIBECTH YIPaBJIEHUE TPAHCIIOPTOM Ha HOBBIA ypOBEHB, HEMBICIUMBIA IO HEIABHETO
BpeMeHu. MH(popMaIioHHbIE 1 KOMMYHHUKAIIHOHHBIE TEXHOJIOTUY UMEIOT PElIaolee 3HAYCHUE IS
YCTOMUMBOrO pa3BUTUS B 3TOM cdepe, UX HCIOIb30BAaHHE MOXKET YCKOPUTH 3KOJOIM3allHIo
Tpancnopta. OOmias 3aa4a HHTEIUIEKTYaIbHBIX TPAHCIIOPTHBIX CUCTEM 3aKJIF0YAETCsl B IIOBBILIEHUN
0€30I1aCHOCTH JJOPOXKHOT'O JIBUKEHHUS, COKPALLICHUN 3aIPyKEHHOCTH TPAHCIOPTHBIX KOPUAOPOB s
JIOJEN U IPy30B U MMHMMM3ALMH HErATUBHOI'O BO3JEUCTBUS TPAHCIIOPTA HA OKPYXKAIOIIYIO CPELy.
Ecnmu yMeHpIIMTH 3aTOpel Ha JOporax M CAelaTh OOIIECTBEHHBIM TpaHCIOpT Oosee
IIPUBJICKATEIIbHBIM, MOXXHO 3HAYUTEJIBHO COKPAaTUTh 3arpsA3HEHUE TPAHCIOPTOM OKPYKAIOLIEH
Cpenbl, B YaCTHOCTH YMEHBIIUTH BEIOpockl CO2 B atMocdepy.

HHTeniekTyalbHbIe TPaHCHOPTHBIE cucrembl, cokpamienHo MTC (aumrn. Intelligent
transportation system) — ungopmayuonnvie, KOMMYHUKAYUOHHBIE CUCTIEMbL (CPEOCMBA) U CUCTEeMbl
asmomamuzayuu 8 COBOKYNHOCMU C MPAHCHOPMHOU UHGPACMPYKMYPOU, MPAHCROPMHBIMU
cpeocmeamu U nompebumensimu, Komopwvle obecneuusaiom noevluleHue dphexmusHocmu
u bezonacHocmu npoyecca nepeso3okK, UCHOIb3YIOM UHHOBAYUOHHbIE PA3PAOOMKU 8 MOOEIUPOBAHUU
MPAHCNOPMHBIX ~ CUCMEM U pe2yIUpOoSaHUU  MPAHCHOPMHLIX ~ NOMOKO08,  NpPed0CmAaBaiom
unopmayuontsvie ycuyeu, a maxdxice KaueCmeeHHO NOBbIUAIOM YPOBEHb  83AUMOOECTNEUsL
VUACMHUKOB OBUNCEHUSI NO CPABHEHUIO C OOLIYHBIMU MPAHCNOPMHBIMU CUCTIEMAMU.

Xots B MHpe cymiecTByeT obmiast KoHuenus pa3sutis UTC, kaxaas ctpaHa pa3padarbiBaet
COOCTBEHHYI0 HAIIMOHAJIBHYIO KOHIICIIMIO W MPHOPHUTETHBIC Mporpammbl pasBeprhiBanus WTC,
3a(hUKCUPOBaHHBIC B TOCYAAPCTBEHHBIX JOKYMEHTaX. HTEIIEKTyallbHbIC TPAHCIIOPTHBIC CUCTEMBI,
pa3nuyasich B MPUMEHSEMBIX TEXHOJOTHSIX, UMEIOT aHAJIIOTUYHBIC 0a30BbIC CHCTEMBI YIPaBJICHHUS
(aBTOMOOMJIBHAS HABUTAIUS, CHCTEMBI KOHTPOJS JIOPOKHOTO JBM)KECHHS, aBTOMATHYECKOE
pacro3HaBaHHEe HOMEPHBIX 3HAKOB WJIM KaMepbl KOHTPOJS CKOPOCTH), TPHIIOKEHHUS, KOTOpPbIC
HHTETPUPYIOT JaHHBIC B pEalbHOM BPEMEHHM M MH(OPMAIMIO U3 JPYTHX HCTOYHHUKOB, HAIIPUMED
Mereocmyx0 u T.m. Kpome Toro, paspadarbiBatoTcsi 3¢G(EKTUBHBIE MOJETH U CUCTEMBI
MIPOTHO3UPOBAHMS W TPAHCIOPTHOIO TUIAHMPOBaHUA. HeKoTOpble M3 THUX TEXHOJOTHH OMHCAHBI
B CJICAYIOUIUX pa3Jienax.

TpaHCOPT U CBsI3b SIBJISIOTCS KIIFOUYEBBIMU CHCTEMOOOPa3yHIUMH HH(PACTPYKTYPHBIMU
OTpacysIMH JIFOO0TO rocynapcTBa. B HacTosiiee Bpemsi, KOria B MUPE pa3BOpayrBaeTCs MacITaOHbIN
HSKOHOMHYECKUN KPHU3UC, TPAHCIIOPTHAs TOJMTUKA MPHOOpPETAeT MEPBOCTCIIEHHOE 3HAauYCHHE.
HeoOxoauMo mMpHHUMATh MEphI, HalpaBJIEHHBIE Ha TO, YTOOBI C/IENaTh TPAHCHOPTHYIO CHCTEMY
MakcUMaIbHO (D PEeKTUBHON 1 6€30MaCHOM, YTO TpeOyeT 00bETMHEHHS YCUITHI MPOo(deCCHOHAIOB U3
pa3HbIX o0yiacTeii €O Bcero Mupa. B 3TOM KOHTEKCTE pa3BepThIBAHHE HWHTEIUICKTYaIbHOM
TPAHCIIOPTHON CHUCTEMBI JOJDKHO PAacCMaTPHBATHCSA KaK €IUHCTBEHHBIM MHCTPYMEHT MOBBIMICHHS
3(p(GEKTUBHOCTH TPAHCIOPTHOW OTPAacidM M DKOHOMHKM PoccMu B II€JIOM, TO3BOJISIOLIHIA
ONITUMAJILHBIM 00Pa30M HCIOJIB30BATh MHBECTHUIIMU U PECYPCHI M IIPUBECTU K BUIAUMOMY PE3YIIbTaTYy.

B Hactosmiee Bpemsi mudpoBbIe TEXHOJIOTUU WTPAOT BAXKHEHIIYIO POJb B ONTHMH3AIMU
yIpaBJICHUS] TPAHCIIOPTHOW MH(PACTPYKTYpPOH, YCOBEPIIICHCTBOBAHUN CTaHIapPTOB OC30MAaCHOCTH,
YTO BEJET K YIYUIICHHUIO KauecTBa )u3HH. OCHOBHBIE 33/1a4l TPAHCIIOPTHBIX CHCTEM — 00CCIIEYHTh
MOOHJIBHOCTh HACEJIEHHUS, YJIOBJICTBOPATH SKOHOMHUYECKMM TPEOOBAHHMSIM K IE€PEBO30YHBIM
mporeccam, 3aKIYaIIUMCS B MaKCUMaIbHO 3(P(PEKTHBHOM IE€PEMEIIEHUH TPY30B, MOBBICHTH
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ypoBeHb Oe30macHOCTU JBWKEHUS, cHU3UTh KoiudectBO JTII, cokpaTuTh sKCIUTyaTallMOHHBIE
3aTpaThl Ha COJEpKaHUE aBTOAOPOT, MOBBICUTh MX MPOMYCKHYIO CIOCOOHOCTh, MUHUMH3HPOBATH
3aTOpPbI ¥ MPOOKH, YMEHBIIUTE TAaryOHOE BO3/ICHCTBHE HA KOJIOTHIO U T. II.

UTC BriIO4aOT COBpPEMEHHBIE CHEIUATU3UPOBAHHBIE YCTPOWCTBA, KOTOPHIC MO3BOJSIOT
nepenaBath MHGOpPMAMIO B PEXHME pPEaThbHOIO BPEMEHH YYaCTHHKAM JIOPOXKHOTO IBMKCHHUS
u npaBooxpanutensHeiM opranam. CpenctBa MTC, BcTtpamBaemble B TpaHCIOPTHBIE CpEICTBA
Y yCTaHABJIMBAaeMble Ha JOpOrax, HCIOJb3YIOT TEXHOJOTMH, KOTOPbIE MOBBIIIAIOT 0€30MacHOCTh
TPAHCIIOPTHBIX CPEICTB U HHPPACTPYKTYpHI, oOecrieunBast OecriepeOOrHbIN U KOMMOPTHBIA PEeKUM
MIEPEBO3KHU.

PemieHnss  MHTEIEKTyaJIbHBIX — TPAHCIOPTHBIX ~ CHCTEM  HCIOJNB3YIOT  TEPEIOBBIC
MH()OPMAIIMOHHBIC TEXHOJOTHH, CBS3aHHBIE C YIPABICHUEM JBHKCHHEM TPAHCIIOPTHBIX CPEICTB.
OTH TEXHOJOTMH TOCTOSHHO YJIyYIIal0T KadeCTBO B3aWMOJCUCTBHS MEXKIY CHCTEMaMH
ABTOMOOWMIIBHBIX JJOPOT ¥ TPAHCTIOPTHBIMU CPEJCTBAMH.

Hnppacmpyxmypa unmennexmyanonou mpancnopmuou cucmemsl (pucyrnox 3.2)
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Pucynok 3.2 — MudpacTpyKTypa HHTEIICKTYaIbHOM TPAHCIIOPTHOW CHCTEMBI [65]

Oynkuuu UTC:

* yIIpaBJICHHUE JOPOKHBIM JABIKEHUEM (HAOI0/IeHUE, YIIPAaBICHUE IBUKECHUEM, YIIPABICHUE
MOJIOCAMH  JIBMPKCHHUSI, YIIPaBJICHHE MapKOBKOW, YIpaBlieHHE CBETO(OpaMu, pacmpoCTpaHEHHE
unpopmanun). Ha pucynke 3.3 n3o0pakeHa cxeMa MHTEJUIEKTYaIIbHOTO YIPABICHUS JOPOXKHBIM
JIBHKCHHUEM;
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Ynpasnenue caevodopamu

Ynpasnenne caetodopamu

Pucynok 3.3 — HTe/IeKTyalbHOE yIIPaBJICHUE TOPOKHBIM JIBIKCHHEM [66]

* yIlpaBlieHHE JABMKEHHEM Ha aBTOCTpajaax (HaOroJleHue, KOHTPOJIb, YIIPaBJIEHUE MOJI0COM
JBMKEHUSI, pearuipoBaHue Ha 0coOble COOBITUS, YIIPABICHUE TPAHCIIOPTOM);

* IpeJoTBpalleHue aBapuil U obecrieueHre 0e30MacHOCTH (IPeAyNpPeKICHUS O T€OMETPUHN
JIOPOTH, O MEPECECUCHUU C aBTO-, BEJIIOCUIICIHON U KEJIE3HOM JOPOroM, 0 MEIEXO0AHOM IEPEXOE,
O CTOJIKHOBEHUSIX Ha MIEPEKPECTKAX, O BO3MOXKHOCTH MOSIBICHUS YKUBOTHBIX );

* MOHHTOPHHI TIOTOJIHBIX YCIIOBHH W COCTOSHHS OKpYKaromei cpensl (ymnpaBieHue
uH(popmMalve O MOroje Ha JOporax, MPOrHO3UPOBAHME IOrOJbl Ha JIOpOrax, HaOJoJEeHHE,
pacripocTpaHeHre MH(OpMaIMM, KOHCYJIbTaTUBHBIE CTPAaTETHWH, CTPATETMU KOHTPOJS, CTpATETHH
pearupoBaHus, KOHTPOJIb COCTOSIHUS JOPOXKHOTO MOKPBITHS);

* HKCIUTyaTalusi U oOCIIyKMBaHHE JOpor (pacmpocTpaHeHue WHopMmauuu, HaOIroAeHue,
yInpaBieHue paboueil 30HOH);

* ymOpaBieHHE MepeBO3KaMM (IKCIUIyaTalusl U YIpaBJIeHUE aBTOMAPKOM, pacpOCTpaHEHUE
nH(popMalnH, YIpaBJIeHUE CIPOCOM Ha IIEPEBO3KH, OOECcIIeueHNE OXPaHbl U O€30IaCHOCTH);

* yHOpaBJ€HHUE JOPOKHO-TPAHCIIOPTHBHIMHU MIPOUCIIECTBUAMHU (HaOMIIOIEHNE U OOHApYyKEHUE,
MOOWIHM3allMs U pearupoBaHHE, pacHpoCTpaHEeHHWEe HH(OPMALMM, OYHUCTKAa U BOCCTAHOBIIEHHE
JOPOXHOTO MOJIOTHA K 000PYI0BaH¥S);

* yIpaBlieHME B Ype3BbIUANHBIX CHUTyalUusxX (yIpaBjieHUE ONACHBIMU MaTepHallaMH,
HEOTJIOKHAsI MEUIIMHCKAsl IOMOIIIb, pearipoOBaHNE U BOCCTAHOBJICHHUE JBIDKCHU);

* DJIEKTPOHHBIE IUIATEKH M LeHOoOOpa3oBaHME (B3MMaHHUE IUIaThl 3a IPOe3[], OIulaTa
TpaH3UTHOTO TapHda, oriaTa MapKOBKH, MHOTOPa30Bas OIlIaTa, lIeHOOOpa3oBaHUe);

* nHQOopMHpOBaHHE IMYTEHIECTBEHHUKOB (MHQoOpMamuss o 1moe3ake, HHpopManus
0 MapIpyre, TYpU3M U COObITHS);

* ymnpaBieHHe coOpaHHOU nH(popManmen (apXuBaus JaHHBIX);

* DKCIUTyaTaIysi KOMMEPUYECKUX TPAHCTIOPTHBIX CPeACTB (YIpaBlIeHHE YYCTHHIMH TaHHBIMH,
obecriedeHrne 0€30MacHOCTH, HJIEKTPOHHBIM JOCMOTp, OMEpaliy C MEePeBO3UMKAMHU U yIpaBlICHUE
aBTONAPKOM, OMepaly no o0ecrneyeHno 6e30MacHOCTH);
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* WHTEpPMOJAJIbHbIE MEPEBO3KU (OTCIEKUBAHNUE TPY30B, HAOIIOACHHE, TPOLECCH TPY30BBIX
TEPMHUHAJIOB, OIIEPALNH T10 IEPEBO3KE IPY30B, CUCTEMA COEUHEHMS TPY30BbIX aBTOIOPOT, TPOLIECCHI
[IEpECEYEHUS MEKYHAPOIHBIX TPAHULI).

WHTennexTyaabHOe TPAaHCIIOPTHOE CPEACTBO OCHAILIEHO CHUCTEMaMHU:

* [IPENOTBPALLEHUS CTOJKHOBEHUH (MpEAYyNpEeXkACHUE O CTOJIKHOBEHUSIX Ha MEPEKPECTKAX,
oOHapyKeHHEe PENATCTBUIA, TOMOILb IPU CMEHE MOJIOCHI IBUKEHUS, TPETYIPEkKACHHUE O BBIXOIE U3
MOJIOCHl JIBWKEHUS, MPEIyNpexIeHUe O Bble3[le C JOpOTH, MNPEAYNPEeKICHHE O HapyIICHHUH
JTUCTAHLIUK MKy aBTOMOOUIISIMU, TIPEYIIpeKaAeHUE 00 yaape c3an);

* MOMOIIY BOJUTEN0 (HaBUramusi 1Mo MapuipyTy, oOIIeHHe C BOJUTENIeM, OOHapy>KeHUe
O00BEKTOB, aJaNTUBHBIA KPYH3-KOHTPOJIb, HHTEIUICKTYyaIbHOE PETYIMPOBAHIE CKOPOCTH, KOHTPOJIb
JBUKEHMSI 110 110JI0CE, KOHTPOJIb YCTOWYMBOCTH KPEHA, CUCTEMBI MPEAYNPEXKIECHUS CHA 32 PYJIEM,
MPELU3NOHHAs CTBIKOBKA, CIETIKa/pa3Bsi3ka, 00pPTOBOI MOHUTOPHUHT);

* YBEJAOMJIEHMSI O CTOJIKHOBEHUHU (NPEAYNPEXKICHUE O CTOJKHOBEHUH, paCIIUPEHHOE
ABTOMATHYECKOE YBEIOMJICHHUE O CTOJIKHOBCHHUH).

Huxe npencraBieHo onrcaHne OCHOBHBIX KOMIOHEHTOB HH(pacTpykTypsl UTC.

L{enmp ynpaenenus 00podicHbIM O8UdICEHUEM

[lenTpbr ynpaBienust aswkeHueM (L[Y]I) saBistoTCcS KpaeyroibHbIM KaMHEM JIOPOXKHOMN
uHppactpykTypsl. CoBpemennsle I[Y]] momydaloT W pacmpoCTpaHSIOT MYJIbTUMEIUHHYIO
MHGOPMALIMIO O COCTOSTHUH JOpOr M AopokHoro asrkeHus. L[Y]] obecneumBaioT OGe3omacHyro
9KCILTyaTalUIo JI0pOr, coOupas pa3iuyHble JaHHbIE, KACAIOLIUECS METEOPOJIOTMUECKUX U IPYTHX
YCJIOBUH OKpYy»Karolie cpebl (HanpuMep, 3arpsi3HeHUs] BHYTPU aBTOI0POXKHBIX TYHHENEH).

YA »sdbdextuBHO obecmeynBaeT CBOEBpEMEHHBIH 0OMeH uHpOpManuen MexIy
Pa3IUYHBIMU 3aHHTEPECOBAHHBIMU CTOPOHAMHU (IOPOXKHOM MOTUIMEN, OpraHaMu BJIACTH U T.J.), 4TO
B CBOIO OU€pe/Ib CIIOCOOCTBYET OBICTPOMY NMPHUHATHIO PELLICHUH Ha 3Tare SKCIUTyaTalli JOPOr.

B OonpmmnuctBe L[Y][ paboTaroT KpyriocyTouyHO OJUH HWJIM HECKOJBKO IMPOrpaMMHBIX
areHToB. AreHThl LY/ KOHTpPONMpPYIOT BCE TEXHOJOTMYECKHE OOBEKTBl, OTCIEKUBAS
BUJICOU300paKEHUsI € KaMmep HaOMIOJEHUS 3a JOPOKHBIM JIBHJKEHUEM, PpAacCIOJIOKEHHBIX Ha
KPUTHYECKHX NEPEKPEeCTKax M BO BCEX JOPOKHBIX CETSAX. 3aTOPhl, aBapUM U APyrue JOPOXKHBIE
IpoucuIiecTBUs 0OHapykuBaroTcs 100 arentom LY [, oneparopom TEXHOIOTMUECKUX CUCTEM, JINOO
C IOMOIIBIO JOPOKHOM IOJMIMM, ar€HTOB JTOPOXKHOT'O OINEpaTopa WM YYaCTHHUKOB JIOPOXKHOIO
JBUKCHMUSL.

Pearupys Ha coOBITHS B peallbHOM BpeMeHH, areHT LY /] MoxeT akTHBUpOBATH:

* IUIaH JIeHCTBUH B Ype3BbIUANHBIX CUTyalUsAX (OMOBEIIEHHE BCEX KOMIETEHTHBIX OPraHOB
U CIYXO0 yrpaBlieHHs 0€30aCHOCTBIO JBMIKCHUS, TPUHATHE HEOOXOIUMBIX MeEp);

* IJIaH YOpaBJIEHUS JBWKEHHEM (IPUHITHE Mep, HEOOXOAMMBIX Ui YIpaBlIEHUS
IBUKEHHEM, B COTPYJAHMYECTBE C KOMIETEHTHBIMH OpraHaMHd Ha pErHOHAJIbHOM YPOBHE,
MUHUMU3ALKS 3aTOPOB U 33€pKEK U ONTUMHU3ALUS UCTIOIB30BaHUS JOPOKHON HHDPACTPYKTYpPHI);

* IUIaH BOCCTAHOBIICHHs (MPHUBJICYCHHWE PEMOHTHBIX OpHraa sl BOCCTaHOBIICHHS
UHPPACTPYKTYPHI U, IPU HEOOXOTUMOCTH, IPUBJICUYCHHUE MOJIPSTIMKOB).

B HekortopbIx citydasx areHTsl LY /] nMeI0T BO3MOYXKHOCTh HANIPSAMYIO BIUATH HA CUTYaLUIO
Ha MeCTe COOBITHs, MpPeNoCTaBisAsd WH(POPMAIMIO IOJB30BATENsIM  4Yepe3  MpOorpaMMbl
BUJICOHAOITIOICHHUSI, YIIPABJISI IUCTAHIIMOHHO CBETO(OpaMu, U3MEHSS BEHTHISALIMIO B TYHHEJSX WIH
yOpaBisis JIpYrUM  JOPOXHBIM oOopynoBanueMmM. Ha pucynke 3.4 mpoJaeMOHCTpHpOBaHA
¢dbyakunonansHas cxema LY ][] 1 ropoackoro o01mecTBEHHOTO TPaHCIIOPTA.
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WHdopmaumoHHas cucTembl ropoACKoi
c1cTeMa KoMMaHUK KPU3UCHBIN WTab
nepesosumKa Kaprorpaguueckite panHble ) Ynpasnervie paavoceTsio
AN / " Texuonomnmm
& [laHHble, NOsly4eHHbIe M3 NpUAeraloLnx

30H (Hanp1mep, OT UHTErPUPOBAHHbIX
TPAHCMOPTHbIX CUCTEM)

J CepBep NPUNOKEHUH,

/ cBA3W 1 6a3 faHHbIX

Pap,uoce'rh cuctem
Haceneuun ,‘

MO ana cosaanmua KoHBepTepb! AaHHbIX
pacnucaHua [NA Kakaoro
[BUKEHNA LLeNeBoro ycTpoicTea

LTI Seee. ..
e Y,
.- s
Lommy JTTINN J
<
N

. 3syKa) U / Ll,ud)posble
. Lol / 3HaKM Ha
Seaaee ‘e 4 e’ ‘
\

....... / OCTaHOBKax

APN —TouKa gocTyna K
ﬂ BUPTYaNbHOM CETU NepeBo3ymnka

_-~NepeBo3uMKa, CO3AaHHAA B PaMKaX,
{_ CeTV KOMNaHWK, NPeaoCTaBAAIoWEeN
YCNYrv MOBUABHOM CBAZN . o8

OTcnexnsanme
MECTONONOKEHNS,
CBA3b C JUCNETYEPCKON,
[AaHHblE O perucTpaymm
NacCakmMpoB, UHTEPHET,

WHTeNNeKTya/bHbIE OCTAHOBKN
(MHbOPMaLMOHHDIE cUCTEMbI
Ha OCTAaHOBKaX B O/HOM Mecre)

/ [ Ki
(MHdOPMALWA O COCTORHIMM peknama / \\ phiia
/ TpAMas cBA3b TPAHCMOPTHOE ™
[ABUKEHNA TPaHcnopTa) Wnopm
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Pucynok 3.4 — ®yHkunoHanbHas cxema LIEeHTpa YIpaBJIeHUs JOPOKHBIM JBUKEHUEM
ISl TOPOJICKOTO OOIIECTBEHHOTO TpancnopTa [67]

Ocnognsle 1iemu 1Y /1:

* codupaTh BCIO TOJE3HYIO HMHPOPMALUIO U, CIIEAOBAaTeNbHO, AaKTHMBHPOBATh BCE
COOTBETCTBYIOII[ME BHYTPEHHHUE U BHELTHHUE CITYKOBI;

* IPEJOCTaBIIATH OOIIECTBEHHOCTH TOYHYIO HH(POPMALIKIO O TpaduKe B peaJbHOM BpEMEHH,
UCTOJIb3Ys pa3IMUHbIe CPEJCTBA MACCOBOM MH(pOpMALINK;

* HCII0JIb30BATh BCIO MH(OpMaIHio a5 odecredeHus: 6€30MacHOCTH TOPOXKHOTO ABMKECHUS,
a Tak)Ke areHTOB JOPOXHOro olepaTopa Ha Jopore, OBICTPOro BBINOJIHEHMS JEUCTBUIA,
OTIpe/IeNIEHHBIX B PYKOBOJICTBE ONEPaTOpa, C 11€JIbI0 MUHUMHU3ALUU 3aTOPOB, BBI3BAHHBIX aBapUsiIMU,
JOPO’KHBIMH paboTaMH U IPYTUMU COOBITHSIMHU.

Llenmpwi 0oposicHou ungopmayuu

HenTpsl uHGopMaruu o gopoxxkHoM newkeHnu (L[JI1) aBrnstoTcs onepaTuBHBIME [IEHTPaMH,
yIPaBISEMBbIMU JIOPOKHBIMU BIIACTSMHU WU TOPOKHBIMH omepaTopamu. L[/ orBeuator 3a cOop
nHpopManuu B peaTbHOM BPEMEHH, €€ TPOBEPKY W PACIPOCTPAHEHUE CPEau IHUPOKOM
0OIIIECTBEHHOCTH Yepe3 BCE BO3MOXKHBIE CPEJICTBAa MaccoBOM MH(opManuu (paano, TEICBHICHHE,
LEHTPBI 00pabOTKM BHI30BOB, IHTEpHET U T.1.).

C6op u xoopauHarusi WHGOPMAIIUH OCOOCHHO BaXKHBI, MOCKOJBKY HWH(OpPMAIUS MOMXKET
MOCTYNaTh U3 PA3IUYHBIX HICTOYHUKOB (OOBIYHO OT TOPOKHOM TOJTHUIMH U JOPOKHBIX OTIEPATOPOB).
B mporiecce cbopa u pacrpocTpaHeHHs y4acTBYET MHOTO Pa3HBIX MAPTHEPOB HA PETHOHAIBHOM TN

N/
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HallMOHAJIBLHOM ypoBHe. 3amaua, crosmias nepen LI, B 3HaUMTENbHOW CTEMEHU 3aKIFOYACTCS
B yIpaBIeHUU M 00paboTke WHPOpPMAIMKM U TMOANEPKAHWU HAAJICKAINUX KOHTAKTOB CO BCEMH
3aMHTEPECOBaHHBIMH cTOpoHamu. WMH)opmammsi coOupaeTcsi B COOTBETCTBHH C KOHKPETHBIMHU
CTaHHapTaMH, a MYHBTHMCHHﬁHBIC HpOI[yKTBI ueHTpa CO34aK0TCA B pC)KI/IMe peaJIBHOFO BpCMeHI/I JJIA
TPAHCISLNY Yepe3 pasno, TEICBUICHUE UITH BEO-TIIaT()OPMBI.

Monumopune

s MOCTOSSHHOTO MOHUTOPUHIA COCTOSIHUS aBTOMAarucTpajiell JOpOXKHBIE OMepaTOphI
YCTaHABIIMBAIOT JIETEKTOPHI, CHOCOOHBIE coOupaTh HHQPOpPMAIMIO 00 OCHOBHBIX OOBEKTax,
MPEICTABISIONINX HHTEpeC (ABMIKYIIUXCS TPAHCHOPTHBIX CPEICTBAaX), MPOBOAMTH MOHHTOPUHT
MOTOABl W OKpyXaromied cpensl. CucremMa BHICOHAOTIONCHHUS 32 JOPOKHBIM JIBUKCHHEM
MPEJCTaBISET COOOU CeTh, COCTOAMLIYIO U3 TeJEKaMep C TUCTAHIIMOHHBIM yIIPABICHHEM.

Ucnonbiys cucremy BuaeoHnadmoaeHus, areHTsl [{OJ] MOTYT OTCIEeKMBATh TPAHCIIOPTHBII
IIOTOK M HEMEJJICHHO MPOBEPSITh OINPEACIICHHbIE YYaCTKU CETH, KOrJa M3 HHTEIUICKTYyalbHOMH
TPAHCIIOPTHOM CHUCTEMBI MOCTYNAIOT aBTOMATUYECKHUE OIMOBELICHUs, OMEPATOPhI MPEAYIPEKAAIOT
O HEUITATHBIX CHUTyallMsiX Ha JOpOre WIM YYaCTHUKU JOPOKHOTO JBUKEHHS OOpalarTcs
3a nomolisio. Ha pucynke 3.5 npeacraBieHa MOeNb CUCTEMbl MOHUTOPUHTA IBUKEHUSI.

‘PacnpepeneHHan - Mocr ANC
nHpopmauvoHHanA _ Cepeep
cucrema . .| NoxanbHan BA

OUC,
peruoHanbHble

6a3bl flaHHbIX LienTp ob6paborku

| paHHbIX (LOA)

Pucynok 3.5 — Mojesb cHCTEMbIl MOHUTOPUHTA JABMKEHMS [66]

Ha pucynke 3.6 npencraBieHbl KII0UeBble 0COOEHHOCTH MCIIOIB30BaHNs BUACOHAOTIOICHUS
3a TpauKOM.
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KoHTponb npoe3pa DoToBuaeopuKcauma
TPaHCNOPTHbIX CPEACTB HapyLUeHuih CKOPOCTHOTO
< pexuma

LleHTp o6paboTkn
AaHHbIX (LOA)

WntennektyanbHoe
ynpasneHue JopoXHbIM
ABIKEHUEM

®Qorosupeodpukcayma
Npoe30B Ha 3anpeLyanwuin
curHan ceetodopa

Pucynok 3.6 — OcoOEHHOCTH HCIIOJIB30BaHUS BUICOHAOIOICHUS 3a Tpadukom [66]

[TomuMoO BBIIIENIEPEUUCICHHOTO, BHJI€OHAOMOAeHHe mo3Boisier areHTam LY ]l Obictpo
IIPOBEPATh MCTUHHOCTBH IOJYYEHHOI'O CUTHAlla TPEBOTM WM IpenynpexaeHus. CrenoBareibHo,
areHT MOJKeT WHULUUPOBATh PAHHIOK AKTHBALMIO COOTBETCTBYIOLIETO IUIaHA JE€HCTBUN
B UpE3BbIYAIHBIX CHUTYyallUsX, OTMPABIATH 3a0JaroBpEMEHHbIE OINOBEIEHHUS MEPCOHATY CIyKOBI
OKCTPEHHOM TIOMOIIM Omeparopa M COOTBETCTBYIOIIMM aBapuUWHBIM ciyx0Oam. braromaps
HCIOJIb30BAaHUIO BUJACOMOHMTOPHHIA 3HAYUTENIBHO COKpallaeTcss olliee BpeMs peakUuu Ha
COOBITHE, YTO OYEHB BAXKHO B CITydae Ype3BBIYAMHBIX CHTYaLIH.

Aemomamuueckoe oOHapyicenue UHYUOEHMO8

CucreMbl aBTOMAaTUYECKOTO OOHAPYKEHUSI MHIIMAECHTOB UCTOIB3YIOTCS JJIsl OOHApYKEHUS
OCTQHOBUBIINXCA B TMOTOKE TPAHCHOPTHBIX CPEJICTB, 3aMEAJICHUS TPAHCIOPTHOTO IMOTOKA WM
MEIEX0/I0B B 3alpPElIEHHBIX MecTaX. MOKHO OBICTPO BBISBHUTH JIIOOYIO HEIITATHYIO CUTYaIlUIO,
9YTOOBI MPEOTBPATUTH WIIH, TIO KpailHel Mepe, CMATYUTS JIF0ObIe TOTeHIIMATbHBIE HEOIaronmpusTHhIC
MOCTIC/ICTBHSL.

CucTeMbl aBTOMaTHYECKOTO OOHAPY)KEHUS MHIHICHTOB IMTOCTOSTHHO aHAJM3UPYIOT TOPOKHBIE
BHjeo3anucu ¢ kamep. [IporpamMmHoe oOecrieueHrne CIOCOOHO OMPENETHUTh, SBISIETCS JIU OOBEKT
TPAHCIOPTHBIM CPENICTBOM, M MOXXET OLIEHUTHh €ro CKopocTh. Korma aBTOMOOWMIHM 3aMemistoTCs,
OCTaHABIMBAIOTCS WM KOTJIa B KaJpe MOSBISETCS «BOAUTENb-TIPU3PAK» (BOIUTEND, BBIE3KAFOIIHIMA
HAa MOJIOCY BCTPEYHOTO IBUKEHHS ), aBTOMATHUECKH T€HEPUPYETCS CUTHAJ TPEBOTH, YTOOBI MPUBJICUb
BHuManue areHta I[Y]I. IIporpammuoe oOecriedeHre MOXET TaKXKe BBISIBUTH TENIEX0a,
HAXOJISIIETOCS B 3aPEIICHHOM MECTE, U OOJIOMKH TPAHCIIOPTHBIX CPEJICTB Ha I0POTE.

CucTeMa MOMOTaeT areHTaM KOHTPOJIMPOBATh GOjIbIee KONMYECTBO Kamep. TexHuueckne

-
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po0GJIeMbl B IPOrpaMMHOM 00€CII€YeHHH MOTYT IIPHUBECTU K TOMY, YTO CUCTeMa Oy/AeT BbAaBaTh

JIO’)KHBIE CUTHAJIBI TPEBOTH, KOTOPbIE MOTYT NOAOpBaTh foBepue k areraMm LIO/[ B cucreme, eciu

OYyIyT MOSIBIATHCS CIHUIIKOM 9acTo.

Ilpeumywecmea eneopenuss UTC
WUTC mno3ponsitor 3¢(GEeKTUBHO pemarb MHOTHE MPOOJIEMbl KaKk Ha MECTHOM, TaK W Ha

benepanbHOM ypoBHE (Tabiuia 3).

Tabauua 3. [IpeumymecTBa BHeIPEHUsI HHTE/UIEKTYAJbHOI TPAHCIIOPTHOM CHCTEMBI

IIpeumymmecTBo

Onucanune

CHIXeHue yucia
CIIy4aeB CMEPTH U
TpaBM Ha JOporax

Texunonoruu UTC, BcTpoeHHbIE B TPAHCIIOPTHOE CPEJACTBO MM JOPOXKHYIO
UH(PACTPYKTYpPy, MOMOTAIOT BOJUTENSAM HU30eraTh MOTEHIMAIBHO OMACHBIX
cutyauuii Ha nopore. Hosbie Texnonornn UTC nomMoraroT CMECTUTh aKLIEHThI
B cpepe 0€30MacHOCTH ¢ MUHUMH3AIUH MOCIEACTBUI aBapHil Ha MOJHOE UX
MpeAOTBpAILEHUE

MoOuIBPHOCTE

MOOUIBHOCT HMEET KIIIOUEBOE 3HAYEHUE IS JIOJEH ¢  0COOBIMH
MOTPEOHOCTSAMH, BKJIIOYAsl JIIOJEH C OTrPaHUYCHHBIMH BO3MOXKHOCTSIMH
Y TIOKWIIBIX JIFOJICH, a TakKe ISl JII0JIeH, KOTOPBIE >KMBYT B OTAAJICHHBIX
paiioHax.
BO3MOKHOCTb y4YaCTHs OTHENbHBIX JIMI U OPraHU3alUi B SKOHOMUYECKOH,

MoOuILHOCTE yjayduiaet KadeCTBO JKHU3HU M YBCIIMYUBACT

KyJIbTypHOH U Xxo3siicTBeHHOM pesrenbHocTd. UTC BritouyaroT B cels
MHOKECTBO METOJ/IOB MOBBIIICHUS MOOWJIBHOCTH JIIOJIEH M TPY30B 3a CHET
pa3BUTHs BCeX BUJOB TpaHcropra. Hampumep, uHdopmaius o mnpoOkax
MOMOTaeT MyTEIIECTBEHHUKAM U30eXaTh 3aTOpPOB, CIIOCOOCTBYs Oojee
3(PEeKTUBHOMY HCTIOIB30BAHUIO CYIIECTBYIOIIEH MPOMYCKHOM CITOCOOHOCTH
JIOPOTH U, CJIEI0BATENbHO, YIy4lllasl YCIOBUS IBHIKEHUS.

O PexTUBHOCTD yIIpaBIeHUs TPAHCIOPTHBIM TPaUKOM MOMKHO MOBBICUTH 3
CUET MHCMOJb30BAaHUS IPUHIMIIOB MEXYPOBHEBOIO  B3aUMOJEHCTBHUSA.
VYnpasieHue cripocoM (TO €CTh Pa3MepOM IUIATHI 3a MPOEe3]T B 0OIIECTBEHHOM
TpaHCHOpTe, 3a MPOe3/ MO IUIATHBIM J0pOraM) MOKET IMOMOYb OOJErduTh
pobeMy neperpykeHHbIX TOPOJICKUX JOPOTr. YIpaBlIeHUEe KOMMEPUYECKUMHU
TPaHCIIOPTHBIMU CPEACTBAMH CIIOCOOCTBYET TMOBBIIIEHUIO 0€30IaCHOCTH
JBUKEHUS U 3 (HEKTUBHOCTHU MCIOIb30BAaHUS YIIMUYHO-TPAHCIIOPTHOM CETH

Bonee 6picTpoe
pearupoBaHue Ha
Ype3BbIYAHBIE
CUTYaIuu
Y TIOBBIIIICHHE
3¢ (HeKTUBHOCTH
paboTHI JOPOKHBIX

onepaTopoB

HoBele cucTeMbl CBSI3W M OpPraHU3allMOHHBIE CPEJICTBA PACIIMPSIOT
BO3MOKHOCTH JIOPOXHBIX OIEpaTopoB M aBapuiiHbIX ciayx0. UTC moryr
TOYHO OIPEAEIUTH MPOUCIIECTBUE, TIOMOYDL ONPEAEIUTh CTENEHb TKECTH
MOJTyYEHHBIX TPaBM, ObICTpee HAIIPABUTh MALIHMHBI CKOPOM TOMOIIY HA MECTO
MPOUCIIECTBUS U HAUTH ONTUMAIBHBIM MapLIpyT 10 OOJBHHUIL, YTO MO3BOJIUT
TPaHCIIOPTHOMY MOTOKY OBICTpEE BEPHYTHCS K HOPMAaJIbHBIM YCIOBUSM
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TpancnoptHast cucrema OyneT MOMOTaTh MYTEHIECTBEHHUKAM B PEKUME
peaIbHOTO BpeMEHH W30erath 3aTOpOB WJIM pEarupoBaTh Ha HECYACTHBIC
ciydau U gapyrue uHmujaeHtel. MWUTC  Moryr mnomouyb yMEHBIIUTh
HEONPEIENICHHOCTh B ITYTH 3a CUET CTIaKHUBAHUS TPAHCIOPTHBIX MOTOKOB (H,

JKOHOMMUS CJIeIOBaTeIbHO, YMEHbIIICHUS KojiebaHui Bo BpeMeHH B mytu). UTC taxxke
BPEMEHHM B ITyTH | MOTYT TMPENOCTABUTh YIYYLUICHHYIO MPOrHO3UPYEMYIO HMH()OPMALMIO B
peXUME pEeaTbHOTrO BPEMEHH, KOTOpas ITO3BOJHUT II0OJIB30BaTENsIM OoJiee
3(PEeKTUBHO TUTAHMPOBATH TOE3AKU. ABTOMOOUIILHBIC HAaBHUTalIMOHHBIE
CUCTEMBI MOTYT BKJIIOUaTh HH(DOPMAIHIO O JOPOKHOM JIBIIKCHUU B PEIKUME
pealbHOr0  BpPEMEHM JUIsl JMHAMUYECKOM HACTPOMKM  MapLIPyTOB,
ONITUMU3HPYSI TOE3]IKH Ha OCHOBE TIOJTy4YeHHOU HH(OpMaIIun

NTC mnpenocTaBisitoT TEXHOJIOTUH, KOTOPBIE IO3BOJISIOT IOJIb30BATEISAM
pemarb MpooOsieMbl 0€30IaCHOCTH TIOCPEJCTBOM HCIOJIB30BAHHUS CHUCTEMBI
[MoBBILICHNE GPS/TJIOHACC (unu apyroi TEXHOJIOTHH OMPEIEICHNUS MECTOIOIOKECHHUS ),
6e30MACHOCTH MPOBOJHOW ¥ OECIPOBOJHON CBS3M, a TaKXe YCOBEPIICHCTBOBAHHBIX
natTyukoB u  uHpopmanuoHHbIX cucteM. WTC MOryT oTcinexXuBaTh
TEXHUYECKOE COCTOSTHUE TPAHCHOPTHBIX CPEJICTB OOIIETO MOIBb30BaHUSI. ITO
00J1aCTh, B KOTOPOI MOBBIIIEHNE 0€30MTaCHOCTH CIIOCOOCTBYET MOBBIIICHUIO
3¢ (HEeKTHBHOCTH MPOILECCOB YIPABICHUS IEPEBO3KAMHU JIIOJICH W TPY30B,

MPOU3BOJUTCIIBHOCTHU 3a CUHCT CTaHAAPTU3aINU U UHTCTpallun

JlocTynHOCTh MH(pOpPMAIMM ¥ BO3MOKHOCTH HMHTEJJIEKTYaJIbHOM CHCTEMBI
IITar B cTopony

MOAJAJIBHOCTHU

aBTOMOOMIIBHOTO  TPaHCIIOpTa  COACUCTBYIOT  aKTUBHOMY  OOMEHY
uHpopmanuend U ycuyramMd ¢ APYTMMH BHJIaMH TPAHCIIOPTa, CHOCOOCTBYS
WHTETpaIii BO3MOXXHOCTEH Pa3IMYHBIX BUI0B TPAHCIIOPTA

IIpobnemvr enedpenuss UTC

AKTHBBI, TOJIyYEHHbIE B pE3YJbTAaT€ pa3BEPTHIBAHMS HHTEIIEKTYaJbHOM TpPaHCIOPTHOU
CHCTeMbl, 00JIee MHOTOUMCIIEHHBI U JIydIlle ONpeeNeHbl, YeM MOTEHLUAIbHbIE TPYIHOCTH, KOTOPbIE
MOTYT BO3HMKHYTb. OJHAKO aJMHHHCTPATOPBl U MPOEKTUPOBILMKH JIOPOKHOTO JBUKCHHS
CTAJKUBAIOTCSI C TAaKUMH TE€PEeMEHHBIMH, KaK uYeJIOBeUeCKUH (akTop, TEXHOJIOTHYECKHE
U KyJbTYPHbIE OTpaHHUYEHHUs, KOTOpble MOryT cHHU3UTHh 3¢¢exktuBHOocTh MUTC. TexHumueckuit
Iporpecc B aBTOMOOMJIBHOM TpaHCHOpTe OyIeT AaBaTh IOJOKUTENIbHbIE pe3yibTaTbl, KOI/a
3aMHTEPECOBAHHBIE CTOPOHBI OCO3HAIOT BO3MOXKHYIO 00paTHyio peakuuioo. Huxe mnpuBeneHo
onucaHue IpodieM, KOTOpbIE MOT'YT BO3HUKHYTH Mpu pa3BepTbiBanuu UTC.

Mowennuuecmeo u napyuwienus npu ucnoavsoganuu UTC

B cnyuyae, xorma UTC Tpebyer aBTOMaTW4yecKOod OIUIATHI OMPEAETICHHOM YCIyTH,
NPaBUIBLHOMY (PYHKIIMOHUPOBAHUIO STOM MPOLEAYPhl MOT'YT ITOMENIaTh HEKOTOpbie COObITH. K HUM
OTHOCSITCSI UHIUCHTHI, BEI3BaHHBIE I10JIb30BATENIEM I IPOCTON HEUCIIPABHOCTBHIO CUCTEMBI MJTH €€
yacTeil. B 3aBUCHMMOCTH OT CHTyalluM HMHUUAEGHT MOXXET OBITh KiacCH(UIMPOBAH Kak OLIMOKa
B IIPaBWJIBHOM (PYHKIIMOHUPOBAHUM CUCTEMBI WJIM KaK MOIIeHHHUYecTBO. JIto0oe neiicTBue, KoTopoe
MO3BOJISIET U30€KATh AJIEKTPOHHOT0 cOOpa Ha/ITIEKAIIEH MIaThl C TOMOUIBIO CPEJCTB, 3aNPEIICHHBIX
MpaBWIaMHd WM 3aKOHaMH, MPUMEHHUMBIMH K COOTBETCTBYIOIIEH [TOpOXKHOW CETH, CUUTAETCS
MIpaBOHApYUIEHUEM U KJIaCCUPUIUPYETCS KaK MOIIEHHNYeCTBO. CUCTEMBI JOJKHBI OBIThH 3aIIUILEHBI
OT MOILIEHHUYECTBA C MMOMOIIbIO0 TEXHUYECKUX CPEACTB U MPAaBOBBIX MHCTPYMEHTOB U MOJIOKEHUH.
Heo6xoauMo Taxke oOecreduTh JIOCTaTOYHBIH YpOBEHb IPaBONPUMEHUTENBHBIX yciyr. Ecmu
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CUCTEMA HEAOCTAaTOYHO YCTOWYMBA K MOIIEHHHMYECTBY, YMCIIO CIIy4aeB HEHAJJIeKAIEro
WCIIONIb30BAHUSI €€ CEPBHCOB MOXET BO3PACTH, Yyrpoxkas HOpMadbHOMY ()YHKIIMOHUPOBAHUIO
cUcTeMbl. MeXIyHapOAHBIM YpOBEHb B3aUMOJICHCTBUS HEBO3MOXXEH 0€3 BBICOKOTO YpPOBHS
COTPYJHMYECTBA MEXAY MPABUTEIICTBAMHU pa3HbIX cTpaH. [IpuHyauTENbHbIE MEPHI B OTHOILLICHUU
T€X, KTO HapyllaeT CTaHAapTHbIE MPOLEAYPbl, TaKXe JOKHBI OBITh BO3MOXHBIMH Ha
MEXIyHApOAHOM YPOBHE.

Pezuonanvuvle paznuuus

NTC noctaTouHO paclpOCTPaHEHbI B Pa3BUTHIX CTPAHAX, HO BCE €I1I€ PEAKO BCTPEUAOTCS Ha
Joporax CTpaH C Pa3BUBAIOLICHCS SKOHOMHKOW. DTO MpPEACTaBiIsIeT CcO00W HEeOIarompuUsTHYIO
TEHJICHLIUIO B OTHOIICHUM CTIQXUBAHUS PETHOHAJIBHBIX PA3IMUUNA B PA3BUTUU MEXKIYHAPOIHOMN
TPaHCHOPTHOM CUCTEMBI.

beszonacnocms u konguoenyuanbHocmo

HoBeie wuncTpyMentst WTC [0mMKHBI yYUTBIBAaTH MPOOJIEMBI  KOH(DHIEHIIMATBHOCTH
1 TpeOOoBaTh Pa3yMHOI0 MUHHUMAJILHOTO YPOBHs 0€30MacHOCTH ITPU 0OMEHE TaHHBIMH, TPAH3aKIUIX
U T.J.

Yenoseueckuii gpakmop

[loutn Bce ciaydau CMEPTH U TPaBM B PE3yNbTaTe JOPOKHO-TPAHCIOPTHBIX MPOUCHIECTBUN
MOXKHO TPEIOTBPATUTH: B OOJBIIMHCTBE CIIy9aeB K HHUM HPHBOIUT Oe3pacCygHOE IOBEACHHE
Y HapyUIEHUE TIPaBUJI IOPOKHOTO JIBHKEHUS BOAUTENEM. ECIM 4elloBEK ynpaBisieT TPaHCHOPTHBIM
CPEACTBOM CO CKOPOCTBbIO, COOTBETCTBYIOIIEH TEKYIIUM JOPOKHBIM YCJIOBHUSM, NMPUCTETUBAETCA
peMHeM O€30MacCHOCTH H HCIOJb3YeT TMPABWIHHO IOJOTHAHHBIE JETCKHUE YACPKUBAIOIINE
YCTPOMCTBA, KOJIMYECTBO CMEPTEH M TPABM B PE3yJIbTaTe JTOPOKHO-TPAHCHOPTHBIX MPOUCIIECTBUIMA
3HAUUTENIbHO yMeHbIIaeTcsl. BHenpenue HOBbIX TexHonorui u paspeptbiBanue UTC B nopoxxHOM
JIBUKCHUM HAINPaBJICHO Ha CHIDKEHHWE HETaTUBHOTO BJIHUSHHUS  YEJIOBEUECKOro ¢akropa
1, COOTBETCTBEHHO, YEJIOBEYECKUX OIMIMOOK Ha 0€30MacHOCTh B 3TOMU cdepe.

Kak mnpumep mnomoOHOrO HETaTHBHOTO BIUSHHUS MOXHO TPUBECTH JOBOJIBHO YacTO
MOBTOPAIOLIYIOCS CUTYallMIO, KOT/a YEJIOBEK, Mepel Ia3aMu KOTOPOro MPOUCXOIUT aBapus, TEPSET
OomutenbHOCTh U caMm Tomanaer B aBapuio. UTC momoraroT uzbexars mogoOHbIX aBapuid. Llenb
SKOHOMHUYECKOT0 000CHOBAHUS Pa3BUTHSI TPAHCIIOPTHBIX CPEACTB M JJOPOT — PEIICHUE KOMIUIEKCHOM
TPAHCIIOPTHOM 3a7a4d, B TOM 4YHCJIE W YCTpaHEHHWE KaK MOXKHO OOJIBIIIET0 KOJMYeCTBa
HemnpeckasyeMbix GakTopoB. Takum 00pa3zom, B TpPAaHCIOPTHBIX CPEJICTBAX M HA JOPOTAX CO3/IAI0TCS
Mpe/icka3yeMble YCIOBHsI, B KOTOPBIX BOJUTENb BPSJI JIH CTOJKHETCS C HEOKHUAAHHBIMU COOBITUSMU
0e3 mpeaBapUTEIHLHOTO MPEAYIPEHKACHHUS.

B pesynbraTte BomuTenu Bce yaiie paboOTarOT B pacclableHHOM COCTOSSHUM W MOTYT
HE CIIPABUTHCS C HEOXKHJAAHHO BO3HUKIIEH HECTAHAAPTHOM CHUTyallME€d WA OTBJIEKAIOIIUM
¢dakTopom. B mr000oMm ciydae paxke camble TMEpPEOBBIE TEXHOJOTMUECKHE TOPOKHBIE YCIOBUS
HE MOTYT MOJIHOCTBIO UCKIIFOUUTh HEMpeACKa3yeMble cuTyauuu. O4eBUIHO, YTO BOJAUTEIN BHOCST
ompeelICHHBIN (PaKTOp PUCKA B JIOPOKHYIO CPEdy, KOT/Ia CYMTAIOT CUTYaIMI0 OE30MacHOM: OHHU
HAYMHAIOT €3UTh Oojee Oe3paccynHo. OHM M3MEHSIOT CBOM MOJIXOJ K BOXKICHHIO B OTBET Ha
MOBBILIIEHUE YPOBHS O€30MaCHOCTH, BRI3BAHHOE HOBOM TEXHUYECKOM U TEXHOJIOTUYECKON Cpeioit.

TexHUYECKUI Mporpecc MMEeT CBOM OTpPaHMYEHHUS B MPEOoAOoJeHHH (AKTOPOB PHUCKA,
CBSI3aHHBIX C 4YeIOBeYeCKOW ommmbkoi. boiee Toro, aBTOMaTH3MpOBaHHBIE CPEJICTBA U YMHBIE
TEXHOJIOTMU HE BCETJIa COMIaCyIOTCS B JOPOKHBIX CUTYaIUSX.

Texnonocuueckuti paxmop
B nacTosiiee BpeMst IpOBOUTCS MHOKECTBO MCCIIEIOBAHHM, 11€7h KOTOPBIX — ONPEICIIUTD,
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KaK yCOBEpIICHCTBOBAHUS (PU3MUECKOW MH(PACTPYKTYphl IPU OIPaHUYEHHOM BHEAPEHHM HOBBIX
TEXHOJIOTUH MOTYT MOBBICUTH Oe3omacHocTh. Hampumep, KOJIMYECTBO aBapuil MOXET OBbITH
YMEHBIIEHO Onarojapss WHXXEHEPHBIM TEXHOJOTHSM, KOTOpble BKIIOYAIOT  YIy4YIIEHHBINH
reOMETPUUYECKUI TU3aliH, 00Jiee IPOUYHYIO TOPOKHYIO Pa3METKY, JOPOKHbIE 3HAKU C TIOBBIIIEHHON
BUJIMMOCTBIO U JJOPOKHBIE TOBEPXHOCTHU C TIOBBIIIEHHON YCTOMUMBOCTBIO K CKOJIB)KEHUIO.

OnHOI u3 Mep Mo NMpeOoTBPAILEHHIO JOPOKHO-TPAHCIIOPTHBIX MTPOUCILECTBUM, BbI3BAHHBIX
HeNpeAHaMEPEHHbIM BBIE3I0OM BOAMTENEH W3 BHYTPEHHEH WM BHEIIHEH IOJOCHl JBMIKEHUS,
ABJISICTCS YCTAHOBKA I10JIOC TPOXOTA, KOTOPBIE CO3/1A0T LITYM U BUOPALHIO, KOTJ]a BOAUTEIb ChE3KACT
C JIOpOTH.

CucreMbl NOpenyNpeXIEeHUS O BbIE3JE C IOJOCHl JBUXKEHMS, YCTAaHOBJICHHBIE Ha
COBPEMEHHBIX TPAHCIIOPTHBIX CPEJICTBAaX, HE MAIOT HUKAKMX IPEUMYIIECTB Ha J0porax, rie
OTCYTCTBYET COOTBETCTBYIOIAsI JOpPOXKHas pasMmerka. CienoBaTelbHO, IUIOXO€ OOCITy:KUBaHHE
JOPOXKHOTO TMOJIOTHA (OTCYTCTBHE Pa3METKH) MOXKET ObIThb (aTajJbHBIM Ui BOJUTEICH, KOTOpPHIC
[IOJIAralOTCsl Ha 3TO HOBOE YCTPoicTBO, HedddexkTnBHOE B MOAOOHBIX ciyyasx. [lomoOHble
po0JIEMBI CBSI3aHbI M C TOPMO3HBIMU YCTPOCTBaMHU.

Jlpyrue HemoCTaTKMU CBSI3aHbl C MHTEJUIEKTYaJbHBIMH CHUCTEMaMH aBTOMOOWJIS, KOTOpHIE
IpeJHa3sHaueHbl JUIsl 3alUThl IMaccakupoB. Pacrymiee umciao OOPTOBBIX MPELYHPEHKTAIOLINX
CUTHAJOB B HUTOr€ BCTYNAeT B IPOTUBOPEYHE C OrPAHUYEHHBIMU CIOCOOHOCTSIMH BOIUTENEH
BOCIPUHUMATh U YCTaHABJIUBATh IPUOPUTETHI ITUX MPEAYINPEKICHUI.

3ammra OT J000BOrO MWIM OOKOBOTO yraapa oOecredynBaeTcst Onarogapsi MOIyHIKam
6e3onmacHoctr. OHM ObUTM pa3pabOTaHBl M UCHBITAHBI HAa OCHOBE TECTOB C MaHEKEHAMH
B CTAaHJAPTU3UPOBAHHBIX MOJOXKEHUAX. UTOOBI MOJYyYUTh MaKCUMAJIbHBIH 3(Q¢eKT OoT 3Tux
3alIUTHBIX YCTPOWCTB, MacCCaKUpPbl JOJDKHBI CHUAETh B TAaKOW K€ I03€, YTO U MCIbITAaTeNIbHbIE
MaHEKeHbl. A €ecClli y BOJAUTEIN pyKa JIGKHUT IOCepeMHE PYJIEBOro Kojeca WM Yy IMaccakupa,
CHJIAILIETO DPSJIOM C BOJUTENEM, TOJIOBAa MM JPyrue YacTH Tesla HaXOJATCS CIMIIKOM OJIM3KO
K [TAaHeJH, TJIe Pacloyio’keHa MOAyIIKa 0e30MacHOCTH, €€ pa3BepThIBAHUE MOXKET CTaTh NMPUUUHON
CepbE3HON TPaBMbI WIIN Ja’K€ CMEPTH.

[Toaromy nenoctHast crparerust passepreiBanus MTC nomkHa BKItOYaTh 00Opa3oBaTelbHbIE
IIPOrpaMMbl, HaIIPaBJICHHbIE Ha a/1alITALIMIO M10JIb30BaTeNel K TPAHCIIOPTHOMY CPEJICTBY U IOPOKHON
cpene OymyImiero.
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3.3. DaeMeHTBI MeTO0JI0T MU HM(PPOBOIi IKCIEPTU3BI

B »tom pasnpene
loT-Forensics). [68].

npoBOAUTCS  aHanu3 npobsem  |0T-kpuMUHAIUCTHKM  (QHIIL

[lepBoHauaNBHBIM MOAXO/ K TPOBEACHUIO U(POBBIX IKCIIEPTU3 CO3aBajl PUCKH HAPYIICHUS

KOH(HUIESHIIMATLHOCTH MH(OpMAIMK. DTH PUCKU MPHUBEICHBI B Tabiuie 4 BMeCTe ¢ HEKOTOPBIMU

MeXaHU3MaMH UX cHukeHusl. 3 Tabnuibl 4 Takke BUIHO, YTO MEXAHU3MbI CHUDKEHUS PUCKOB MOTYT
MPUMEHSTHCSI HA pa3HbIX dTanax pemeHus ans uudposoro cuaetens (LIC), cooTBeTcTByIOMIErO

TpeOoBaHUsAM IIUGPOBOI IKCIEPTUSHI C YUETOM KOH(PHUACHIUATHHOCTHU JIaHHBIX.

Taﬁ.lmua 4. Pucku HapyuicHus KOH(])]/I)ICHIII/I&JILHOCTI/I U MEXAaHU3MbI UX CHUKCHUSA

A1 uugpoBOro cCBUAETEIsA

Puck Hapymenust
KOH(PUIEHIIMAIBHOCTH
aas HC

MexaHu3M CHHKEHUA
puckKa

®a3bl HU(POBOI IKCIIEPTU3BI
€ yu4eToM KOH(pUAeHIHAIbHOCTH
JAAHHBIX

M |KK|AK |PH |IIp| O

YcrpoiicTBa moOIHM30CTH
MOryT 3HaTh, korna L[C
OTCTPAHEH OT BBIIOJHECHUS
CBOUX 00sI3aHHOCTEH

[IpsiMmoe anOHMMHOE
IIOATBEPKICHHE

+ 4

[ToaTBepAUTH MOTYUCHHE
UPPOBBIX TOKA3ATEIHCTB
0e3 JI0CcTyma NoAnucaHTa
K UX COJIEPKUMOMY

Crnenple MOANNUCH + EMOYKa
HoAIICeN

CBugeTenu MOryT
HEOXOTHO JICITUTHCS

C APYTMMH yYaCTHUKaMHU
CBOEH Bepcuen
MIPOUCILIECTBUS

I'omomopdHoe mudposanue
1M 6e30MacHOe BHIYHCIIEHUE

JIMyHOCTE cBUAETENA
UIEeHTU(UIIMPOBAHA

AHoHMMHOE 1T POBOE
CBHUJIETEIILCTBO

=i

JInyHOCTH Yy4aCTHUKOB
mpouecca pacKpbITa

AHOHHUMHOE OOHapY)XKCHHUE
Mapuipyra

=i

CucreMa MOXET BBICTaBUTh
JIpYTHUX NOJIb30BaTENen

Cormacue CTOPOHHETO

s e A .

OJIb30BATEIS
YacThIO CPE/Ibl
"
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Onepauuy MOryT IOKa3ath .
YMHBII KOHTPAKT € y4€TOM

KOH(UICHIINATHH
¢ yio KOH(UICHIINATEHOCTH IfI]ZI IfI]:I IfI]:I
UHPOPMALINIO

I[Ipumeuanue: Il — moaroroBka; KK — koHTekcTtHbIli cOop maHHBIX; AK — ananus
u koppensnusi; PU — pactipocrpanenne nndopmanuu; [Ip — npesenrarus; O — 0630p.

Hpyrumu cnoBamu, L[C, oTBeuarommii TpeOoBaHMAM LU(GPOBOH IKCIEPTU3BI C YUETOM
KOH(UICHIIMATIBHOCTH JaHHBIX, cooTBeTcTByeT cranaapty ISO/IEC.29100:2011 B oTHOmICHUH
coomonenns KoHpuueHnuaipbHocTH. LIC mO3BONSET peasn3oBaTh CIEAYIOUIME MEXaHH3MBbI
CHIDKEHHSI PHCKOB HapyIIEeHHsI KOH(PUACHIIHATEHOCTH :

1. I[Ipsamoe anoHMMHOE MoATBepkAcHUE. [103BosAeT Bepru(uKaTopy MpOBEPUTH, UCTIONIB3YET
o maatgopMa  cepTUGUIMPOBAHHBIM MPOrpaMMHBIA MOAY/Ib 0€30MacHOCTH 0€3 PacKphITHS
JIMYHOCTH I10JIb30BaTeNs MIATPOPMBI.

2. Cnenble MOANUCH IUTIOC 1IETI0YKA MMOANUCEH. DTH MEXaHU3Mbl MOT'YT OBbITh UCIIOJIb30BaHbI
JUIsL TIOATBEPXKAEHUS TOTO, YTO JAAHHOE JI0KA3aTeJbCTBO CYILIECTBOBAIO B ONPEICICHHBIII MOMEHT
BpPEMEHH, 0€3 PACKPBITHS €r0 ACHCTBUTEIHLHOTO COACPIKAHUS TOAMHUCHIBAIOIIEMY JIUITY.

3. F'omomopdHoe mmdpoBanue win 6e30macHoe Berauciienne. CBUIETEIN MOTYT COBMECTHO
JETUTHCS 3asBICHUSMHU APYTHX YIACTHUKOB M OTIEPHPOBATH UMH, HE 3HAsI O BKJIAZIE JAPYT APYTa.

4. AnornmHOE U(PPOBOE CBUACTEILCTBO. ITO pemieHue yrpomaet onpenencane L[C, aTo0b
nepeaaBarh HU(POBbIE JOKA3aTENbCTBA 0€3 PaCKPITHS peallbHOM JIMYHOCTH McTOuHUKa. Hanpumep,
rpymmna L{C MoXeT KCIoIb30BaTh aHOHUMHYIO CHCTEMY CBSI3H C UCIIOJIb30BaHHEM poTokosa Crowds
(c aHrn. «ronma»), 4ToObl mepeaaBaTh HU(POBBIE NOKa3aTenabcTBa Oe3 ToyHoro ykazanus LIC,
noTpeOOBaBIIEr0 MPOBEACHUS paccieloBaHMs. OTO pelleHue He o0ecrnednBaeT MOJHOU
AHOHUMHOCTH — OHa HE JOMYyCKaeTcsl W3-3a TpeOOBaHMA K OTCIEKHWBAEMOCTH. BmecTo 3TOro
npejjaraeTcsl pelieHue, B KOTopoM 1) obecreunBaeTcss aHOHMMHOCTh HMCTOYHHMKA JaHHBIX
(koHIIETIIMS IPOBEPKH MPOMCXOXKICHUS JaHHBIX MIMPOKO oOCyxaaercs B padore [69]), 2) 3BeHbs
B I[ETI0YKE ITOCTaBOK MOTYT BHIOpATh BAPHAHT aHOHUMHOCTH, TOJIBKO €CJI OH MOYKET OBITh OTMEHEH
KOHEUHBIM ITYHKTOM cOOpa J0Ka3aTeNIbCTB.

5. AHOHMMHOe packpelTue MapupyTta. Ilo3Bojser packpelBaTh MyTh Mepegadu
JI0Ka3aTeNbCcTB B O(UIIMAIbHOE YCTPOMCTBO Al cOopa 0Ka3aTeabCTB, HE PACKpbIBas JTUYHOCTh
MHUIMATOpa. OTO MOXET OBITh JIOCTUTHYTO IIyT€M aJanTaldd MNpPOTOKOJIOB, TaKUX Kak
ayTeHTU(HUIUPOBaHHAS aHOHUMHas Oe3onacHas mapuipytusaius (AASR), k peennto s 1C.

6. Cornacue ctopoHHero mojs3oBareinsa. He Tonpko nons3oBarens LIC, HO u Bce cBUaeTeNH,
YYaCTBYIOIIME B COBMECTHON pabOTe, COTIIAIIAIOTCS C MTOJIMTHKON B ONPEIeIEHHOM KOHTEKCTE.

7. YMHBII KOHTpPaKT C YydyeToM KoHQuAeHuuaidbHocTu. Heobxomumo wu3berath
HEBO3MOXHOCTh OTKa3a OT ONepaIliii TPH COXpaHECHUH KOH(PHICHITHATHHOCTH.

8. I'apantumn otuyxaeHus. Bepupukatop MOKeT MPOBEPUTH C MOMOIIBIO 10KA3aTEIbCTBA
0€30IacHOT0 CTUPAHUS, CTEpIIa JIU TPEThs CTOPOHA ONpeAeTIeHHbIe (PparMeHTHI MaMSTH.

Mexanusmbl 1-4 1OMDKHBI OBITH PAacCMOTPEHBI Ha 3Tame MOArOTOBKH, IMOCKOJBKY OHHU
TpeOyroT, yToOb! LIC ObLIM TOTOBBI K BHIINOJIHEHHIO ITHX ONEpaIii (HarpuMep, MMeIH MOIXOSAIIni
kpunrorpadgudeckuii mMatepuan). Mexanusm 4 BiauseT Takke Ha (a3y aHaIM3a U KOPPEISIUH,
MOCKOJIBKY HCITOJTB3YEMBIi TOIXO/ JOJDKEH TapaHTUPOBATh, YTO JIMYHOCTh CBHUIETENICH NCTOYHHKA
He OyZeT M3BECTHA ITOCIIE COIMOCTABJICHUS NAaHHBIX. 10 ke camMoe MPOMCXOIUT C MEXaHU3MOM S:
pacKphITHE IyTH TIepeadyl JAaHHBIX MOXKET IIPUBECTH K yTeuKe HHPOPMAIIUHU O TPEThUX JINIAX, €CITH
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aHOHMMHOCTb HE YUWTBIBaeTCs B Ipoliecce rnepefadd. B 3ToM ciydae MOXKET MPOU30MTH yTedka
uHpopManuu 00 y4acTHUKAX, KOTOpbIE ObUTH BOBJICUEHBI B JJAHHYIO CUTYAallHIO, HO HE Y4aCTBOBAIIU
B OIEpaluu.

bonee Toro, pemeHne MAOMHKHO 3ampallluBaTh COIVIACME CTOPOHHErO I0JIb30BATENS
(MexaHu3M 6) BO BpeMsi KOHTEKCTHOTO cOOpa aHHBIX, MOCKOJBKY 3TO COTJacHe HEOOXOIMMO
MIPOBEPSATH HAa OCTAJBHBIX 3TaNax pa3HbIMHU CIOCOOaMU. ITO 03HAYAET HE TOJIBKO MHGOPMHUPOBATH
I0JIb30BATENs, HO TAKXKE UMETh BO3MOKHOCTh TOJIYYUTh COTJIACHE OCTAIbHBIX YYACTHUKOB (TO €CTh
cBuzereneil). Paspernienus 1omKHbI TPOBEPATHCS HA MPOTSHKEHUH BCETO Mpoliecca.

Mexanu3m 7 obecrieyuBaeT HE TOJHKO TapaHTUPOBAHHYIO HEBO3MOXKHOCTH OTKa3a IpH
ornepanugax € OaHHbBIMHU, HO U CO6HIO,Z[€HI/I€ KOH(l)I/II[GHL[I/IaJIBHOCTI/I BO BpEMsA MPOBCIACHHUA ITHUX
onepauuii. Cie0BaTebHO, 3TOT MEXaHU3M MOKET MPUMEHSTHCS HE TOJIBKO Ha ATare cOopa JIaHHbIX,
HO U B Tporiecce oOMeHa mHpopMaImend MexXIy pa3indyHbIMA OOBEKTaMU W Ha dTale MPOBEPKH
NPaBUJILHOCTH BBINOJHEHHs omepauuid. Kpome Toro, obparure BHHUMaHHE, 4TO B Tabuuie 4 Bce
MEXaHU3Mbl CHU)KEHUS PUCKOB BIUSIOT Ha 3Tan cOopa KOHTEKCTHON uHpopmanuu. [Ipoucxoaut tak
MIOTOMY, YTO Ha 3TOM 3Tare HU(POBOW CBUETEIb BIIEPBBIC CTAIKUBACTCS C TaHHBIMHU TPETHUX JIHII.
Taxum 06pa3zom, 3TO BayKHAS XapaKTEPUCTHKA, KOTOPasi BIAMSIET Ha IPUHIIUITBI KOHPHUICHIUATHHOCTH
B JJAHHOM PEILLICHUH.

Hakonen, rapanTuu OTYyXJACHHS (MEXaHU3M §) JOJDKHBI OBITh TPEJOCTABICHBI BCEM
I10JIb30BATENSAM Ha 3Tane cOopa JAaHHBIX U PEAIM30BaHbI [1OCIIE 3aBEPIICHUS ITara paCCMOTPEHHUS.

Baxmuo YTOUYHUTBH, YTO CIIMCOK MCXAHHM3MOB CHHWIKCHHA PUCKOB, HpeIICTaBHGHHBIﬁ B 3TOM
paszzeie, He sIBIsIeTCs McuepnbiBaomuM. Hana nenb — npogeMOHCTPUPOBATh yKE CYIIECTBYIOIIHE
MEXaHHU3MBI, KOTOPbIE MOTYT CHPaBHUThCS C MpoOieMaMu KOH(PHACHIIMATbHOCTH, BOSHUKAIOIINMHU
B KOHTEKCTE IU(PPOBOTO CBHUIETENHbCTBA, U BAPUAHTHI UX HCIOIb30BAHUS Ha PA3JIMYHBIX JTarax.
O4eBHIHO, YTO CYIIECTBYET MHOTO TEXHOJIOTHI U B OyIyIlleM UX MOSBUTCSA elle OOJbIIe, UX BHIOOD
Oyzner 3aBuceTh OT (YHKIUN W TpeOoBaHUi MiIaTGoOpMbl HA MOMEHT pealu3allud KOHKPETHOTO
MEXaHN3Ma CHUKEHUS! PUCKOB.

Coyuanvhas epedoHocHas npozpamma

PaccMoTpuM BapuaHT pacciieZloBaHMsI XaKepCKOM araku, B kKoTtopoM wucnoisiyercs LIC,
4TOOBI MPOUJUTIOCTPUPOBATH, KaK MPUMEHSETCS LU(pOBas SKCIEepTU3a Ha 3Tanax, CIEAYIOIUX 3a
MIOArOTOBUTENBHBIM. JlaHHBIM BapHaHT NPEICTABISET CLEHApUW 3apakeHHs BpenoHocHbIM [10.
Ha ero npumepe mnokaxem, kak B HH(POBOI SKCHEpTH3E MOXKHO TOOUTHCS HICAIBHOrO OanaHca
MEX]y paccieJOBaHUEM U KOH(PHUIECHIIMATBHOCTBIO TaHHBIX.

Y Mapka ects LIC, coorBercTBYyIOUMII TpeboBaHUAM UGPOBON IKCHEPTU3BI C YUETOM
KOH(UIEHIIMATIBHOCTH JaHHBIX. Mapk HaXOOUTCs B M3BECTHOM pecTtopaHe «Tapenka U JIoXKKay,
B KOTOPOM HCHOJIB3YETCSl Psii MHHOBAllMOHHBIX TEXHOJIOTMH JUIsl CO3JAaHUS OKCKIHO3MBHOMN
O0OCTaHOBKHM, KOHTPOJSl TIOCTaBOK WHIPEJIWEHTOB W HANHUTKOB, IOBBILIEHUS O€30MacHOCTU
Y KOHTPOJI Pa3jIM4HBIX 30H PECTOpaHa, a TAKKe YJNY4YIICHHsS YIPaBICHUS 3alpOCaMU KIMEHTOB.
Pectopan mnpeanaraeT cBOMM KIHEHTaM MPHIOKEHHE iSpoon Ais TMOJydeHUs HHpopMauu
0 OpOHMPOBAaHUM CTOJIMKA U KeJlaTelIbHOW oOcTaHOBKe Ha Beuep. [Ipunoxenue iSpoon HCHOIb3yeT
TexHojoruto Bluetooth mns npemocraBieHust KIMEHTY COOTBETCTBYIOMIEH HHpOpMaIK (Hanpumep,
uMs opUIMaHTa, 00CITYKMBAIOLIETO CTOJUK, HAJIMYUE JTOOMMBIX BUH, BpeMs IMoJauu u T. 1.). Bee
3TO CIIENAJI0 PECTOPAH OJHUM M3 CaMbIX MONYJISIPHBIX B TOPOE.

B pectopane coCyllecTBYIOT KaK MEpCOHAIbHBIE, TaK M HENepcoHalbHble ycTporcTBa [oT.
OTBeTCTBeHHBIN 3a pabOTy yCTPOWCTB B pecTopaHe — METPAOTENb (TO €CTh CTapiiuii OQHUIMAHT
u MeHemkep). OH crneauT 3a npaBUIbHOW pabOTON yCTPOWMCTB, YTOOBI rapaHTUPOBATh KIHMEHTAM
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HAWTydIlIie BIIEYATICHHUS BO BpeMs ykuHA. Bo BpeMms yxuHa nudpoBoit ceugerens Mapka (L[C1)
OOHapy>KUBAET MOMBITKY 3apa’KeHHsI, MHUIIMUPOBAHHYIO YCTPOHCTBOM, HAXOISAIIUMCS PAIOM. DTO
3actaBisgeT LICl coxpaHuTh BCIO CBSI3aHHYIO C HMM HH(pOpMaNMIO (HApUMep, JamIl MaMsTH,
CeTeBbIE MOJKIIOYCHHUS, JOCTYN K (ailiaM U 3ammycK NpUIOKEeHUH) B Mocieanne MUHYThl. Kpome
toro, LIC BbluucinsgeT KpunTorpaduueckuii X311 U3 TOJNBKO YTO COOpaHHBIX HH(POBBIX
JI0Ka3aTeNbCTB U OornoBemaeT Mapka, KOTOpBIi pemaer 3arpocuTh paccienoBanue. C 3Tol IENbo
Mapk oTIpaBisieT JoKa3aTreiabCTBa, coxpaHeHHbie (um mommucanueie) B L[C1 kx crmemoBaremo —
CICIUAINACTY MO IHM(PPOBON IKCHEPTH3E, TaKUM 00pa3oM WHUIMHPYsS LU(pOBOE cCyaeOHOe
paccienoBanue ((asa 2, pucyHok 3.7).

Hauano. ®aza 2

®.

HeoOGXoaUMbI
OONonHUTEeNbHbIe
OaHHbIe KOHTeKeTa?

MoTtepneBlKni

3anpoc cornacus
Ha c6op AaHHbIX No 3anpocy
nonssogatens

v

CHop cooTBeTCTBYHOWEN
MHopMauumn ¢

HYXHbBI OaHHblE
W3 BHELWHWUX
WCTOYHUKOB?

YCTPOWCTEA
v
MpoBepKa TOYHOCTH Koppennauus
W KayecTBa
Ob6paboTka
Yrposa
W3onvpoeaHa? t
MonyuyeHue
Het, Mapk ALl
He xo4eT
crpawmeartb

6e3 HeoBXOAMMOCTU

Hayano. ®aza 3

Pucynoxk 3.7 — 3anpoc Ha Hauano HU(ppPOBOro pacciae 0BaHus

Ha3navaercss 3KCnepT-KpUMHUHAINCT, KOTOPBIM aHAIM3UPYET NPEIOCTABICHHBIE JIaHHbBIE
(da3a 3) 1 moATBEpKIALT, UTO ITO JIOKAJTHHO 3aMyIlIeHHAs araka. B 1aHHOM ciydae MOXO0Xe, YTO
YCTPOMCTBO, HAXOAIIEECS B PECTOPAHE, 3apaXKEHO U MBITAETCS PACIIPOCTPAHUTH YEPBsI, UCTIONb3Ys
ySI3BUMOCTh B TPUIIOKEHUHW 1Spoon, KoTopass kpoercs B Moayne Bluetooth, ucnomszyemom
MIPUIIOKEHUEM.

OHAaKO AKCIEPTY ITOTO HEAOCTATOYHO ISl paCKphITHs Aena, u oH npepraraet [{C1 cobpats
HOBBIC TAaHHBIC OT APYIrux YCTpOﬁCTB, HaxXOJJAINUXC PAAOM U KCEJIAI0IMUX COTPYAHHUYATh (BOSBpaT
K ¢aze 2). Cnegys wmeronmonoruun mudpoBor skcneptusbl, [[Cl cHavanma 3ampammBaeT
HCIICPCOHAJIBHBIC YCTpOfICTBa U UIIECT OTBETCTBCHHOI'O 3a HHX. B JaHHOM CHOCHapuHu TaKUM
OTBETCTBEHHBIM SIBJIICTCSI METPIOTEIb, KOTOPBIN MPUHOCHUT Japyroro mudposoro ceuaerens (L[C2).
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HC1 waumuupyet auanor ¢ [{C2, 9yToOBI MOMYYUTh pa3pelieHne OT METPAOTENS Ha TMOJIYyYCHHE
TOOBIX JAHHBIX, OTHOCSIIUXCS K JaHHOW IU(PoBOI 3kcriepTuse. PucyHok 3.8 mokasbiBaeT 3Taribl
ONMCAaHHOW YacTH mpoliecca.

CHop cooTBeTCTBYHOWEN
WH(popMaLmK OoT cBUOETENEN

®asa 2 7 eeTenm
. o Kakue-To ~
~__ HeNnWYHble

“._ycTpo#cTBa? _~

onpefennTe
BnagenbLeB o6beKTa

'

Sanpoc
cornacus

v

Cornacve Ha
MHdOopMaUnI, KOTOpasa MOXeT
ObITb KOMNPOMETUPYOLLEH
Mo OTHOLWEHUWIO K APYTUM

|

C6op cooTBeTCTRYHOWEN

WHgopmaumn
@aza 3
l AHnanus v koppenauua
MpoBepKa TOYHOCTU K ‘.
KayecTBa

Pucynoxk 3.8 — C60p cooTBeTCTBYIOLIEH HHPOPMAIIUU OT CBUAETENEH (TPETHUX JIULL)

Korma IIC1 mpocur IIC2 o coTpygHHYeCTBE, OH NPHKPEIUISET COOTBETCTBYIOIIYIO
nH(popmaluto, kotopass MoxkeT nomoub LIC2 pemuts: coTpyaHHYaTh WM HeT, mpu 3ToM L[C2
OCHOBBIBACTCSA Ha CBOEH MOJUTHKE KOH(UIEHIMAIBHOCTU. 3allpOC Ha COTPYJHHUYECTBO BKIIOYAET
MHpOpPMALMI0O O BO3MOXHOCTAX YyCTpoilcTBa Mapka M KpaTKoe H3J0KEHUE NpeABapUTEIHLHOIO
aHajM3a, MPOBEJEHHOro cienoBareneM-’3kcnepToM. B uactHoctu, LIC1l moxarBepkaaer, yTo OH
ABJIsETCA LU(POBBIM CBHUJIETENEM, COOTBETCTBYIOLIMM CTAaHAAPTY LU(PPOBON SKCHEPTU3BI C YUETOM
KOH(UIEHIMAIBHOCTH. DTO O3HAYaeT, 4To IuaT¢opMa OCHOBAHA Ha 3alllMUIIEHHOM OT B3JOMa
anmnapaTHOM spe JOBEpUs U rapaHTUPYET KOH(PHUIEHIIMATbHOCTh BHEIIHUX IU(PPOBBIX CBUIETENEH.
AHanu3 MOKa3bpIBaET, YTO B CETH CYIIECTBYET yIrpo3a pacnpocrpaHeHus BpeaoHocHoro 10, kotopoe
pacrmpocTpaHseTcs ¢ TOMOIIbIO ysi3BuMocTH B Bluetooth.

[Tocne mpoBepku YYeTHBIX HaHHBIX, oTnpaBieHHbIX LIC1 (Hampumep, y4eTHBIX JaHHBIX
U cepTH(UKaTa OTYETa, BBIIAHHBIX CJIEJOBATEIEM-3KCIIEPTOM, U pa3pelieHUH, Mpea0CTaBICHHbBIX
metpaotenem), L[C2 cornamaercst cOTpyAHWYaTh, HO TOJBKO INPU COONIOJCHUM CIETYIOLINX
YCIIOBHI:

* MIOJICJIUTHCS HH(pOpMAIMEN MOTYT TOJIBKO YCTPONCTBa, HaxoauBiIHecs B mpenenax 100 m
oT Mapka (MakcumanbHbIi pamuyc naeiictBusi Bluetooth cocraBmsier okomno 100 M) Bo Bpems
MHIUCHTA;
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* IIpY 3TOM HCKJIIOYAIOTCS YCTPOMCTBA, COAEpKallle JMYHbIE AAHHBIE WIH (PUHAHCOBYIO
uHpopMaluio (HarpuMep, KacCoBbIe anmnapaTsl);

* repeaBacMble JTaHHbIE OYyAyT HCIIOJIB30BaThCA TOJBKO JJISl 3TOTO paccieIOBaHMs, U Kak
TOJIBKO OHU OYAYT yJaJIeHbl, PECTOPAH U METPAOTENb OYyAyT Cpa3y MOCTABICHBI B U3BECTHOCTD;

* coOpaHHbIe TU(POBBIE JTOKA3aTENbCTBA OyayT oTpasieHsl ¢ nomoipio [{C1 B xauecTBe
[OCPEIHUKA.

JlaHHble, TpelOCTaBICHHbIE YCTPOWCTBAMHM pECTOpaHa, MHUQPYIOTCs, MOANUCHIBAIOTCS
u otnpasisitoTes B LIC1, KoTopslid, B CBOIO 04epe/ib, OTIPABISIET JaHHbIE SKCIEPTY-KPUMHHAJIKCTY.
Kpome Toro, merpaorens noiydaeT HU(POBYIO KBUTAHLUIO, MMOATBEPKAAIOLIYIO, YTO LU(PPOBBIE
JI0Ka3aTeNnbCcTBAa OBUTH OTIPABJICHBI YJAIEHHOMY S3KCIEPTY-KpUMHHAIUCTY. MeTpaoTens MOXKeT
HCIOJIb30BaTh 3Ty KBUTAHLUIO JJIS CO3JaHUS 3alpoca, YTOObl 3KCHEPT-KPUMHUHAIUCT MPOBEPUIL
coJepKaHue JaHHBIX, mpenocraBieHHbix L[Cl, w/mmm oTka3ateCs OT CBOMX MOKa3aHWUU
U otpeboBaTth uX ypajeHus. Ilpum sToM cmoco® cOopa AaHHBIX 3aBUCHT OT IOJHTUKU
KOH(HIEHIIMATIbHOCTH, ONPEICICHHON BiaJleNblaMi WM JIMIOM, OTBETCTBEHHBIM 3a BHELIHETO
udposoro caueTesns. Takum 00pa3oM, TOT MPOLECC MOXKET ObITh OUEHB CI0XKHBIM B 3aBUCUMOCTH
OT KOHTEKCTA.

[Tocie mnomy4yeHHs HKCHEPTOM-KPUMUHAIMCTOM HOBBIX IM(POBBIX JOKA3aTENbCTB,
IIPEIOCTABIIEHHBIX METPJOTENEM (3Tal 3), pe3ysibTaThl UCCIEI0BAHUS MO3BOJIAIOT MPEATIONOKUTD,
YTO OJHO W3 YCTPOWMCTB B pECTOpaHE (HAIpUMeEp, YMHbI BUHHBIA MOrped) 3apa)XeHo TOW XKe
BPEJIOHOCHOM MPOrpaMMoi, KOTOPast TbITaJIach KOHTPOJIUPOBaTh ycTpoiictBo Mapka (LIC1).

eobxoanmel
HeT
AONONMHUTENbHLIE OTyet O
AaHHEle XpPaHeHuu
KOHTeKcTa?

dasa 4.
ObmeH nHdopmaumnen

Y¥HbI JaHHble
N3 BHELLHUX
WCTOYHHUKOB?

Koppensauus

A

Ob6pabGoTka

A

Mony4eHne .
AaHHbIX

Ha4ano. ®aza 3

Pucynox 3.9 — BbIBOJbI CIIEACTBHS HA MECTE IIPOUCILIECTBUS
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K coxaneHuto, XOTs 3apa)KCHHbIE JIEMEHTBI OMNPEAETICHbl U MOXHO OBLIO ObI OCTAHOBUTH
3apakeHHEe M MHHMMHU3HMPOBATh MOTEHIMAJIBHBIN ylmepd ais JIpYyrux KIMEHTOB, HCTOYHUK
kubepaTaku He uaeHTuuImpoBaH. ClegoBaTeNbHO, CICAYIOUIMI 3Talm — 0OMeH HH(popMaIuen
(9Tam 4) — mpuU3BaH PelIMTh 3Ty MpodIeMy. Mapk Jaer coryiacke Ha mepegady CBOMX JaHHbBIX IS
Oynymero cynebHoro paccienoBanusi. OH HaJEETCs, YTO 3TO IOMOXKET HACHTHU(PHUIMPOBATH
JMYHOCTh 4Y€JIOBEKa, OTBETCTBEHHOro 3a HamaaeHue. Ha pucynke 3.9 mokasan mponecc oOMeHa
uHopManuen JUIst 3TOro ClieHapys B COOTBETCTBUU C METOA0I0THEN IIU(PPOBOI SKCIIEPTU3HI.

Yepe3s HEKOTOpOE BpEMsl YCOBEpLICHCTBOBAHHAs BEpCUs BPEJOHOCHOH NpPOrpaMMbl
nospexaaer apyrue loT-ycrpoiictBa. K cuactbio, cuctema nudpoBO SKCHEPTH3bl COXPAHUIIA
nH(pOpMaIHIO 0 Havaje aTaku B 0a3e JaHHBIX, a TaKkke 0 BpegoHocHoM [10, koTopoe G110 Ha3BaHO
BPEIOHOCHOH MporpaMmoit iSpoon. DTH JaHHbBIE, COOTHECEHHBIE C IPYTMMHU HabopaMu IHU(POBHIX
JI0Ka3aTeIbCTB U3 BHEIIHUX CHCTEM, MO3BOJISIOT OINPENENIUTh MPOUCXOXKIeHHE BpegoHocHoro 10
Y apecToBaTh IMOA03PEBAEMOr0. 3aTeM YacTh JAHHBIX, MPEIOCTABICHHBIX MapkoM W JApyruMHU
YCTPOICTBaMHU, UCIOJIBb3YEeTCs Ul MOATOTOBKM (PMHAIBHOTO OTYeTa (3Tam 5), KOTOpbI B UTOre
IIPUHUMAETCS K pacCCMOTpEHHIO B cy/e. HakoHel, 1o ey NpuHATO peleHue, U CIyCTs. HEKOTOpoe
BpeMs II0CJI€ €r0 3aKpbITHUs JaHHbIE, NPEAOCTABICHHbIC YYAaCTHUKAMH, YJAJIAIOTCA U3 CHCTEMBI
uppoBBIX ToKazaTenbcTB (3Tan 6) (pucynku 3.10, 3.11).

. > Monysene — > ObpaGotka —

AHHEIX AHHEIX
Havano. ®asa 3 A A
A

Koppenayua

e00XoaUME

LONONHUTENEHBIE
KOHTEKCTHBIE

NaHHBIE?

YHHEI O3HHBIR
W3 BHELLHWX
MCTOYHWKOB?Z

ABTOpM3aLMS

OTHETOB Mpoeepka/3anpoc Ha obmeH
Havano. ®aza 4. uHhopMaluei

I I BoinonHeHwe
KonTpons 3anpoca
AocTyna K

OdaHHBIe Paza 4.
ObmeH wHthopMaumein
v
3anuck

pesynetata

KoHTponb goctyna }0 ...... ,{ XpaHunue

Het

3TO BHELUHUA

3anpoc?
cucTeme

AsTtopuzayua 1 KonTponb
AOCTyna K
A3HHBIM,
JanpallBaemMbiM
ANA KOHKPETHOWM
AsTopuzayua 2 yenu
HaHHble
Pucynok 3.10 — PaccienoBanue B pecropane «Tapenka u JOxKKa»
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Havano ®aza 3

MonyyeHue "" ObpaboTka }—%‘ Koppenauwa
O3aHHbIX ASHHBIX

ABToOpH3auma YiHEBI AaHHbI
M3 BHELLUHWX
MCTOMHWKOB 2
¥
KoHTpone goctyna |[<--__ XpaHunuile

Co34aTh 3anpoc Ha
nonyYeHue OaHHBIX M3
I BHELUHWX MCTOMHWKOE B

cneaywllen dpase

OTHETOB

OaHHBsIe Paza 4.
ObmeH MHq:::opmau,Heﬁ

Havyano dasza 4

27To oTBET?

Na

MNepeinTH K
Ha4any $asza 3

Pucynoxk 3.11 — Onpoc cBunerenei

XOTS 3TO THIIOTETUYECKUMN CHeHapHﬁ, M aTaka (a TAK¥XE MPUITOKCHUC iSpOOIl) BBIMBIIIJICHBI,

BIIOJTHE PA3yMHO AYyMaTb, YTO aTaKW TaKOI'0 THUIIA MOTYT MNMPOUCXOAUTH — WM MIPOUCXOOAT —
HE3aMEeTHO JUIs Tojib3oBares [69)].
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3.4. Ipumepnl clieHapUeB aTak Ha ycTpoiicTBa UHTepHeTa Beluei

Kubeparaku MOTYT MpPOM3BOJIUTHCS B TEYCHHE BCETO mporecca paboTel ycTpoicTB 10T.
YpOBEHb OMACHOCTH KaKIOTO CIIEHAPUS aTaKWd BapbHPYETCS OT HU3KOTO U CPEIHETO JI0 BBHICOKOTO
Y KPUTHYECKOTO, OTpakasi ypOBEHb HETATHBHOTO BO3JIEHCTBUS, KOTOPOE ITH aTaKd MOTYT OKa3aTh
B pealibHOM cuTyanuu. B Tabnwie 5 ompeseneHa OleHKa YPOBHS OMACHOCTH BO3MOXKHBIX aTak Ha
cucteMsl 10T,

Ta6aumna 5. OueHka ypoBHsI BO3MOKHBIX aTak Ha cucrembl 10T [15]

Cuenapnﬁ aTaKHu YPOBeHb OImacHoOCTH

ATaka Ha CETEeBOE COEJAMHEHHE MEXKAY KOHTPOJLIEPOM . .
BbICOKHI — KpUTHYECKUIA
Y UCIIOJIHUTEJIBHBIM MEXaHU3MOM

ATtaka Ha JaTYUKHU, UBMCHCHHUC CUUTBIBACMbBIX HUMHU 3HAYCHUHN o o
o Bricokuii — KPUTHYCCKHU
HJIK UX IIOPOTI'OBBIX 3HAYCHHUH U HACTPOCK

ATaka Ha HCIIOJHHUTEIbHBIC MEXaHH3MbI, U3MCHCHUC WM . .
BrICOKHIT — KpUTHYECKUI
caboTax UX OOBIYHBIX HACTPOCK

Araka Ha cuctemsl agMuHHCTpUpoBanus [oT BbIcoKH — KpUTHYECKHI

Hcnosnp3oBanue ys13BUMOCTEN MPOTOKOJIA Bricokuit

ATtaka Ha YCTpOﬁCTBa IIyTeéM BBOJIa KOMaHJA B CHCTCMHYIO o o
Bricokuii — KPUTHYCCKHU
KOHCOJIb

CryneHyaTble aTaku CpenHuit — BBICOKHI

MaHunyasamuu ¢ UCTOYHUKOM TIMTAHWUS W HCIIOJIb30BAHHE . .
. Cpenuuii — BBICOKHI
YSI3BHUMOCTEH MPU YTCHUU JTaHHBIX

BrIMoOraTenscTBo ¢ MCIOJIB30BaHUEM BPEAOHOCHBIX IIPOrpamMM CpenHuil KpUTHYECKUM

DDoS-araka ¢ ucnonp3oBanuem 0otHera 10T Kpurtnueckuii

Amaxa na cemegoe coedunenue mexncoy KOHMpOoLEPOM U UCNOIHUMETLHLIM MEXAHUIMOM

[ToncnymmBanue —  3TO  araka, [O3BOJSIONIAs  3JIOYMBIIIJIEHHUKY — WM3BJIEUYb
KOH(UICHIMAIBHYIO U OINEpPaTHUBHYI0 HHPOpPMAIUIO, KOTOpash MOXET ObITh HCIOJb30BaHA MJIs
3JI0HAMEPEHHBIX JeHCTBUM, BKIIIOUas mociaeayrouue ataku Ha |0 T-cucrembl. YacTo noaciymvBanue
1 cOop MH(OPMAIMH ABJSIOTCS HaYaJIbHBIM 3TalloM KuOepaTak, ¢ MX IIOMOIIBIO BBISIBIISIFOTCS Ci1a0ble
MeCTa U MOTEHIIMAJIBbHBIE TOUKH BXO/a aTaKH.

BozneiicTBue: OCHOBHOI pe3ysbTaT — yTedKa JAaHHBIX. B 3aBUCMMOCTH OT cpenibl, CTENEHb
yIpO3bl MOKET ObITh HM)KE WJIM BBIIIE, MOJCITYIINBAHUE MOXKET CUTHAJIM3UPOBATh O TOTOBALIEHCS
Oonee MacIITabHOM aTake.

CBsi3aHHBIE YTPO3bl: IPOCITYIIMBAHUE U yTeUKa KOH(UICHIIMATBHBIX JTaHHBIX.

CrerneHb OMACHOCTH aTaKU: BHICOKAS — KpUTHYECKAsL.

Amaxa na oamyuxu, usMeHeHue CUUmvleaemMvlx UMU 3HAYEHUU UTU UX NOPO20GLIX 3HAYEHULL
u Hacmpoex

ATakyomuil MaHUITyTUpyeT KOH(UTYpalueil AaTYMKOB, U3MEHSS YCTaHOBJIEHHBIE HA HUX
[OPOTOBbIE 3HAYEHMs, YTOOBl pPA3PEIIUTh NPUHUMATH 3HAUYEHUS, BBIXOJAALIME 3a MpPEIesbl
JONYCTUMOI'O JHarna3oHa, 4TO NPEJCTAaBISET CEPbE3HYIO YIpO3y sl CUCTEMBI U YCTPOMCTB.
[Tockonbky B 060siee KpYIHBIX YCTPOHCTBaX OOBIYHO MCIOIB3YETCS MHOXKECTBO NYOIUPYIOLIUX JPYT
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apyra JaTYUKOB, 4YTOOBI araka Obwia A(OQPEKTUBHON, 3JOYMBIIIJICHHUKY HEO0XO0IUMO
CKOMIIPOMCTUPOBATL HCCKOJIBKO OAaTYMUKOB: CCJIHU 6LI 61:1.]1 CKOMIIPOMCTUPOBAH TOJIbKO OOHWH,
MOKa3aHWs 3a TMpelneiaMy JAuana3oHa MorIM Obl ObITh NpUHATH. [lokazaHuss MoryT OBITH
CKOMITPOMCTHUPOBAHBI C TIOMOIIBIO JAHHBIX, MMOJIYYCHHBIX OT OCTAJIbHBIX JATYUKOB.

BosneiictBue: paspemieHne JaT4dkaM cooOINaTh W TNPUHUMATh HEBEPHBIC 3HAYCHUS
nosBepraet pucky loT-cpeny; HeMCHpaBHBINA TATYUK MOXKET MPOMYCTUTh CKAYOK HAIPSDKEHHUS, YTO
NpUBEIET K (PU3NMIECKOMY MOBPEKICHHIO CUCTEMBI.

CBsi3aHHBIC YIpO3bI: aTaka Ha KOH(PHIECHIIMATBHOCTD, YTeUKa KOH(UICHIMAIBHBIX TaHHbBIX,
W3MEHEHHE UHPOPMAIIUH.

CrerneHb OMMACHOCTH aTaKW: BHICOKAS — KPUTHYECKAS.

Amaka Ha UCNOTHUMENbHBLE MEXAHUZMbL, USMEHEHUEe UTU CADOMAdIC UX 0ObIYHBIX HACMPOEK

Manunynanua ¢ KOHGUrypalued Wi mHapaMeTpamMH HCIOJHUTENbHBIX MEXaHH3MOB,
3aCTaBJIAIOLIME UX UCTIOIb30BaTh HEMPABUIIbHbIE KOH(UTYpaIHH, TIOPOTOBbIE 3HAUEHUS WIN JJaHHBIE,
BJIMSIIOT HAa MX HOPMaJbHOE MOBE/IEHUE, COMBAIOT X HOpMaJIbHbIE pab04Yre HaCTPONKH.

BozneicTBue: BappupyeTcsl B 3aBUCMMOCTHU OT 33J€HCTBOBAHHBIX MEXaHU3MOB. JTO MOKET
MIOBJIUATH HA IIPOU3BOACTBEHHBIC IIPOLECCHI.

CBsi3aHHBIE YTPO3bl: OTKJIIOUEHHUE CETH U KOMIIPOMETAIUSI BPEIOHOCHBIMH YCTPOICTBaMH.

Amaxa na cucmemuvl aomunucmpuposanus loT

3/I0YMBIIIJIEHHUK ~ TBITA€TCSl  MOJYYUTh  IOJHBIA ~ KOHTPOJIb  HaJa  CUCTEMOH
anMuHucTpupoBanus loT-cucrembl unun |0T-ycTpolicTBa, 4TO MOXKET MOCTaBUTh O]l YIPO3Y BCIO
cpeny. Peann3oBath 1o100HYI0 aTaky HECJIOXKHO, €CJIM UCIOJIb3YIOTCS Clla0ble MapoIu WK Hapoiu
[0 YMOJTYaHUIO. DTOT THUIl ATAKU COCTOUT U3 HECKOJIbKUX ITANOB U OOBIYHO IMPOBOJUTCS CKPBITHO.
Crnenyer OTMETUTb, YTO K 3TOMY THUIy aTakd HY)KHO OBITb TOTOBBIM Ha IPOTSIKEHHUU BCETro
YKU3HEHHOTO LIMKJIa yCTPOUCTBA.

BosneiicTBue: koMrpoMeranus, MaHUITyJIMPOBaHUE WK IPEpPbIBaHNE paOOThI ONPEIETCHHbBIX
cucreM loT Moryr 3aTpoHyTh MHOTIMX JIIOJ€H, BBI3BaTh OSKOJOTMYECKHE MPOOJEeMBbl M JaxKe
pacnpoCTpaHUTHCS Ha IPYTHe CUCTEMBI, BIMSISI HA UX KOMMYHUKALUU WM JaKe OTKJIIOYas UX.

CBsi3aHHBIE YIpO3bl: clladble Mapoiy, HAOOPHI SKCILIONTOB, aTaKU Ha KOH(PUIEHIINAIbHOCTD,
BPEIOHOCHBIE Mporpammsl 1 DDoS-artaku.

Hcnonvzosanue yazeumocmeil npomoxoia

OTOT TUN OOBIYHO SIBISETCA MPOMEXKYTOUHBIM 3BEHOM IIPH 3allycKe IPYTHX THUIIOB aTak.
DKCIIONTBI (ysi3BUMOCTH) HCIIOJIB3YIOTCSA JUTSt MTOJTy4EHUS IIPUBUJIETUPOBAHHOIO
HECAaHKIIMOHUPOBAHHOIO JOCTyla K CHCTEME, YTO MOXKET IIPUBECTH K YCTAaHOBKE JAPYroro
BPEIOHOCHOTO KOHTEHTA WK 07KI0poB. OHU UCHOIB3YIOTCS KaK YacTh aTakH, HE3aBUCUMO OT TOTO,
ABJISICTCA JIM LIENIBI0 OTAEIbHAsl CUCTEMA, YCTPOWMCTBO WM Iienas ceTb. OOHapyXUTh 3KCIIIONUTHI
CIIO’KHO, JIerye OOHapyXWTh JEHCTBHS, BBIIOJHEHHbIE MOCJIE TOrO, KaK SKCIUIOHUT OBbUT YCIHEIIHO
peann3oBaH.

BoszeiicTBue: B ciydae ycrexa SKCIUIOWT CO3JaeT TOYKY BXOJA B CUCTEMY, B HEKOTOPBIX
ClIy4asix C IOBBIIIEHHBIMU IIPUBWIECTUAMH; B IIPOTUBHOM CIIy4ae CUCTEMA MOXKET BBINTU U3 CTPOs
WIH CTaTh HECTAOMIIbHOM. DTa aTaka BCEra HCIOJIb3yeTcs KaK yacTb 0oJiee KpYITHOM aTaku, KOTopas
MOJKET OBITh IPOCTON Kpakel JaHHBIX.

CBs1i3aHHBIE YTPO3bl: HAOOPHI IKCIVIOWTOB, BPEJOHOCHBIE IPOTPAMMBI.
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Amaka na ycmpoticmea nymem 66004 KOMAHO 8 CUCMEMHYIO KOHCOJIb

[Ipu 5TOM THUIIE aTakW 3JO0YMBIIIJIEHHUK BBOJUT U BBIMOJIHSIET KOMAaH/bl C MPUBUIIETUSIMU
B CKOMIIPOMETHUPOBAHHOM CHCTEME UEPE3 CBOIO KOHCOIIb.

Bo3zgeiicTBue: eciiy 3710yMBIIUIEHHUK MOXET BBOJUTH KOMaHIbl B YCTPOMCTBO, BOSHUKAET
BEPOSTHOCTH B3JIOMa JPYroil MalllMHBI B OKPYKEHUH. JTO BBI30BET KaCKaIHBIN YPPEKT B CUCTEME,
U 3JI0YMBIIUIEHHUK CMOXET HCII0JIb30BaTh BCE ATH YCTPOICTBA B 3JI0HAMEPEHHBIX EISIX.

CBsi3aHHBIC YTPO3bI: HAOOPHI KCIUIONTOB, DD0S-aTaku 1 OTKIIIOUYCHUSI CETH.

Cmynenuamsie amaxu

DTOT TUN aTaku — PACIPOCTPAHCHHBIN CIIOCOO MPOBEICHUS AaHOHWMHBIX aTak. JTH aTakw
9acTO HCIIOJIB3YIOT CETEBBIC 3JIOYMBINIICHHUKH, YTOOBI CKPBITH CBOIO JIMYHOCTH, MTOCKOJIBKY OHU
3alyCcKalT aTakd HE CO CBOET0 KOMIIBIOTEpPA, a ¢ MPOMEKYTOUHBIX XOCTOB, KOTOpbIE OHHM paHee
CKOMITPOMETHPOBAJIH.

Bo3peiicTBue: eciM  3JI0yMBIIUIEHHUK 3alyCKaeT CTYNEHYaTyl0 araky, OH MOXET
CKOMIIPOMETHPOBATh COBOKYIHOCTh Y3JIOB CETH, MCHOJb3yd MX KaK CTYINEHbKU IJs Iepefadu
KOMaH/I aTaKH.

Csszannble yrpo3bsl: DDoS-aTaku, noajienka BpeIOHOCHBIX YCTPOMCTB.

Manunynayuu ¢ UCMOYHUKOM RUMAHUS U UCNOAb3068AHUE YAZEUMOCHEN NPU YMEHUU OAHHbIX

OTH araku HaIlpaBJICHbBI Ha MAaHUITYJIMPOBAHUC HCTOUYHHWKAMH IIHUTAHUSA W HUCIIOJB30BAHUC
y;[SBI/IMOCTef/'I JJIA U3MCHCHHUS CUUTBIBACMbIX JaHHBIX 00 OJICKTPOIIUTAHUU. 3JIOYMI)IHIJICHHI/IK MOXKET
(bu3nYecKu MOBPEAUTh AKKYMYJATOP YCTPOHCTBA MM KaOeau NHUTaHUs, MAaHUIYIUPYs CaMUM
MCTOYHHUKOM ITUTAHUS UM BPEIOHOCHBIMH IIPOrpaMMaMH, a TaKXKe CIIOCO00M, KOTOPBIM YCTPOHCTBO
CUMTBIBAET MH(POPMALIMIO OT UCTOYHHUKA MHUTAaHUS 00 YpOBHE 3apsijia, YTOObl, HAIIPUMEp, 3aCTABUTH
YCTPOICTBO CUMTaTh, YTO YPOBEHb 3apsja OaTapeu Bbllle WM HWXKE (hakTuiyeckoro. Hexoropsie
TUIBI UHTEJUIEKTYaJIbHBIX YCTPOHCTB MOTYT 3aBHCETh OT Oarapeil Ajs HOpMaibHOH paboThl. DTOT
THUIT DJICKTPOINUTAHUA MOXKET ITOKa3aTbCA MPEUMYIICCTBOM IEPC] MCHEC OOBIYHBEIMHA K&6€J’I$IMI/I, HO
OH TpeOyeT yueTra onpeieIeHHbIX acleKTOB 0€30aCHOCTH.

BoszneiicTBue: gpusnyeckoe BMEUIATENbCTBO B aKKYMYJISATOP MOKET MOBPEAMTH €ro, TOraa
YCTPOMCTBO BOOOIIE HE CMOXET paboTarb. MaHUNYIMpOBaHUE CIIOCOOOM, KOTOPHIM YCTPOMCTBO
CUMTBIBAET YPOBEHb 3apsJia, MOCTYMAIONIET0 OT 6aTapen, MOXKET IPUBECTH K TOMY, YTO YCTPOHCTBO
Oyzner cuMTaTh, 4YTO YpPOBEHb 3apsja Oarapeu Bbille (PAKTHUYECKOTO, B pe3yJabTaTe 4Yero OHO
BBIKJIIOYAETCs, KOTJa 3aKaHYMBAETCS 3apsil, WIM HUXKe (PaKTHUYECKOro, U TOI/Ia OHO IMEPEeXOJUT
B HEprocOeperammuil pexxuM padoThl, BIUAIOLIMNA Ha TPOU3BOAUTEIHOCTD YCTPOMCTBA.

CBsi3aHHBIE YTPO3bl: BPEAOHOCHBIE IPOTPaMMBbl, (PU3UUECKUE aTaKH.

Bvimoecamenbcmeo ¢ ucnonv3osanuem 6pe0OHOCHbIX NPOSPAMM

OTH aTtaku OCYIIECTBIIIOTCA BpenoHOCHBIM [10O, koTopoe HaBcerma OJIOKHPYET JOCTYI
K JAaHHBIM KEPTBBI, €CIM HE BBIIJIAYEH BBHIKYIM. VX MOXHO M30€kKaTh, OOHOBIISISL WM WCIPABIISS
MPOIINBKY YSI3BUMBIX YCTpOucTB. [log00HBIE aTaku MOXHO MPOBOIUTH M 3a mpenernamu l0T-
OKOCUCTEMBI, Kak, HampuMmep, B ciaydae ¢ artakoii WannaCry, koTopas NpoOH30ILIa B Mae
2017 roma [70]. 3a HeckoJIbKO MeCAIEB J0 Hee ObLI BBIMYIICH MaTd I YSI3BUMOCTH, KOTOPYIO
ucnons3zoBan WannaCry. [Ipo6nema, cesizannas ¢ [oT, 3akiroqaercst B CIIOKHOCTH OOHOBJICHUS WUITH
WCIIPABIICHUS TPOIIMBKYU Pa3IMYHBIX YCTPOHCTB, 2 HEKOTOPBIC M3 HUX JIaXKe HENb3s OOHOBUTH WIIH
WCIIPABUTH.
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Bo3spaelicTBue: cyiecTByeT MHOKECTBO BO3MOXKHBIX 1ieJiei 11t BbiMorateabekoro 110 B [oT —
3MIOYMBINUICHHHK MOXKET B3ATh MMOJ] KOHTPOJIb YMHBIN TEPMOCTAT B CEPEANHE 3UMBI U MTOTPEOOBATH
OIUIaTy ISl BKJIFOUEHHUS OTOIUICHUS. OH MOXKET B3STh MOJI KOHTPOJIb 3JEKTPOCETH WU CUCTEMbI
001bpHUIL, TPeOysI BHIKYII, U T.1., TOJIBEPTasi PUCKY 0€30MaCHOCTh JIFOICH.

Casi3aHHBIE YTpoO3bl: HA0OPHI SKCIIIONWTOB, DD0S-araku, Bpe1oHOCHbBIE TPOTrpaMMBbl, Ci1a0ble
apoJIu.

DDoS-amaxka ¢ ucnonvzosanuem 6omuema loT

Oco6oe BHMMaHUE CTOUT yJeJIUTh IaHHOMY THUILYy aTak.

Borner’ sBnsercs mnpeameroM wucchenoBaHmii ¢ 2000-X rogoB. OH MOXET HaHECTH
3HAYUTENBHBIA yiepO 6e30macHOCTH KaK OT/IENbHBIX JIML, TaK ¥ IPEANPHUITANA. DTOT TUI aTaku HE
HAIPABJIEH HENOCPEACTBEHHO HA caMu ycTporcTBa [0T — OHM MCIOJIB3YIOTCS U1 aTaKu Ha APYyrue
ycrpoiictBa, He oOsi3arenbHO loT. CHauana BpeJOHOCHas MporpamMma aBTOMATHYECKHA HAXOIHT
ya3BuMble ycrpoiictBa [oT, 3apaxkaer M oObeaMHsAET MX B OOTHET, KOTOPBIM 3aTeM MOXET
ucrosb3oBatecs s DDoS-arak, meperpyxkas cepBepbl LEIH BpeAOHOCHBIM Tpadukom [15].
JUis IpeioTBpallleHusl  paclpocTpaHeHus: OOTHETa IOJIb30BaTeNsIM MM AJAMUHUCTpATOpam
aTaKyeMbIX YCTPOMCTB HY)KHO HCIPaBUTh YA3BMMOCTH CBOMX YCTPOHCTB. be3 BO3MOKHOCTH
HCIIOJIb30BAaHUsI KOHKPETHOH YSI3BUMOCTH OOTHET HE MOXKET YBEJIMUUTH CBOM pazMep. DTO NPUBOAUT
K CHWXEHHUI0O cwibl ero arakud. CymecTByeT JBa Haubojee pacnpoCTpaHEHHBIX Crocoda
NPEJOTBPAIICHUS AaTaKWh: OTKJIIOYUTh CEPBEPHl YIPABICHUS W TEPEXBAaTHTh TpapuK aTaKH.
OTKJII0YEHHE CEpBEPOB YIIPaBICHUS MOXET NOOeAUTh OOTHET, HO HE Cpasy, a CIyCTsS HEKOTOpoe
BpeMsl, TOCKOJIBbKY 3JI0YMBIIIUIEHHUK MOKET IepHUOJUUECKH MEHTh cepBepbl. Kpome Toro, eciin Ha
cCepBep HE PacHpOCTPAHSIOTCS MOJTHOMOYMS MECTHBIX IIPABOOXPAHUTEIBHBIX OPTaHOB, CIENIATh ITO
HEJIETKO.

VY sToro crnoco6a ectb HEAOCTATOK: JTAXKE €CIIM CepBEpPbl OTKIIOYEHBI, KOJI OOTHETa BCeE ellle
aKTUBEH B CHUCTEME U MOXET OBITh BIIOCIEACTBUM TOBTOPHO HCIOJB30BAH JAPYTHMMH.
[Mepenanpasnenne Tpaduka Ha 3amaHHbiii cepBep (anria. Sinkholing) mpowucxomut Torma, koraa
OOTHET aTaKkyeT KOHKPETHYIO >KEpPTBY. DTO TpeOyeT COTPYIHHUYECTBA BBIIIECTOSIIUX HWHTEPHET-
npoBaiiaepoB. Heobxoaumo Takke UAGHTUOUUIMPOBATH YHUKAJIBHYIO CHUTHaTypy 3TOrO
tpaduka [71].

Ocenpto 2016 roa MOCTaBIIMK CETEBBIX cepBUCOB DYN, KOTOpHI 00CTyKMBAaeT BEAYIIHUX
UHTepHeT-ruranToB, Takux kak Netflix u Twitter, moxseprest macirabHoit DDo0S-atake. Ilo3nHee
ObLIO OOHApPYXKEHO, YTO MPHU aTake HMCIOJIb30BaNach BPEIOHOCHAs mporpamma-6otser Mirai. 3o
ObuIa Ta ke camas Imporpamma-060THeT, kotopas 19 centsdps 2016 roga arakoBana (GppaHIy3CKYIO
xoctuHTroBYI0 Kommannto OVH. Kak momararor, OVH crama nepBoit xkeptBoii DD0S-ataku co
CTOpOHBI OOTHETa Mirai, MUKOBasi CKOPOCTh aTaku coctaBmia 1 TOut/c, 4TO SABNSETCA OIHUM U3
cambIX OOJIBIIMX IMOKazarenei B ucrtopuu. Beero uepes nenp nocne ataku Ha OVH, 6otHer Mirai
npoBoauT DDoS-araky Ha caliT *ypHanucTa U sKcrepTa no kudepodezonacHoctu bpaitana Kpebca
Krebs on Security, Bo Bpemsi KoTopoii cKOpocTh Tpaduka npeBbicuia 620 I'0ut/c, 4to memaer sty
aTaKy OJTHOM M3 KpYMHEUIINX B UICTOPHH IO 00beMy Tpaduka [72].

Bpenonocnast mporpamma Mirai mpenHasHayeHa B ocHOBHOM i |0T-yctpoiicTB —
BUJICOPETHCTPATOPOB, MAPLIPYTU3ATOPOB M KaMep BUICOHAOIOICHUS. DTH YCTPOUCTBA HEJOPOTHE,
HUMEIOT cJ1a0yIo 3alUTy U OOBIYHO HEM3MEHsEMbIe 3aBOJICKUE HAacTpoHKU. KpoMe Toro, mocKonbKy

" Borner (anru. botnet) — 3To ceTh U3 GOTOB — 3apakKEHHBIX KOMIILIOTEPOB WJIH YCTPONCTB, YIPABIISEMBIX 6OT-
MacTepoM (XakepoM) yIaieHHO.
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BCTPOCHHOE MPOrpaMMHOE 00eCTIeYeH e JOCTYITHO TOIBKO JJIs 4TeHuUs, Ko Miral MOKeT 0CcTaBaThCsI
toneko B DRAM ycrpoiicTBa; mepesarpyska YCTpOWCTBa CTHpaeT KOA. YUMThIBas OOJbIOE
KOJIMYECTBO YSA3BUMBIX YCTPOUCTB U TOT (DaKT, YTO ITH YSI3BUMOCTH HEBO3MOXKHO HCIIPABUTh, ATAKH
Ha ocHOBe Mirai mpeBpatwinch B O0MOY 3aMEIJICHHOIO JCHCTBHUSA, KOTOPYIO HHUKTO HE MOXKET
00e3BpEeNTh.

[Ton naBneHUEM CpeacTB MaccOBOM MHGOPMAIIUU HEKOTOPBIE MPOU3BOAUTENH 3asIBHIIU, UYTO
OBLITM BBIHYKJIEHBI OTO3BaTh YSA3BUMbBIC YCTPONCTBA, CBSI3aHHBIE C 3TOM MaccuBHOM DDoS-arakoii.

Hampumep, Hangzhou Xiongmai Technology orto3Bana ¢ peiaka CIIA 4,3 miaH kamep
BueoHa0roaenus [71, 73]. Xors KOMIaHHUs TPATHT MHOTO BPEMEHHU M YCHIIUH, YTOOBI HCIIPABHUThH
CUTYyallUl0, B pE3yJIbTaTe € yHaeTcs TOJNBKO CMSTYUTHh MOCIEAYIOUINE AaTak, IMOTOMY YTO
y MOJIb30BATENICH YCTPOMCTB HET JKEJNAHUS COACUCTBOBATHL 3ToW pabore. OHM HE XOTIT TPATHThH
BpeMs Ha YIIAKOBKY YCTPOWCTB U OTIIPABKY UX 00paTHO, MOCKOJIbKY Mirai He BIMsAET HA HOPMAJIbHYIO
paboty 3apakeHHBIX ycTpolcTB. Kak cienctBue, B 0OpalleHUM OCTAETCS OTPOMHOE KOJIMYECTBO
YSI3BUMBIX YCTpOHCTB. [Ipon3BoaUTENb MOXKET MPOAABaTh MHJUITMOHBI TAKUX YCTPONCTB MO BCEMY
MHUPY, U MO3TOMY CBS3BIBATHCSA C Ka)bIM I0JIb30BAaTEJIEM, YTOOBI PEIIUTh 3Ty MpoOJieMy, OH He
Oyzer.

3apascenue yempoiicms 6omnemom Mirai
Ha pucynke 3.12 u3obpaxen mporiecce 3apaxkenus 6otaerom Mirai

BozobHoBnenue
CKaHMPOBAHUS
Moxyns
Monyns 6ota
CKaHMPOBAHUS
HNmnnantupoBanue OtnpaBka mycToit
6orta uHpopMaun

Monynb

3arpy3Ku

Pucynoxk 3.12 — Iporiecc 3apaxenus 6otaerom Mirai [71]

Mirai oTianyaeTcsi OT TPaJUIIMOHHBIX BPEIOHOCHBIX MPOrpaMM JJisi OOTHETOB TEXHOJIOTHEH
3apaxkeHus. borHer Miral ucnonb3yercs HE ISl HEMOCPEICTBEHHOTO 3apa’keHUsi YCTpPOMCTB,
a TOJIBKO JUIsl CKaHUPOBAaHUS U cOOpa YsA3BUMOCTEN YCTPOMCTB, pEaJIbHYIO aTaky AJisi BHEAPEHUs
OOTHETOB 3aITyCKaeT CepBep.

Mirai cocTouT U3 Tpex MojyIel: 60Ta, CkaHUpOBaHMs U 3arpy3ku. Ha pucynke 3.12 nmoka3zana
apxuTekTypa Mirai, a Takke MOTOK MHPOPMALIUU U B3aUMOCBS3b MEXIY dTUMH MOIYIsIMH. boT —

( /)
MUP
A
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3TO MporpamMMma, 3amylleHHas Ha yCTpoucTBax-xkepTBax. OH CKaHUPYET APYrue yCTPOMCTBA B CETH
Internet. Ecnmu oH HaxXoguT yCTpOMCTBA, MMEIOIIME YSI3BUMOCTh, MHpopManus o0 HHUX Oyaer
3arpy’keHa B MOJYJb CKaHHUPOBAHHs, KOTOpPBIM padoTaeT Ha 3apaHee M3BECTHOM cepBepe. JTa
nH(pOpMaIKs BKIIOYACT B ce0sl yUeTHbIE JaHHBIE Ul BX0a, IP-anpec ycTpoiicTBa, ysI3BUMBIE TOPTHI
u 1.1. Ilocne momydenuss stoil MHGOpPMAIMK MOIYJIb CKAaHUPOBAHHS OTIIPABISET €€ B MOIYJb
3arpy3ku, KOTOpBIH paboTaeT Ha TOM JK€ cepBepe. 3aTeM MOJYJb 3arpy3KH HCIOJB3YET ATy
nH(OPMALIKIO JUISI 3apa)KeHHs LIeJIEBOT0 YCTPOICTBA U BHeApEeHHs O0Ta.

Moaynbs «00T» — 3TO MOIYJb aTakh, KOTOPBIM BbImosHseT DDoS-aTtaku Ha BBHIOpaHHBIN
cepep. OH Takke HCIONb3yeTcs Al CKaHupoBaHUS VHTepHeTa B MOMCKaX APYTUX YSI3BUMBIX
YCTPOUCTB 1 cOopa uHPopMari. Moayib «00T» peanusyeT ps (yHKITHA:

o npeoTBpalieHUE Tiepe3arpy3ku yerpoicta. bor Mirai cyiecTByeT TOIBKO B aMsITH
ycrpoiictBa. Eciu yerpoiicTBo nepesarpyxaercs, 60T ucuezaer. UToObl 3TOro He MpoUCXoIuio, 00T
3anmuchIBaeT KoManay 3ampoca «0x80045704» B cToposkeBOii TaiiMep yCTpOCTBa, YTOOBI 3aIPETHTD
nepe3arpysKy B cllydyae 3aBUCaHUs CUCTEMBIL;

o CKpbITHE TIporiecca. Miral ucrmob3yeT Cly4aiHyo CTPOKY, YTOOBI CKPBITh HMSI CBOETO
mpolecca;
. MpeaoTBpallleHUe MOBTOPHOrO  3apakeHusi. bor orkpsiBaeT mopt 48101

U MIPHUBSI3bIBAETCS K HeMy. Eciu pyroii 60T 3aXx0ueT npuBsA3aThes K 3TOMY mopty, Mirai oOHapykuT
at0. Tak 06pazom, Mirai rapanTupyeT, 9TO Ha YCTPOHCTBE 3aIyIleH TOIBKO OHH OOT;

. OsiokupoBKa mopToB. Mirai 3akpsiBaeT mopthl 23 (telnet), 22 (ssh), 80 (http), yToObI
3a0JIOKUPOBATh aTaKU JIPYTUX BPEIOHOCHBIX MPOrPaMM-00THETOB;

o NpOBEpKa Ha HaJIWYHME JPYTrUX BPEIOHOCHBIX MporpamMMm. BoT ckaHumpyer cucrtemy,
9YTOOBI HAWTHU CJIEIBI PUCYTCTBUS IPYTHX BPEIOHOCHBIX mporpamm. O0ianas NpUBHIETUSIMHU root,
Mirai ciocoOeH YHHUYTOXATh JPYTrUe BPEIOHOCHBIC TPOIIECCHI;

o DDoS-ataka. BoTsl OJKITIOYAIOTCST K CEPBEPY H XKAYT KOMaH/bI, YTOOBI aTakoBaTh
LIEJIEBOH CEPBED.

Monynb ckaHHpPOBaHUS OTBEYAET 3a OTIPaBKY MH(OpMaIuu, coopaHHoi 00TaMu, B MOIYJIb
3arpy3ku B popmare: «IP-agpec:mopT» U «iMsl OJIb30BATENSA : IAPOIIbY.

Monyne 3arpy3kd Ioyy4aeT AaHHBIE OT MOIYJsl CKAHMPOBAHMS W BBHINOJHSET aTaky Ha
KaXJ0€ ysA3BUMOe yCTpoicTBo [71].

3awuma om Miral

B sBape 2017 roga Obu10 peioKeHo BHEAPUTH TaK Ha3biBaeMoro 6enoro Mirai B ysi3BUMoe
YCTPOMCTBO. DTO pelieHrue HaciaeAayeT OOJbIIYI0 YacTh koaa oT Mirai. [IpumedarensHo, 4TO, Kak
U BpeZOHOCHBIH Mirai, «Oenblit» Mirai akTUBHO CKaHUpPYET COCEJHHME YSI3BUMBIE YCTpPOWCTBa
U 3apaxaeT uX. B pesynprare OJOKMpPOBaHMS MOPTOB 3apaK€HHBIE YCTPOWCTBA CTAHOBSTCS
HEBOCIIPUUMYMBBIMH K JIFO0OH Apyroi mogo6Hoi arake. Takum oOpa3om, OIOKHPYIOLIUI MOAYIb
youBaer 60Ta Mirai. OtHaKoO CyImiecTByeT BPEMEHHOM MPOMEXYTOK MEKIY BHEAPEHHUEM «OEloro)
Mirai 1 3aKpbITHEM TIOPTOB. DTOT MPOMEKYTOK BPEMEHH MO3BOJISIET OPUTHHAIBHOMY Mirai 3apa3uth
KOHKpeTHOe ycTpoiictBo [71]. Ecnmu Oor Mirai yke HaxOJUTCS B YCTPOWCTBE, HM OJUH W3
pacnpocTpaHuTeleld BUpyca HE MOXKET ObITh UMILIAHTUPOBAH B 3TO ycTpoiicTBO. [Tockonbky 60T
Mirai cHavyama 3akpblBaeT MOPTHI Ui YAAJICHHOrO JOCTyMa, TO JAPYroro crocoba, Kpome
COTPYJHHYECTBA C IPOU3BOJAUTEINEM, JIS OJYUEHHUS JOCTYIA K 3TOMY YCTPOMCTBY HE CYLIECTBYET.
B cornacoBaHHBIN MPOMEXYTOK BPEMEHHU IOJIb30BATENb HCIIOJIB3YET KOMIIBIOTEP, YTOOBI 3alTH Ha
CMELUANbHYIO BEO-CTpaHUILY, YIPABIsAEMYIO MPOU3BOJUTEIEM, a 3aT€M IEpe3arpykaeT ysa3BUMOeE
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ycTporictBo. IIpousBoaurens mosydaer nHpopmanuio o0 IP-muamasone, B KOTOpOM HaXOIUTCS
YCTPOMCTBO KOHKPETHOTI'O TOJb30BaTeNsd. B pe3ynpTare MpOM3BOIUTENh MOMKET HCIOJIB30BATh
CiIy’)k0y CKaHUPOBaHUS JJIsi OBICTPOrO CKaHUpPOBaHUS auana3ona [P-agpecoB, 4ToOBI HAWTH ITO
ySI3BUMOE YCTPOWCTBO M BHEIPUTH «Oenblity Miral 1o Toro, kak Hactosiuii Miral 3apasur ero.
[Tockonbky OoTHeT Mirai He 3HAeT TOYHOE BpEMs, O KOTOPOM JIOTOBAPHBAIOTCS 3aKa3uMK
U IPOM3BOJUTENb, 3TO peIeHHe MoXeT J(PQPEeKTHBHO OJOKHPOBAaTH  PacIpOCTPaHEHHE
opuruHajabHOrO Mirai.

CoTpyHMYECTBO C NPOM3BOAMTENIEM IIOMOTAeT pEIaTh W IOPHIMYECKHE MPOOIIEMBI,
CBsI3aHHBIE C TOAOOHOrO poja pemeHusMd. Hecmorpst Ha TO, yto Mirai-mogoOHas cucrema
MCTIOJIB3YeTCs MPABUTEIBCTBOM, HOJBEPraTh aTake YCTPOHMCTBO O€3 coriacusi MOJb30BATENS WU
MIPOU3BOINTENSI HE3aKOHHO. B HacTosimiee Bpems, CleayeT 3aMEeTHTb, HE CYIIECTBYET peIlIeHHUS,
KOTOpOE ObUIO OBl IPOCTHIM B Pa3BEPTHIBAHUH U B TO K€ BpeMs 3(h()EeKTUBHBIM B pEIICHUH JaHHOU
poOIEMBI.

Bonpocskl o 1aHHOMY pa3aery

1. Kako#t u3 criucKOB pelieHrnid OTHOCUTCS K MHAYCTpUaibHOMY MHTEepHETY Bemieit?

— MOHHUTOPUHT OTKPBITHS KaHAJIN3ALMOHHBIX JIFOKOB, ABTOMaTU3UPOBAHHbBIN Mara3uH
0e3 KacCHUpoB M IpPOJABLOB, CYETUUKH BOJIBI B JIOMaX, KOTOpPbIE€ aBTOMAaTUYECKHU
nepenaroT nokasanus B EMPLI.

— YMHag gomalHssa KoJIoHKa oT Amazon, Sunexkc uiau Google, aBTONOJIMB JJOMAIIHUX
pacrenuii, hutHec-mpuOOpP, KOTOPHIH CIEIUT 32 MPABUIBLHON OCAHKOW YeJIOBEKA.

2. Bl yxe 3HaeTe, 4TO B 3aBUCHMOCTH OT 33/1a4ll Mbl MOXXEM J00aBIIATH U yOHWpaTh W3
YCTpOMCTBa KaKHe-TO KOMIIOHEHTHI. be3 Kakux Tpex 3JeMEHTOB HEBO3MOXKHO IPEJICTABUThH Hallle
yCTpOHCTBO B cucteme MHTEpHETA Been?

— barapes niam MHON UCTOYHMK MUTAHUS, MUKPOKOHTPOJIIEP, PAIHOMOYJIb.

— Jlatumk, axkTyaTop (MCIOJIHUTENBHOE YCTPOMCTBO), Oarapes HJIM MHON HCTOYHMK
MIUTaHUS.

— AkTtyatop (MCIOJIHUTENIBHOE YCTPOMCTBO), OaTapes WJIM MHOM MCTOYHHUK MUTAHUS,
MUKPOKOHTPOJLIED.

3. IlpeacraBpTe, 4TO BaM HYXHO MOAKIIOYUTH TI'OTOBOE YCTPOWCTBO — 3JIEKTPOHHBIN
TepMocTaT — Kk VIHTepHeTy Beliel, yToObl cooupaTh HHPOPMALIUIO O TeMIepaType BOJbl B TpyOax,
MPOXOAIINX B Mo/IBajie ToMa. YTo HyKHO J00aBUTh K HEMY?

—  MuxkpokoHTpomIep.

— Ilurtanwue.

— HcnonnutenbHoe ycTpoicTBO (aKkTyaTop).

—  Wi-Fi-poyrep.

4. Kakoii u3 3TiX (akTOpOB HY)KHO YUUTHIBATH IIPH BHIOOPE ATUMKA B TIEPBYIO OUEPEh?

—  DHeprodpGheKTUBHOCTD.

— T'abapurtsl (pa3mepsr).

— TouHOCTH H3MEPEHUN.

— /lnana3oH U3MEPEHUI.

— HyxHo ydecTs Bce (haKkTOpBHI.
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6. Uto Takoe MUKpPOKOHTpoOJLIEp?
— Ilepekmrouarens pekMMOB pabOTHI M TOKA B YCTPONCTBE.
— Hebonb10ii KOMIbIOTEP, KOTOPBIN yIIpaBIIsieT yCcTpoiicTBOM B IHTEpHETE BelIeH.
— IIpubop, KOTOpHIH 0OECHIEUnBaET CBSA3H YCTPOHCTBA C CEPBEPOM.

7. JlaTuuku MeTaHa OTIIPABJISIOT JJAHHBIE O COJIEP KaHUU Ta3a B BO3AYXE KaXAble MATh MUHYT
HE3aBUCHUMO OT TOTO, MPEBBIIICH MPECIbHBIM YypOBEHb WM HET. Hy)XHO mepenporpaMMupoBaTh
CUCTEMY Tak, yTOObl CUTHAJ IOCTyHaJ TOJBKO B cily4yae omacHOCTH. Ha KakoM ypoBHE CHCTEMBI
¢ exTrBHEE U3MEHUTD ITPOTrpamMmy?

— Ha ypoBHe MuKpOKOHTpOILIEpA.
— Ha ypoBHe cepsepa.
— Ha ypoBue miar@opmsi.

8. Kak nyuiiie 3amututh BCro cucteMy MHTEepHEeTa Beiei?

— Hanmcarp u UCIIONB30BAaTh CBOIO CUCTEMY MIM(POBAHUS JaHHBIX HAa BCEX dTamax MX
nepeaayn.

— CkauaTh W YCTAaHOBUTH AHTHBHPYCHl Ha BCEX YCTpPOMCTBa, 0a30BbIC CTaHIIUU
U CEPBEPBL.

— OOpaTuThCs K CIEMUATUCTaM M0 KHOEpOEe30MacHOCTH U 3aKa3aTh KOMILIEKC YCIyT
y HUX.

9. UTo U3 HIKETIEPEUUCIICHHOTO SIBJIsIETCSl Ha3BaHueM 1iatdopm MHTepHeTa Bemen?

— AmazonPrime, Zigbee.

— Bluetooth, DecaWave, SIunexc.Oo6:mnako.

— MicrosoftAzure, IBM Bluemix.
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4. PazpaboTka Mep 0e30MaCHOCTH /IJIsl YCTPOICTB HHTEPHETA Bellei

4.1. Anaau3 npo0Jjiem odecnedenusi 0ezonacuoctu 10T-ycTpoiicTB

B xoze ananm3za ObLI BBISIBIICH psiJ 1pobiieM O6e3onacHocTu 10T-ycrpoiicts (pucyHok 4.1).

Omcymcemsue eouno20 nooxooa K obecnedenuro
besonacnocmu

Heoocmamox snanuti y nonvzoeameneti

[Tpobmembl
Hebeszonacnoe npoexmuposanue u paspabomka
0€e30I1acHOCTH

YCTPOMCTB
Omcymcmeue cogmMecmumocmu Mexcoy
MHTepHeTa Bemei PA3UYHBIMU YCMPOUCNEAMU U NIampopmamu

Om cymcemeue IKOHOMUYECKUX CMUM)106

Omcymcmeue Hdd]l@?fcall/;€80 ynpaeiernus
HCUBHEHHBIM YUKTIOM npodykma

Pucynok 4.1 — IIpo6siems! 0e3onacHocTH yerpoicts 10T

Omcymcmeue eOuno2o nooxooa K obecneyeruio 6€30nacHocmu

B nHacrosiiiee BpeMs HM €IMHOTO MOAX0/1a K o0ecrnieyeHuto 6e3onacHocty B [oT, HU oOmieit
MoJieid  O€30MacCHOCTH, pa3pabOTaHHOM C ydacTHeM BCEX 3aMHTEPECOBAHHBIX CTOPOH, HE
cymiecTByeT. BONbIIMHCTBO KOMMAHMNH M NPOU3BOAMTENEH MCIIOIB3YIOT COOCTBEHHBIH IOAXO]
K obecnieueHnto Oe3onmacHocTd B I0T, 4TO MPUBOAMT K OTCYTCTBUIO WM, B JIy4llleM CIIy4ae,
3aMe/JICHHOMY TPUHATHIO cTaHaapToB Oe3omacHoctH [oT. Ctout yuuThiBaTh W TOT (DAKT, UYTO
B Pa3HBIX 00JIACTSIX MPUMEHEHUS K TEXHOJIOTHH TPEABSBISIIOTCS Pa3HbIe TPeOOBaHUS OE30MaCHOCTH.

[IpencrouT pemuTh emie OMHY BaXKHYIO MpPOOIEeMy — OTCYTCTBHE OTBETCTBEHHOCTH Kak
MOpPaJIbHOM, TaK U OPUANYECKON. E€ MOKHO pelnTh, TPUHYAUB MPOU3BOAUTEEH BBIMOJIHITH CBOU
0053aHHOCTH M0 oO0ecreyeHnto Oe30MacCHOCTH NPOAYKTOB WM YCiIyr. B HacTosimee Bpems
HEBO3MOXXHO OOECIEeUUTh HJCATBHYIO0 M30JIALHUI0 MEXIY Pa3JIMYHBIMH 3JEMEHTaMHU SKOCHCTEMBI
IoT, xotopble pa3pabaThIBalOTCA pa3HBIMU IPOU3BOAUTENISIMU U SKCILTyaTHPYIOTCS Ppa3HBIMU
CTOpOHaMHU. B cBsI3U ¢ 3TUM HEOOXOIMMO YTOUYHUTH OTBETCTBEHHOCTh KaX/10T0 YUaCTHHUKA B CIIydae
BO3HUKHOBEHUS YIpO3bl O€30MaCHOCTH.
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Heoocmamox oceedomnennocmu u 3uanuil y noivzoeamenei

B cBsi3u ¢ MacmTaOHBIM TEPEXOIOM K TOJIKIIOYEHHBIM M B3aMMO33aBHCHMBIM CHCTEMaM
U yCTpPOHCTBAaM HEJOCTATOK 3HAHMM OLIyHIAaeTCsl 0COOEHHO OCTPO. B X0/1e MHTEPBBIO € AKCIIEPTAMU
B obmactu [oT ObuTO BBEISBICHO, 4TO B (DYHIAMEHTAIHHOW TEPMHHOJIOTHH CYIIECTBYET pPa3HHIIA
MEXTy TOHATUSAMU «0€30MaCHOCTh» M «3alIUIICHHOCTHY». DKCIEePThl MO0 0€30MaCHOCTH 3HAKOMBI
00BI4HO ¢ Oe3omacHoCThIO On3Hec-UT, HO He ¢ 6e30omacHOCTRIO [0T.

B menom OTCyTCTByeT TIIOHMMaHue HEOOXOJUMOCTH obecreueHus Oe30MacHOCTH
B ycTporictBax [oT. Bombiiyto TpeBOry BBI3BIBAET OTCYTCTBHE 3HAHUU 00 yrpo3ax, KOTOPBIM
MOJIBEPraloTcsi 3TU ycTpoiicTBa — OonbmuHCTBO mnoTpeduteneid loT He wumeror 6a30BoOro
npencrasienus o cBoux loT-ycTpoiicTBax u npuHIKNax ux 6ezonacuoctu. [loaTromy ycrpoiicTBa He
OOHOBJISIIOTCS, YTO MOXKET MPUBECTH K HAPYIICHHUSIM O€30MacHOCTH.

KoMmmnanum A0mKHBI 00ydaTh CBOMX COTPYJHUKOB IMEPEIOBBIM METOAAM OOECIICUCHHS
0€30MMacHOCTH, OCO3HAaBas, YTO TEXHOJOTMYECKHH OIBIT HE BCErJa MPUPABHUBACTCS K OIBITY
B oOnactu 6ezonacHocTd. B nienom Heo6xo1uMo HHPOPMUPOBATH HOBOE MOKOJICHHUE OTPEOUTENEH,
pa3paboT4YUKOB, MPOU3BOJAUTENEH U T.J. 00 HcHoib30BaHUU |0T M CBSA3aHHBIX C HUM PHUCKax
6e3omacHOCTH. MHOTUX MHIIMJCHTOB O€30MaCHOCTH MOXHO ObI0 Obl U30€XaTh, eciau Obl
pa3paboTUYUKK U MPOU3BOJIUTENM 3HAIU O PUCKAX, C KOTOPHIMU OHU CTAJIKMBAIOTCS €XKEIHEBHO.
Heo0xo1muMo MOBBIMIATE YPOBEHb 3HAHUN O TEKYIIHUX Yrpo3axX W pUCKax, HHPOPMHUPYS O TOM, Kak
MIPEIOTBPAIATh HHIUICHTHI, 3aiuimath 0T u qeficTBoBaTh B cilydae HHIUICHTA 0€30IIaCHOCTH.

Hebesonacnoe npoexmuposanue u paspabomka

B kontekcte mpoektupoBanus u paszpabotku loT mpencraBisioTcs 0COOCHHO BaKHBIMH
CJIETYIOIIIHE BOIPOCHI:

o OTCYTCTBHE CTpPATETUu TITyOOKOM 3aIllUThI IPU MPOEKTUPOBAHUHU CUCTEMBI, TAKON KaK
0e30MacHbIil Mpolecc 3arpy3ky, H30JALKsS JOBEPEHHOM BBIYMCIUTENIbHON 0a3bl, OrpaHUYEHHE
KOJIMYECTBA OTKPBITHIX IOPTOB, CAMO3AIIUTA U T. 1.,

o OTCYTCTBHE 0€30IaCHOCTH WJIM KOH(MUIEHIMATIBHOCTH MpPH MPOEKTUPOBAHUU.
B HexoTOpBIX ciydyasix NpoUCcXoauT OOMeH HH(OpManuei ¢ TPEeThbel CTOPOHOW, M CIEayeT
ybenutecs, 4uro 3a mpenensl loT-cpensl skcmoptupyercs He Oonblie HHGOPMAIMM, YeM 3TO
HEOOXOINMO;

o OTCYTCTBHE 3aILUThI CBSI3U KaK Ha BHYTPEHHUX, TaK U Ha BHEITHUX UHTepdeiicax;

o OTCYTCTBUE HaJIe)KHOM ayTeHTU(PUKALMU U aBTOPU3ALMHU (HET IPOBEPKU UM MOATIHUCH
OOHOBJICHUI MPOLIMBKHA, OOHOBJIEHMSI MPOTPaMMHOI0 obecriedeHusl 0e3 MPOBEpPKU MOJITMHHOCTH
CepBepa U IOCTOBEPHOCTH (HAISIOB, MEXaHU3MOB O€30T1aCHOM 3arpy3Ku);

o OTCYTCTBHUE 3aIlUTHI B NMPOUIMBKE (HE NMPUMEHSIOTCS TEXHOJOTHH NPEeI0TBpaIEHUS
neperayy JaHHBIX WM CMSTUYEHUS MOCIEICTBUMN aTak, MyOIMYHbIe YA3BUMOCTU HE HUCIIPABIISIOTCS,
HEKOTOpBIE CEPBUCHI OTKPBIBAIOTCS 4Yepe3 pa3Hble TOYKM BXOJld, IPHU 3TOM HEHYXKHbIE
KOMMYHHKAI[MOHHBIE MTOPTHI OCTAIOTCSI OTKPBHITHIMU — TaKHe CEpPBUCHI, Kak Telnet miu ssh, uHoraa
MPUBS3aHBI KO BCEM CETEBBIM HHTepdeiicaM, HMCIONb3YIOTCS Cialdble Mapojid WU Mapoi IO
YMOJTYaHHIO, OCTaBJIEHHbIE 0€3 N3MEHEHUH).

Omcymcmeue coemecmumMocmu Mexicoy paziudnvimu ycmpoucmeamu u niamgopmamu loT
[TonaBnsitomee  OonbmuHCTBO loT-3K0CcHcTeM BKiIO4arOT YycTpoiictBa [oT, cBsi3aHHBIE
C YCTapeBIIMMU  CHUCTEMaMH, OCOOCHHO B  KPUTHYECKH  BAXKHBIX  HMH(POPMAIMOHHBIX
nH(ppacTpykTypax. boiee Toro, Kak yrnoMHWHAJIOCh paHee, W3-3a OTCYTCTBHSI €IMHOTO IOIX0Ja
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OOJIBIIMHCTBO KOMITAHUM M MPOMU3BOJUTENIEH HMCIOIB3YIOT COOCTBEHHBIN MOAXOA NMpH pa3paboTKe
ycrpoiictB [oT, 4To mpuBOIMT K mpobiIeMaM COBMECTHMMOCTH MEXIY YCTPOWCTBAMHU pa3HBIX
MPOU3BOUTENCH, a TAaKXKEe K IMOSBICHUIO Pa3IMYHBIX Mojesneil 0e30MacHOCTH, HECOBMECTHMBIX
KoHIenuuii u T.7. [lo3TOMy OYeHb BaXXHO pa3paboTaTh MeEpbI, 0OECIECUHMBAIOIINE MPABHILHOE
1 0€3011aCHOE COEIMHEHNUE U B3auMoieicTBUE Mexk Iy cpenoil loT u yHacienoBaHHBIMU CUCTEMaMU,
a Takke Ipyrumu loT-ycTpoiicTBaMH, U3rOTOBIEHHBIMU CTOPOHHUMHU IIPOU3BOIUTEISIMH.

BbonpumucTBo IoT-ycTpoiicTB HCIIOIB3YIOT COOCTBEHHBIE IIPOTOKOJIBI CBSA3H, pa3paboTaHHbIE
ux npousBoauTensmMu. Jlaxe ecim 3TO He sBIAETCS NpoOIeMON Juisl yCTpPOHCTB OJHOTO
IIPOU3BOIUTEIIS, 3TO CTAHOBUTCS MPOOIEMOM IPU COEAMHEHUH YCTPOICTB Pa3HbIX MPOU3BOJUTEIICH.
HeoOxonumo paspabaThiBaTh M HCIOJB30BaTh CTAHIAPTHBIE MPOTOKOJIBI, KOTOPBIE JOJKHBI
MOJIICP>)KUBATHCS. BCEMH MPOU3BOAUTEISIMU I 00ECIIEYEHUSI XOPOIIETO YPOBHS COBMECTHMOCTHU
C HAUMEHBIIUMH TIOTEpAMU 3((HEKTUBHOCTH W O€30MaCHOCTU. XOpOIIeH NpPaKTUKOM B 3TOM
OTHOILLIEHUU SBIIACTCSA OTKA3 OT HCIOJIB30BAaHUSA IPOTOKOJOB C 3aKPBITBIM HCXOIHBIM KOJIOM,
IIOCKOJIBKY MX 0€30IacHOCTh HEBO3MOXKHO IPOBEPUTh. [IOMMMO NpPOTOKOJIOB, HCIIOJIB30BaHHE
O0IIMX PaMOK TaKXe MOXKET IOMOYb IMOBBICUTh 3(PPEKTUBHOCTh U OE30MACHOCTh YCTPOWCTB IPH
COEJMHEHUH HECKOJIBKUX YCTPOMCTB Pa3HbIX IPOU3BOJUTEIICH.

Omcymcmeue SKOHOMUUECKUX CMUMYL08

OcHoBHBIE TIpOM3BOANTENN W TOCTaBIUMKKA [0T 0OBIYHO cyHTalOT (HYHKIHOHAIHLHOCTH
M yooOCTBO  WCIOJNBb30BaHWS ~ Ooilee  BaXHBIMH, 4eM  0e30MacHOe  IMPOEKTUPOBAHHE
U IporpaMMupoBanue. He B ©X SKOHOMHUECKUX HHTEPECAX TPATUTh MHOTO JICHET Ha 0e301acHOCTh,
a B HEKOTOPBIX CIIydasX OHHM BOOOIIE HE paccMaTpPHBAIOT BOMPOCHl Oe3omacHocTd. Kommanum
HE BBIJICNISIOT CpeJCcTBa Ha oOecrieueHre 0e30MacHOCTH MOTOMY, YTO, IO OOLIEMy MHEHHIO, STH
CpeICTBa HE BO3BPALIAIOTCS, 3TO MOXKHO OOBSCHHUTH CIIOKHOCTBIO OIEHKH (PHHAHCOBBIX
MOCJIEAICTBUI TMITOTETHYECKUX HEIOCTATKOB B CUCTEME OE30MacHOCTH.

Cutyanust ycyryOnsieTcss OTCYTCTBHEM SKOHOMHYECKHX CTHMYJIOB, KOTOpBIE MOTJIM OBl
CIIOCOOCTBOBATh TOBBIIMICHUIO OE30MACHOCTH, TAaKUX KaK 3KOHOMHYECKHE BBITOIbI (HAIpHUMeEp,
yBEJIMUEHUE KOJMYECTBAa TPAHTOB JJsi oOecrieueHusi Oosbliedl 0€30MacHOCTH B yCTPOWCTBAXx),
pecypcehl, IpeAronaraeMast permyTaus 1 T. /1.

Pazmmuannie PUCKH, YTPO3bI U OIIACHOCTH 0OBIYHO HCOOOUCHUBAIOTCA U HC YUUTBIBAIOTCS HU3-
3a OIOJUKETHBIX MpOOJeM — CYLIECTBYeT TEHJEHIMs peuarh MpoOieMbl 0e30MacHOCTH TOcCIe
WHIIUCHTOB.

Omcymcmeue naonexicawje2o ynpagieHus HCUSHEHHbIM YUKIIOM BPOOYKmMa

B umenom wMmepbl 0€30macHOCTH OKa3bIBAIOTCS HEAOCTATOYHBIMM, HAauWHas C JTana
MIPOEKTUPOBAHMUSI W 3aKaHYMBas €ro IMocleAyromend pa3padoTkol. /s pa3nuyHBIX aKTHBOB,
cocraBistonux jAaHHyto loT-cpeny, HeoOXxoaumMo Haanexalee ynpaBieHUE KU3HEHHBIM ITUKIOM
MPOJYKTA, HOCKOJIBKY YCTPOICTBA U CETU B3aUMOCBS3aHbI U, B OOJIBIIUHCTBE CIy4YaeB, OTKPBITHI JIs
noctyna B IHTepHET, IJie OHU MOTYT CTaTh MUIIEHBIO JJI1 MHOXKECTBA pa3HOOOpa3HBIX yIrpo3.

l0T BkitOUaeT B ce0st Takoe pa3HOOOpa3He MPOIYKTOB, YTO, €CIIM OCTaBUTh UX O€3 BHUMaHMU,
OHU JIeNaloT YA3BUMOM BCIO 11eTouKy nmocTtaBok. [oT pacimmpsier riao6aibHyt0 NOBEPXHOCTh aTakH,
Y KaXIbIH TPOU3BOIUTEIb HECET OTBETCTBEHHOCTh 32 yIpaBlieHUe puckamu. Pa3nnynblie ycTpoiicTBa
Y IPOAYKTHI IOJKHBI OyAyT pa3BUBAThCs 0€30MIaCHBIM CITIOCOOOM, YTOOBI MOCTOSIHHO 00€CIeurBaTh
Ha MPOTSHKEHUH BCETO CBOETO JKU3HEHHOT'O IIUKJIa pelieHue, 1151 KOTOPOro OHU ObUIN CO3/1aHBbI.

B sTOoT nporecc He00X01MMO BOBJI€Ub TOCTABUIMKOB, a TOCKOJIbKY UMEHHO OHU OTBEYAIOT 3a
MIPOEKTUPOBaHUE U pPa3pabOTKy YCTPOMCTB, 3TO HMX IpEeporatuBa pean30BaTh HEOOXOIUMBIE
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W3MEHEHMSI — OHM MOTYT KBAJM(PHULUMPOBAHHO U ¢ MUHMMAJIbHBIMM 3aTpaTaMH BKJIIOYaTh HOBBIE
(GyHKIMK WIM XapakTepuCTUKU Oe3omacHocTd. Ho, opHaKo, 3TO 3aBUCHUT HE TOJIBKO OT
MPOU3BOAUTENCH, J00aBISAIOMINX HOBbIE (YHKIMH, HO M OT OPraHU3alUi, NPUHHUMAOLINX
CBSI3aHHBIE C THM PACXO/bI, CIIEA0BATENBHO, OaJlaHC MEKy 0€30IaCHOCTHIO H CTOMMOCTBIO JIOJKEH
OBITH COXPaHEH.

B Ttewenue Bcero jxuzHeHHoro uukia l0T-ycTpoiicTBa HOKHBI MMETh BO3MOYKHOCTh
OBICTPOrO MCIpPaBJIEHUS U OOHOBJIEHHUS, YTOOBI 00ECIIEUUTh MPABUIIbHYIO padOTy U YCTPAHUTh BCE
oOHapy KeHHbIE ysA3BUMOCTH. Kak ynoMuHasoch paHee, y O0JIbLIIMHCTBA [10JIb30BaTeIeH HET 6a30BbIX
3HaHuil 00 l0T-ycTpolicTBax M MX BIMSHUM Ha Cpeay, B pe3yibTaTe yCTpOIlCTBa HE OOHOBIIAIOTCS
1, COOTBETCTBEHHO, OCTAIOTCS YA3BUMBIMU K HOBBIM YIpO3aM.

Kpome Toro, ogHuMM M3 BaKHBIX 3TallOB YIPABJICHUS YXU3HEHHBIM LIHMKIOM YCTPOMCTBA
SBIISICTCA 3TAll Pa3BepThIBaHUSA. MOXKHO pa3paboTaTh peKOMEHAIMHU 10 pa3BepThiBaHuio 10T. OHu
OyIyT BKJIFOYATh PEKOMEH/IAIMH 110 KOHKPETHBIM KOH(PHUTYPAIMsIM yCTPOUCTB U cereit [15].
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4.2. Mepbl no obecnevyeHu1o 6e3onacHocTu ycrpoiicts UnrepHera Bemeit

Hwxe mnpencraBieH moApoOHBI CHHCOK Mep 1O O00ecleYeHuro Oe30MacHOCTH,
HaIIpaBJICHHBIX HA CHU)KEHUE YIPO3, YSI3BUMOCTEH U PUCKOB, BIMAIOIIUX HA ycTpoucTBa U cpenbl [0T
(rabmura 6) [15].

Tadauua 6 — Mepbl 6e3onacHocTu UHTepHeT Belneit

Mepa O6e3o0macHoCcTH Onucanue
VYnpasienue Meps1 6€3011aCHOCTH, KaCaroIIUecs aHaIu3a PUCKOB
MH(POPMALMOHHOM 0e30nmacHOCTH UH(POPMALIMOHHOMN CUCTEMBI, TOJUTUKH,
0€30MacHOCTbIO aKKpeIUTaIMY, TIOKa3aTeNel 1 ayIuTa, a Takke 0€30MacHOCTH
U yIIpaBJI€HHUE PUCKAMU 4eJI0BEYECKUX PECYPCOB

MepLI 0€30I1aCHOCTH B OTHOIIEHUHU KapTUPOBAHHA DKOCUCTEM

praBHeHI/Ie 3KOCHCTCMaMH o
1 OTHOIICHHUH 3KOCUCTEM

ApxuTexTypa Mepb! 6€3011aCHOCTH, Kacarourecss KOH(PUTypaluu CUCTEM,
MH(POPMAIIMOHHOM yIIpaBJICHUS] AKTUBAMH, PA3JICICHHs CUCTEM, (PHIIBTPALIUU
0e30macHOCTH Tpaduka u kpunrorpadhuu
AJIMHHHCTPUPOBAHHE Meps1 6€3011aCHOCTH B OTHOIIEHUH aIMHUHUCTPATHBHBIX
MH(POPMALIMOHHOM YUYETHBIX 3aITUCeH U aIMUHUCTPATUBHBIX HH()OPMAITHOHHBIX
Oe3omacHoCTH CHCTEM
VYnpasnenue

. Mepb! 6€3011aCHOCTH B OTHOILIICHUH ayTeHTU(HUKALINY,
uaeHTH(OUKAIHeH

UICHTH(UKAIIMY U TIPaB JI0CTyIa

U JIOCTYTIOM

Texunueckoe obecrieueHrue
Mepsbi 6€3011acHOCTH B OTHOIIIEHUH MIPOIIEAYP TEXHUUECKOTO

MH(OPMALIMOHHON

obecnieuenus ' T-6e30macHOCTH U yIaI€HHOTO AOCTYTIa
0e3onacHOCTH

Mepsl 6€3011aCHOCTH B OTHOILIEHUH OOHAPYKEHHsI, pETUCTPALIUU
OOGHapyxeHue P Py P P ’

a Tak)Ke KOpPPEeJSILMY U aHaIN3a XKypHaia
VYnpasieHne MHIUACHTaMH Mepsl 6€3011aCHOCTH B OTHOILIEHUH aHAJIN3a U pearupoBaHMs Ha
KOMITBIOTEPHOM MHIMJICHTHI 0€301TacHOCTH B HH()OPMAIIMOHHON CHCTEME,
6e3omacHOCTH a TaKk)Ke OTYET 00 MHITUACHTAaX

BrienepeurcieHHble Mepbl 0€30MacHOCTH KIACCU(UIIMPOBAHBI B 3aBUCUMOCTH OT TOTO,
K Kakoit oomactu 10T-3KkocucTeMBbl OHU TPUMEHSIFOTCS.

Kpome »sTOro, kaxkmas Mmepa O€30MaCHOCTH MOXKET OBITh OTHECEHa K OMpeieleHHOM
KaTerOpuH B 3aBHCHUMOCTH OT €€ XapakTepa — 3TO MOXKET OBITh MOJIUTHUKA OE30MMaCHOCTH, KOTOPYIO
HE0OXO0IMMO YYUTBIBATH TIPH Pa3pabOTKe yCTPOUCTB; OPraHU3AIMOHHBIC MEPhI, OPUECHTUPOBAHHBIC
Ha OW3HEC W COTPYJAHHKOB, KOTOpBIC IO/DKHBI OBITh NMPUHATHI CAMOH OpraHW3aluel; HaKOHeIl,
TEXHUYECKHE MEphl, HalpaBJIeHHBIC HA CHW)KCHHWE MOTEHITMAIBHBIX PUCKOB JIJIs YCTpOHCTB 10T
U aApyrux sneMeHToB  l0T-skocuctembl. COOTBETCTBEHHO, BBISBIICHHBIC 0a30BbIE  MEpPHI
6esomacHoctu [oT pacmpeneneHbl TO TpeM OCHOBHBIM KaTETOpHSIM, TMPEACTABICHHBIM Ha
pucyske 4.2.
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bazoBbie Mepbl
0€30MacHOCTH
HNuTepHer Benen

[TonuTuka Opranu3alvoOHHbIE

TexHn4eckue Mepbl
0e30MacHOCTH Mepbl

Pucynok 4.2 — bazoBbie Mepbl 6€30MaCHOCTH TEXHOJIOTHH MHTEpHET Belen

Tonumuxa 6ezonacrocmu

[lepBast rpymnma Mep OTHOCHTCS K MOJIUTUKE O€30MacHOCTH, KOTOpasi B IIEJIOM HalpaBiieHa Ha
obecriedyeHre WHQPOPMALMOHHON 0€30MacHOCTH M TpHU3BaHa caenaTh ee 0Oonee KOHKPETHOU
u HajekHOW. OHa JOJDKHA COOTBETCTBOBATH JIATENILHOCTH OPTaHU3ALUHM M COJEPKATh XOPOIIO
JOKYMEHTUPOBaHHYI0 HWHpopMamuio. B 3TOM KOHTEKCTe OBUIM ONpEAEICHbl  CIEAYIOIINe
PEKOMEHALUH 110 OE30IaCHOCTH.

Croutr oOTMETUTH, UTO, KOrza pedb wuaeT 00 oOecredeHUH  OE30MACHOCTH
Y KOHQHUICHIMAIBHOCTH TpPU NPOCKTUPOBAHMHM, MeEphl OE30MaCHOCTH JOJDKHBI  OTPaXkaTh
0COOCHHOCTH U KOHTEKCT, B KOTOPOM OyJeT pa3BepHyTo ycrpoiictBo miu cucrema loT. Korma neno
noxomuT a0 loT, puck 3aBHCUT OT KOHTEKCTa (TO €CTh OCHOBBIBAETCS Ha CIICHAPUH MPUIIOKEHHS),
Y B 3TOM OTHOILEHHH MepPbl 0€30MaCHOCTH JIOJIKHBI IPUMEHSATHCS ¢ YYETOM 3TOro (hakropa.

OpzeanusayuonHule mepvl

Bce mpennpusiTus AOKHBI HMMETh OpraHU3allMOHHBIE KpPUTEpUH HHGOPMAIMOHHON
OesomacHocT. JleficTBUs mepcoHana JIOJDKHBI OOecrneyuBaTh 0O€30MacHOCTb, YIpPaBJIEHUE
nporeccaMu M Oe3omacHyro paboTy ¢ uHpopmanuedl B pabodyeM Mpolecce OpraHu3aIuH.
OpraHu3anuu JOHKHBI 00€CTI€YUTh OTBETCTBEHHOCTH MOIPSITYMKOB M OCTABIMKOB 3a BBIITOJHEHHE
paccMaTpuBaeMblX (QyHKUMH. B ciydae mHIumeHTa 0G€30MacHOCTH OpraHu3alus JIOJKHA ObITh
HOATOTOBIICHA (OTBETCTBEHHOCTb, OL[CHKA U PEarupoBaHuUE).

Texnuueckue mepol

MepBI 0e30MmacHOCTH JOJDKHBI YUUTBIBATH M OXBATbIBATH TCXHUUYCCKHUE IJICMCHTHI, 4TOOBI
yMeHbIIUTh ysa3BuMocTu loT. Huxke mpencraBineH 00630p HEOOXOAMMBIX TEXHUYECKUX Mep JUIs
COXPaHEHHUS U 3aluThl 6e30macHocTy nHpopMaruu B [oT.

Annapammnoe obecneuenue 6e3onacnocmu

PexoMenayercss MCHONIB30BaTh OOOpPYIOBAaHUE, KOTOPOE BKJIIOYAaeT B ceOs armapaTHbIe
cpencTBa O€30MacHOCTH JJIsl YCHJIGHHS 3allUThl M IEJIOCTHOCTH YCTPOMCTBA: Hampumep,
CHelHaTM3UPOBAHHbIE MUKPOCXEMBI, KOTOpbIE 00ECIEUNBAIOT 3alIUTY Ha TPAH3UCTOPHOM YpOBHE
(3amMIEHHOE XpaHEHUE JaHHBIX U CPEACTB ayTeHTH(PHUKAIUU, HJIEHTU(UKALUS yCTPOWCTBa
H 3a1muTa KJIIOUYeld B COCTOSTHUM IIOKOS M B mponecce I/ICHOHLSOBaHI/Iﬂ). 3aII_II/ITa OT JIOKAJIbHBIX
1 (PU3UYIECKUX aTaK MOXKET ObITh oOecrieueHa ¢ TOMOIIbI0 (YHKITMOHATBHOW 0€30MMacHOCTH.
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Ynpaenenue oosepuem u yenocmnocmoio

JloBepue K 3arpy304HON MNPOLIMBKE OJKHO OBITh YCTaHOBJIEHO 1O TOrO, Kak Oyxaer
YCTaHOBJICHO JIOBEpUE K JIIOOOMY Apyromy nporpaMmMHoMy obecnieuenuro. HeoOXxoaum KOHTpOIIb 3a
YCTaHOBKOW MPOTPaMMHOTO OOECIIEYEHHsI B ONEpAMOHHBIX CHCTEMaX, YTOOBI IMPEIOTBPATHTH
3arpy3Ky HEZIOCTOBEPHOTO MPOrPaMMHOr0 obecriedeHus 1 (paiios.

Heo6xoanMo pa3pemnTs CUCTEME BO3BPAIAaThCs B IEPBOHAYAIBHOE OE€30I1aCHOE COCTOSIHUE,
B KOTOPOM OHA HaXOMJIach 0 HapylleHus: 0€30MacHOCTH. BO3MOKHOCTh BOCCTaHOBIICHHSI CUCTEMBI
B Cllyyae, eciii OOHOBJICHHE HE ObLJIO 3aBEPIICHO KOPPEKTHO, TAKKE UI'PAET BAXKHYIO POJIb.

PexomeHyeTcst HCIIOIB30BAaTh IPOTOKOJIBI U MEXAHU3MBI, CIIOCOOHBIE YIIPABJIATH JOBEPHEM.

Haoeoicnoe obecneuenue b6ezonacnocmu u KOHUOEHYUATLHOCU HO YMOTYAHUIO

JIrobbie mpuMeHHMBbIE (YHKIUU 0€30MacHOCTH JOJDKHBI OBITH BKIIFOYEHBI MO YMOJIYaHUIO,
a Mo0ObIe HENCIOIb3yeMbIe MM HeOe30MmacHbIe ()YHKIIUU — OTKITIOYCHBI.

BaxxHo co3aBaTh ClI0)KHBIE TAPOJIM IO YMOTYAHHUIO JUIsl OTAEIBHBIX YCTPONCTB.

3awuma nepconanvubix OaGHHbIX

[lepcoHanbHble JaHHBIE JIOJDKHBI coOupaTbcs U oOpabaTbiBaTbcss Ha OCHOBAaHUU
COOTBETCTBYIOILIMX 3aKOHOB, OHM HUKOI'JIa HE JOJDKHBI cOOMpaThcs U 00pabaThiBaThCs O6€3 cornacus
CyObEKTa IaHHBIX.

Heo0OxonnMo npoBepsaTh, UCHOIB3YIOTCS JIU IEPCOHAIBHBIE IaHHBIE B YKA3aHHBIX LEISIX.

[Tome3oBarenn  loT JOMKHBI WMETh BO3MOXHOCTH KOHTPOJIMPOBATH  COOMpacMyro
nH(pOPMALIHUIO.

besonacnocms u naoesicnocms cucmemoi

[Tpy npoeKTUPOBAHMM CUCTEMBI BaKHO YUYHUTBIBATh CUCTEMHBIE M HKCIUTyaTallMOHHbIE cOOH,
HE JI0IyCKas, 4YTOObl cHcTeMa BbI3bIBAJIa HENPUEMIIEMbIH PUCK TPaBMUPOBAHUS WM NPUYUHEHUS
¢buznueckoro ymepoa.

OcHOBHBIE (PYHKIIUH JJOJDKHBI MPOJIOJKATh pabOTaTh MPHU MOTEPE CBS3U U/WIM HETaTUBHOM
BO3/ICHCTBUU CO CTOPOHBI CKOMIIPOMETUPOBAHHBIX YCTPOMCTB MIIM 00JTAYHBIX CUCTEM.

Besonacnoe obnosenenue npoepammnozo obecneyenus

Heobxonumo ybennutbes, 4TO MporpaMMHOE OOecrieueHue yCTpONUCTBa, €ro KOH(QUIrypauus
U €r0 IPUJIOKEHUSI UMEIOT BO3MOKHOCTh OOHOBJIEHHUS 110 OECTIPOBOJIHON CETH, CEpBEp OOHOBIICHUN
Oe3omnaceH, (aiiyibl OOHOBJICHUSI TEPENAIOTCS uYepe3 3allUIeHHOE COCIWHEHHWE W HE colepkaT
KOHQUIEHIMATIbHBIX  JAHHBIX, TOANHUCAaHbl ~ ABTOPU30BAHHBIM  JOBEPEHHBIM  OOBEKTOM
U 3alIM(POBaHbl C UCIOJBb30BAHUEM HPUHATHIX METOAOB IIU(PPOBAHMS, YTO MAaKET OOHOBJIEHHUS
UMEeT CBOK IU(POBYIO IMOANUCH, CEPTH(UKAT MOAMUCH M LEMNOYKY CEPTH(PHUKATOB MOJIHCH.
ABTOMaTHYeCKHE OOHOBJICHHUS TNPOILIMBKU HE JIOJDKHBI M3MEHATH I10JIb30BATEILCKUE HACTPOUKH
MPENNOYTEeHUH, MapaMeTpoB O€30MaCHOCTHM WM KOH(PHUIEHIMAIbHOCTH 0€3 yBEIOMIICHUS
10JIb30BATEIS.

Aymenmughuxayus

Heobxoaumo pazpabaTsiBaTh CHCTEMBI ayTEHTH(DUKAIIMN ¥ aBTOPU3AIMKA HA OCHOBE MO/IeeH
yIpo3 Ha YPOBHE CUCTEMBI.

BaxHno yOeauTbcs, YTO BO BpeMs IEpBOHAYAIBHOW YCTAaHOBKM NApojJd U HMMEHa
MOJIb30BaTee MO YMOJYaHHWIO, a TakXke cialdble WIM HEACHCTBUTEIbHBIC IMapoiIM U HMEHa
Mojib30BaTese M3MEHEeHbl. MeXaHM3Mbl ayTeHTH(HUKAIMK JOJKHBI HCIOJIb30BATh HAJECKHBIC
Mapoiu WU TepcoHanbHble uAeHTHU(UKauoHHble Homepa (PIN). YMectHo paccMmoTpersb
BO3MO>KHOCTb UCIOJIb30BaHUS ABYX(AaKTOPHON MM MHOTO(AKTOPHOM ayTeHTU(UKALIUY, TAKOU XKe,
Kak B cMapTdoHax, OMOMETPUUYECKUX JTAHHBIX U T.1.
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BaxxHO yuuTBIBaTh, YTO Y4YETHblE JaHHbIC JJI1 ayTEHTU(QUKALUHU JIOJKHBI OBITH
3amu(poBaHBbI.

HeoOxoaumo yOeauThesi, YTO MEXaHM3M BOCCTAHOBIEHHs WM cOpoca maposis HalexXeH
U HE MPEJOCTABIACT 3JI0YMBIIUIEHHUKY HWH(GOPMAIMIO, YKAa3bIBAIOUIYI0 Ha JACHCTBUTEIHHYIO
YUYETHYIO 3amHch. T0 ke caMoe OTHOCUTCS M K MEXaHW3MaM OOHOBJICHUS M BOCCTAHOBJICHHUS KITIOUEH.

Asmopuszayus

Heo6xoanuMo orpaHu4uTh J€HCTBUSA, pa3pellieHHbIe AJIs JaHHON CUCTEMBI, ITyTeM BHEPEHUS
MEXaHU3MOB JIETAIM3UPOBAHHONW aBTOPM3alMM M HCHOJb30BAHUSA MPUHLUIA HAUMEHbIIUX
IPUBUIIETUI: IPUIIOKEHUSI JOJDKHBI paboTaTh Ha CAMOM HU3KOM YPOBHE IPUBUIIETHH.

[TpommBKa ycTpoiicTBa NODKHA OBITH pa3paboTaHa TakUM 00pa3oM, 4TOOBI W30JIMPOBATH
IIPUBWJIETUPOBAHHBIA KOJ, IPOLECCHl W JaHHBbIE CaMOil NPOIIMBKU. AnNmnapaTHoe oOecreueHue
YCTPOMCTBA JODKHO OOECTIeYMBATh U3OJSIHUIO JUIS MPEJOTBPALICHUS JAOCTYIa 3JI0YMBIIIICHHUKA
K YyBCTBUTEIHHOMY K O€30MIaCHOCTH KOJY.

Koumponv 0ocmyna — ¢usuueckas 6ezonacnocms u 6e3onacHocms okpydicaoueli cpeobsl

IlenocTHOCTP M KOH(PUICHIMAIBHOCTh JAHHBIX JOJDKHBI OOECIEeYMBATHCS CPEICTBAMU
KoHTpoJisi Joctyna. Korjga cyObekT, 3ampaliuBaroliMid JIOCTYN, AaBTOPU30BaH Ui JIOCTYIa
K KOHKPETHBIM IIpolieccaM, HEoO0XOAMMO 00ecneunTh COOJIIOJEHUE OIpPE/IeIeHHOW MOIUTUKU
0€30MacHOCTH.

OO0HapyxeHue HEeCaHKUMOHMPOBAHHOIO JIOCTyla M pearupoBaHUE Ha ammapaTHOE
BMEUIATEJIbCTBO HE JOJDKHBI 3aBUCETh OT CETEBOTO MOAKIIOUYEHUS.

Baxno, 4ToOBI yCTpoOlicTBa OBUIM OCHAIIEHBI TOJBKO TEMH BHEIIHUMH (PU3NIECCKUMHU
MOpPTaMHU, KOTOPbIe HEOOXOIUMBI UM Il paOOTHI.

besonacnas u naoesxcnas cesazv

Heo6xonumo o0ecneynTh pa3iuyHble acleKThl 0e30HacHOCTH — KOH(UICHIHATbHOCTb,
L[EJIOCTHOCTh, JOCTYIHOCTh M MOJUIMHHOCTh WH(pOpMAalMU, NEepeAaBaeMoi MO CeTsM, a TaKkxke
xpansiueics B npuioxenuu [oT nau B 001auHOM XpaHUIIHUILE.

Baxxno  ydecth, uro  Oe3omacHOCTh  CBSI3M  oOecreuyuBaeTcs  COBPEMEHHBIMU
CTaHAAPTU3UPOBAHHBIMH MPOTOKOJIAMU 0€301TaCHOCTH MU poBaHus, TakuMu Kak TLS.

VY4eTHbIE 1aHHBIE HE JOJKHBI IEpeAaBaThCsl B OTKPHITOM BHJIE IO CETH.

Uto0bl oOecrieunTh HAJASKHBI OOMEH JAHHBIMM OT IepeJadyd 10 MpHeMa, OHM BCerja
JOJKHBI OBITH MOAMUCAHBI, KOTJIa U T71e Obl OHM HU COOMPATTUCh U HU XPAHUIIUCH.

HeobxonuMo OTK/IIOYaTh OMNpeNeIeHHble MOPTHl WM CETEeBbIE MOAKIIOUEHHS s
BBIOOPOYHOT'O TOJKITFOUEHHUS.

Taxoke CTOMT yCTaHOBUTH KOHTPOJIb TpaduKa, OTIPABIIIEMOT0 WU MOIY4aeMOr0 CEThIO, 1S
CHIDKEHHUS PUCKA aBTOMAaTU3UPOBAHHBIX aTakK.

Besonacnvie unmepgpeticol u cemesoe obcnyscusanue

Pa3znenenne ceTeBbIX AJIEMEHTOB Ha OTAENbHbIE KOMIIOHEHTHI IIOMOTaeT H30JUpPOBAThH
MHIUACHTHI 0€30M1aCHOCTH 1 MUHUMU3UPOBATh OOIINNA PHUCK.

[TpoTOKOIIBI JOKHBI OBITH pa3paboTaHbl TAKUM 00pa3oM, 4TOOBI B CiIydae B3JIOMa OJHOTO
YCTPOICTBA 3TO HE MOBIIHUSIO HA BECh HA0OD.

Heo6xoaumo n3beratb npeiocTaBieHUs OAHOTO M TOTO K€ CEKPETHOro KIItoya Ui BCEro
ceMelCTBa MPOJYKTOB, MOCKOJIBKY B3JIOMa OJJHOT'O YCTPOIcTBa OYAET 10CTaTOUHO, 4YTOOBI B3IOMATh
U OocTajJbHbIE YyCTPONUCTBA ATOTO CEMEICTBA.

Baxno BHenputh uHOpacTpykTypy, ycTouuByro Kk DDoS-atakam u OajgaHCHpYIOIIYIO
Harpy3Ku.
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Heobxomumo yoenuThes, 9To BeO-uHTEep(ECH MOTHOCTHIO MU(PYIOT CEaHC TTOJIb30BATENS —
OT yCTPOICTBA 70 CEpPBEPHBIX CiIyk0 — 1 He moaBepkeHbl XSS, CSRF, SQL-unbexnusm u T. 1.

beszonacnas obpabomia 6600a u 6v1800a

JlomkHa TIPOBOIUTRLCS BATUIAIMS BBOJAUMBIX JaHHBIX (0OecreueHne 0e30MacHOCTH JaHHBIX
nepe. UCTIOIB30BaHUEM) U (DPUIIBTPAIUS BBIBOJIA.

IIpomoxonuposanue

HeoOxoaumMo BHEOPUTH CHCTEMY IMPOTOKOJIMPOBAHMS, KOTOpask PEruCTPUPYET COOBITHS,
CBSI3aHHBIE C ayTeHTU(HKAIUEl MoJb30BaTeNel, YIIpPaBIeHUEM YYETHBIMH 3alHCSIMH U MpaBaMu
J0CTyIMa, W3MEHEHUsSIMU MpaBuUil O€30MacHOCTH U (PYHKIMOHUPOBAHHWEM cHCTeMbl. JKypHaibl
JOJKHBI XPAHUTHCS HA JIOJTOBPEMEHHBIX HOCUTEINISIX U M3BJICKATHCS Yepe3 ayTeHTU(UITUPOBAHHBIC
COEJIMHEHUS.

Monumopune u ayoum

BaxHO OCYIIECTBIIATH PETYISPHBIA MOHUTOPUHT JUISI TMPOBEPKU TOBEICHUS YCTPOMCTBA,
oOHapyKeHHsI BPEJOHOCHBIX MPOTPaMM U BBISIBJICHHS OIIHOOK I[EIOCTHOCTH

Heo0OxoauMo mNpoOBOIUTH MEPHUOJUYECKHE MPOBEPKU CPEICTB KOHTPOJS OE€30MacHOCTH,
9TOOBI yOaUThCs B UX 3PHEKTUBHOCTH, U TECTUPOBAHMS HA IPOHUKHOBEHUE.

[IpuMmeHeHne 3TUX TEXHHUUYECKUX MEp JOJDKHO YYUTBIBATH OCOOCHHOCTH dKOocucTeMbl 10T,
Takue KaK MacmTabHpyeMOCTh, TO €CTh OTPOMHOE KOJIMYECTBO 3aJICHCTBOBAHHBIX YCTPOWCTB
TpeOyeT TPHHATHS ONPEICICHHBIX MEp Ha YPOBHE CIEIUATH3UPOBAHHBIX KOMIIOHEHTOB
APXUTEKTYPBHI.

Obobwennvie pekomenoayuu no obecneyeruro bezonachocmu ycmpoticms 10T

Hwke mpuBezieH CMUCOK pekoMmeHmanuii (pucyHok 4.3) s pa3pabOTYHKOB, ONEPaTOPOB
U 3KcrepToB 1o Oe3zomacHocTH. OOcCykgaemble PEKOMEHIAIMU KacaloTCs 3aMHTEPECOBAHHBIX
CTOPOH, OXBaThIBAIOT Bech crekTp loT u HampaBieHbl Ha yCTpaHEHHE MPOOJIeM, ONMpeAeNeHHBIX
BBIIIIE.
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Co3z0aHue eOuHbIX CMAHOAPMos8 U mpebosaHull

Tlosviuenue ypoeHs sHanuil
00 obecneuenuu besonacnocmu loT

Ipunamue npunyuna pazpabomxu 6€30nacHo2o

Mepbi 6e30MacHOCTH NPOCPAMMHO20 U ANNAPAMHO20 0DecnedeHus Ha
NPOMSAIACEHUU BCE20 HCUZHEHHO20 YUKILA
YCTPOWCTB yempotuicme 10T
HuTepHera Bemei Jlocmuodrcenue Koncencyca 6 OmHoueHuu

DYHKYUOHAIBHOU COBMECMUMOCU YCIMPOUCME
skocucmemst 10T

Coszoanue 6e30nacrhoco ynpasienusi H#CU3HeHHbIM
yuxaom ycmpotiicms 10T

Pa32paHuquue omeenicmeerHHocmu Me.?IC()y
3AURmMepPeCco6aHHbIMU CNOPOHAMU loT

Pucynok 4.3 — Meps! OezonacHocTu ycTpoiictB 10T

Co3z0anue edunvix cmanoapmos u mpebosanuil 6 ooacmu oezonacnocmu 10T

[TpoGnema (parmMeHTaluu PYKOBOASIIUX MPUHIUIIOB, MHUIIMATUB, CTAHAAPTOB U JIPYIHX
MexaHu3MoB oOecnieueHus Oe3omacHoctu [oT Ttpebyer pemenus. IlepBpiM marom B 3TOM
HaIpaBJICHUU SIBJISIETCSI ONpPEJEICHUE CIUCKA JIYYIIUX MPAKTUK M PYKOBOJCTB MO O€30MaCHOCTH
u KoH(puaeHuuanbHocTu 10T, KOTOpble MOYKHO HCIIOJIb30BaTh B KAUYECTBE OCHOBBI /ISl pa3pabOTKU
U pa3BeprbiBaHusd cucrteM [oT.

WMHTEpECHO OTMETHTH, 4YTO IOHATHE CTAaHJApTa BBICOKO LIEHUTCA M IOAJNEPKUBAETCS
IIPOMBIIIJIEHHOCTBIO0, HO TPYIIBI 3aMHTEPECOBAHHBIX CTOPOH MMEIOT Pa3HbIe LEMOYKH Hay4dHO-
HCCIIEIOBATENbCKON M ONBITHO-KOHCTPYKTOPCKOM pabOThl, UTO M MPUBOAUT K (hparMeHTaIUH.

B kagectBe pexkoMeHmanuu mo 0oprOe ¢ dparMeHTanueil MOKHO MPEIOKUTh CO3/IaHUE
oOmero Habopa MPaKTUK, PYKOBOJICTB U TpeOoBanmii 6e3omnacHocTy B [oT. BrocnencTeun kaxmas
OpraHM3alus MOXET COCPEIOTOYUTHCS Ha OINpeAeNieHUHd KOHKPETHBIX HaOOpOB MpaKTHK,
PYKOBOJICTB, Tp€OOBaHMI /7151 COOCTBEHHBIX HY)K]] HA OCHOBE KOHKPETHOI'O KOHTEKCTa M (PaKTOpPOB
pHCKa.

[Tporecc 3aKkyrnok sIBISETCS €I1e OJHUM CIOCOOOM oOecreyeHHs TapMOHHU3alMKU 0a30BbIX
cTaHzapToB W TpeboBanuil g cucteM loT. BaxkHO yuuTBIBaTH, YTO CYILIECTBYET MHOKECTBO
Pa3IMYHBIX OTpacieil, MoATOMY TapMOHHM3alUsl JOJDKHA ObITh JOCTUTHYTA CHaudalda B KaKIOM
CEeKTOpe.
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Tosvruenue yposHs snanuii 00 obecnewenuu 6ezonachocmu loT

BezomacHocth 10T — 00111251 OTBETCTBEHHOCTH BCEX 3aMHTEPECOBAHHBIX CTOPOH. [ToaTomy Bce
CTOPOHBI JIOJDKHBI UMETHh IIOJIHOE MPEACTABICHUE O CBS3aHHBIX PHUCKAX M yrpo3ax, a TaKxKe
0 crmoco0ax 3alMThl OT HUX. TakuM 00pa3oM, MOBHIIMICHNUE YPOBHS 3HAHUI MMEET MEePBOCTEIIEHHOE
3Ha4YeHUE.

Kak cBUaeTEIbCTBYIOT MHOTOYHMCIECHHBIE MHIUACHTHI B cepe Oe30MacHOCTH, CBSI3aHHBIC
c loT, pa3paboTunkamM ¥ KOHEUHBIM IOJb30BaTesiM l0T-ycTpoiicTB He xBaraeT 3HaHWUU. UTOOBI
pemuThs 3Ty mpolieMy, HeoOXoIuMo pa3padoTaTh KOHKPETHBIE PEKOMEHIALUU  JUIs
3aMHTEPECOBAHHBIX CTOPOH, @ UMEHHO:

o IIPU OpTraHu3aluy 00y4YeHHs 10 BOIIpocaM KHOepOe30MacHOCTH B IPOrpaMMy JTOJIKHBI
OBITh BKIJIFOUEHBI MaTE€pHallbl O COBPEMEHHOM COCTOSIHUM B 3TOH cepe, MpaKTUYECKUe MPUMEPHI,
ATAIOHHBIC APXUTEKTYPBI, METOJJOJIOTUH U HHCTPYMEHTHI JIsl Oe30macHbIX cucteM [oT;

o KOHEYHbIE I0JIb30BATENN U MOTPEOMTENN NOJDKHBI ObITh MH(GOPMHPOBAHBI, YTOOBI
MMETh BO3MOXKHOCTh ITPHHUMATh 00OCHOBAHHBIC PEIICHHS TPH IKCILTyaTaI[MH YCTPOUCTB U CUCTEM
oT;

o pa3paboTyrKkaM HE0OXOAUMO MOBBICUTh YPOBEHb 3HAHUN B 00jacTu 0€30MacHOCTH,
9TOOBI OCO3HATH HEOOXOIUMOCTH NMPHUHITHS OCHOBOIOJATAIONINX MPUHIMIIOB 0€30MacHOCTH IS
Bcex cep npumenenus 10T.

B mocnennue ronpl B MIKOJMAaX M YHUBEPCUTETAX BCE Yalle BBOAAT MPOTPaMMBbI 00YYEHUS
OCHOBaM 0€30MaCHOCTH, YTO CIIOCOOCTBYET OoJiee TiTy0OKOMY HOHUMAaHHIO JaHHOH mpobiemsl B [oT
CpeAu MOJIOJIOTO MOKOJIEHHUS.

Ilpunamue npunyuna paszpabomku 06€30NACHO20 NPOSPAMMHOSO U  ANNAPAMHO20
obecneveHuss Ha NPOMANCEHUU 8CE20 HCUSHEHHO20 yuKkaa ycmpoticme 10T

Pa3zpaGoTumky, NpoM3BOAUTENM U IOCTABIIMKM NPOAYKTOB M pemeHudt loT nomkHBI
JOTOBOPUTHCSI O BBEJCHHH TPHHIINIIA, COTJIACHO KOTOPOMY Ha IMPOTSHKEHHWH BCETO YKM3HEHHOTO
nukina ycrpoiictB loT Oynmer paspabarbiBaThesi Oe€30macHOE MPOTPaMMHOE M allapaTHOE
o0ecriedeHre, U BKJII0YaTh COOTBETCTBYIOIIHME TPOLIECCH B CBOM OMNEpaIii. be3omacHocTh JomKHA
OBITh pea30BaHa B II€JIOM, Ha YPOBHE MPWIIOKEHUH M HA KAKJIOM U3 3TalloB Pa3pabOTKH.

[TosToMy BaxHO MNOOYAMTH Kak MOXHO OOJbIlle KOMIIAHWUH MpenjaraTb Oe30MacHbIe
peleHust, KOTOPbIMH MOTJIM OBl BOCIIOJIB30BAaThCs M pa3pabOTUUKH, U TTOJIb30BATENH.

Hocmuoicenue komcencyca 6 omuoueHuu QYHKYUOHATLHOU COBMECMUMOCMU YCMPOUCME
axocucmemul loT

[IpoGiieMa cOBMECTUMOCTH OYE€Hb aKTyaslbHa ais 3kocuctembl loT wu3-3a pacrtyiero
KOJINYECTBA YCTPOMCTB, CIOXHOCTH IEMOYEK IMOCTABOK M OOJBIIOrO YWCIAa 3aMHTEPECOBAHHBIX
cTopoH. O6ecnieueHue GyHKIIMOHATLHOW COBMECTUMOCTH YCTPOUCTB, miiatrdopm u cuctem loT, kak
1 METObI 0O0eceueHnst 0€30MaCHOCTH, ABJIIETCS BaKHBIM diieMeHTOM Oe3omacuoctu loT.

Pexomenatuu /uist pereHus npoOaeMsbl:

L MOOHIPATH UCITIOJIB30BAHUEC OTKPBITBIX COBMECTUMBIX CUCTEM, BKITFOYAIOIIUX CPECACTBA
obecrnieueHns 0€30MaCHOCTH;

o 00ecnevnTh MPO3pavyHOCTh B OTHOIICHUH OE€30MaCHOCTH COBMECTHUMBIX CHCTEM;

. MPOJIBUTATH OTKPBITHIE U JIOCTYIHBIC JTAOOPATOPUHU W HCIBITATENbHBIC CTCHBI IS

oOecrieueHnst 0€30MMaCHOCTH.
Co30anue IKOHOMUYECKUX U  AOMUHUCMPAMUBHBLIX — CMUMYNO8 ONsi  0becnedenus
oesonacnocmu loT
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B cdhepe npousBoacta [0T KOHKypEeHTHOE TPEUMYIIIECTBO B HACTOSIIIIEE BPEMS 3aKITFOYACTCS
B OoJiee OBICTPOM BBIXOJI€ HA PBIHOK, a HE B OE30MACHOCTH. DTOT OallaHC HEOOXOJUMO M3MEHHTH
TakuM 00pa3oM, 4ToObI 6a30BbIi YPOBEHb OE€30MIACHOCTH M KOH(DUICHINATBHOCTH MTOOUIPSIICS eIle
70 BBIXOJa Ha phIHOK. OmpenencHue MPUHIUIOB OE30MaCHOCTH, MOAJICPKUBAEMBIX 0a30BBIMU
Mepamu 0€30MacHOCTH, MOXKET CTaTh IIArOM BIIEPE]l B 3TOM HAIPaBJICHUU.

JlomkHO OBITH paCCMOTPEHO HCIOIB30BaHUE U APYTUX CIOCOOOB, TAKUX KaK cepTU]UKAIMS
1 MapKUpPOBKa, KOTOPBIE TAK)KE€ MOT'YT CITOCOOCTBOBaTh o0ecnedeHuto 6ezonacuoctu 10T.

Co3z0anue be30nacHoeo ynpasieHus HCU3HeHHviM yukiom ycmpoticms loT

be3omnacHoCTh UrpaeT BayKHYIO pOJIb Ha BCEX ATalax XKU3HEHHOro nukia npoaykra loT. Otu
3Tambl BKIIOYAIOT MPOEKTUPOBAHHE, Pa3pabOTKy, TECTHPOBAHHE, MPOU3BOJICTBO, Pa3BEpPTHIBAHUE,
oOciyXMBaHWE, TOACPKKY U OKOHYAHHWE CpoKa CIyXKObl (T.e. BBIBOA U3 DSKCIUTyaTalluu).
Pexomenayercst onpeaennuTb KOHKPETHBIE TPOIIECCHl OE30MAaCHOCTH I BCEX ATHX JTAIOB.

Kpowme Toro, nporecchl 6€30MacHOCTH JOKHBI OBITh MPAaBUIBLHO BHEAPEHBI. C 3TOH IENbI0
HE00XO0IMMO ONPEEIUTh OCHOBHBIE TPeOOBaHNUs O€30MaCHOCTH Ha KaXKIOM JTarle.

Paszepanuyenue omeememeennocmu medcoy 3aunmepecosannvimu cmopornamu loT

OdeHb BaXKHBIM BOIIpOcOM mpu paccMoTpenuu loT sBisiercs Bompoc 006 OTBETCTBEHHOCTH.
OH wumeer ocoboe 3HaueHue B obOmactu [oT, mockonbky mnpupona I[oT TecHo cBsi3bIBaeT
3alIMIIEHHOCTh C 0€30MaCHOCTHIO. JTOT BOIPOC TPEOYET pelIeHHus Ha KaXIOM M3 MEePEUHCICHHBIX
YPOBHEI1 JUIsl BCEX 3aMHTEPECOBaHHBIX CTOPOH [15].

JajabHelilme nepcneKTUBBI Pa3BUTHS PadoThI

CymiecTByeT €CTEeCTBEHHAs HAMPSHKEHHOCTh MEXKIY KOMIIBIOTEPHOM  AKCIEPTU30U
U KOH(DHMICHIIUAIBHOCTHIO (CM. IIPUMEPHI B TabuIie 7).

Tem He MeHee OueHb Majo padoOT, MOCBSIMICHHBIX 3TOH mpobiieMe, W Kaxaas M3 HUX
MOCBAIIEHA CNEeNU(pUIECKOMY KOHTEKCTY (Hampumep, «ceTeBash KPUMHHAIMCTUKA IPOTUB
KOH(MUICHITNATEHOCTIY).

BoNbIIMHCTBO MOAXO0/I0B, KOTOPBIE CBS3BIBAIOT 3TH IMOHATHS, JETAIOT 3TO C TOYKH 3PECHUS
1) ananu3a THMA JAHHBIX, KOTOpPBIC CIOCOOHBI IMOJYYHUTh TEXHOJOTMH KOMITBIOTEPHOM
KpUMUHATUCTUKY [74]; 2) npaBoBbix HOpM [17] winu 3) mociencTBUil MEXaHU3MOB MOHUTOPHUHTA,
MOTEHIMAIBLHO  OMACHBIX I YeCTHBIX  mosib3oBatencit  [75].  Ilpemmaraercs — pake
Kpunrorpaguueckas Mojielb, BKIIOYEHHAss B CUCTEMY LU(POBBIX pacciefOBaHUM Ui 3aIIUTHI
KOH(HIEHIIMATBbHOCTH JaHHbIX [76]. Pemenue pacmm@poBbIBaeT nogo3puTeNbHYI0 HHPOPMAIUIO
Ha OCHOBE 3apaHee 3aJJaHHbIX KIIFOYEBbIX CIIOB.

Tab6muma 7. CxoacTBO M pasjiMyusg MexX1y UIH(POBOHi KPUMHMHAIUCTHKON
U KOHQUIEHIIHATBHOCTBIO

Ipumep KonduaenunanbHoctb Hudposas dxcneprusa

JIykoBas MapuipyTu3anus KondpuneHnmaabHOCTb Bnusier Ha oTCIIEKMBAEMOCTD
B KOMMYHHKAaIUH
(manmpumep, Tor)

AHOHUMHOCTH CKpBIBaeT JINYHOCTh Binser Ha OTBETCTBEHHOCTH
YyesioBeKa 1 OTCJIEKABAEMOCTD
Wi e
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[Mudposanue qaHHBIX be3onacHOCTE, JlemaeT aHaJIN3 TaHHBIX
KOH(UICHIINATEHOCTD TPYIHBIM/HEBO3MOXKHBIM.
JTAHHBIX
ArperupoBaHue JaHHBIX MuHrMH3a1Ms JaHHBIX CooTBeTCTBYIOIIME  JIaHHBIE
MOTYT OBITH MIOTEPSHBI,
1 OTCJIE)KMBAEMOCTh HApYIIEHA
be3omnacHoe ctupanue KoundunennuansHoCTh YTpara nudpoBbIx
JTAHHBIX JIOKa3aTelIbCTB
Otuer 00 MHITUACHTE Bnusier na JoGaBnsieT LIEHHOCTHU
KOH(UICHIINATLHOCTD KOppeJIALUU JTAHHBIX
MECTONOJIOKEHUS U BepUPHUKAIUH.

U aHOHUMHOCTbD, €CJIN
YKa3bIBACTCA JITUYHOCTDH

cyOBeKTa
COop maHHBIX MoxeT npe1ocTaBuTh [To3Bonsier momyuuts OoJee
KOH(UICHINATLHYIO JIOCTOBEPHYIO MHPOPMALIUIO

uHpOpMaLUIo 00
OKpY’Karollen cpezne

Koppensius nanubix Brnusier Ha cBsI3b; MOXKET MoskeT moMoYb U3BJIEYb
IIOMOYb TMOJTY4UTh HOBYIO aKTYaJIbHYIO
MHPOPMALIHIO O TPETHUX uH(pOpMaLIHIO [T 1ea
aunax (1 Ipyrue JaHHbIe)

OGHapyxeHue y3na Bnusier na [ToTeHnmanbHbie  MCTOYHHKHU
KOH(HICHIIHATHHOCTD JTAHHBIX
MECTOTIOIOKEHUS

IOpunuyeckue npouenypst [TpuBaTHOCTH Kak MpaBo JomyctumocTs HU(POBBIX
Troaen JI0Ka3aTesIbCTB

[Ipumedanue: Ha cepoM (OHE MOTEHIHATBHBINA HET0CTaTOK, Ha O€JI0M — NOTEHIMATIbHOE
IIPEUMYILECTBO.

Tem He MeHee uHTerpanus W OajaHC MeXIy KOHPHUACHIMAIBHOCTBIO U HUPPOBOM
AKCIEePTH30i HeoObIuHbI. Tabnuia 8 mokaszbiBaeT eMMHCTBEHHBIC PEIIeHUs 3TOoi mpobdiemsl B [oT-
cpene. B Tabnuue cpaBHUBaeTcs COOIOAECHUWE TNPUHIMIIOB KOH(DUIEHIMAIBHOCTH ATUMHU
peLeHUsIMUA U [IU(PPOBHIM CBUETENIEM, COOTBETCTBYIOLIUM TPEOOBaHUAM LU (PPOBOI SKCIIEPTURHI.

Themis — 310 apxuTekTypa, KOTOpasi COOMpaeT JaHHbIE C JaTYMKOB B cMapThoHax [77]. Ee
CO3JIaTeN JIOKA3bIBalOT, YTO KOH(HUICHIMATBHOCTh JaHHBIX M TOJb30BaTeleld HE0OX0IUMO
YUUTHIBATh HA IPOTSHKEHUH BCero mporecca. OQHAKOo 3TO pelleHre HalleJIeHo Ha obecriedeHne coopa
JTaHHBIX C KOHEYHBIX YCTPOWCTB, a HE Ha pa3BUTHE COTPYIHHUYECTBA MEXKIY YCTPOHCTBAMH ISt
MONyYeHUsT TaKUX JaHHBIX. Kpome TOro, Imoiib30BaTeNlb OMNOBEMIACTCS, a TPEThH JIHMIA HET.
Awnanoruuno, DroidWatch [78] — ato pemienue st MOOMIBHBIX TeleOHOB, KOTOPOE OTOOpaKaeT
OaHHEp corjacus TIIOJIb30BaTeNs, YTOOBI MNPOMH(POPMHUPOBATH IMOJB30BATENsl O TOJIUTUKE
KOH(QHIECHIIMATBHOCTH W TOJIYYUTh €ro corjacue. OTO pelleHHe TakXe paccMaTpUBaeTcs
B IIEPBOHAYAILHON cxeme IudpoBoro ceuaerens [79], rme momp3oBareneil yBEIOMIISIOT
0 npobaemMax KoH(UASHINATBHOCTH, KOTJa UM MPUXOAUTCS BBIOMPATh THIT JaHHBIX, KOTOPbIE OyIyT
XpaHUTBCS W TIepelaBaThCsl WX ycTpoiicTBamMu. OIHAKO B IIEJIOM CYIIECTBYIOIIUE PEIICHHS
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HC YYUTBIBAIOT YBCAOMIICHHA O KOH(bI/II[eHHI/IaJ'II)HOCTI/I TPEThUX JIMI, IIOTOMY 4YTO OOJILIIIMHCTBO

pelleHn He COBMECTHMBI. JTO HE OIMIMOKA, 3TO 03HAYAET, YTO OHHM OBUTM MpeIHA3HAYEHBI IS

JAPYrOH LieIu.

Taoauna 8. CBsizaHHbIE pa3padoTKH, YYHUTHIBAOIIHE KOHPUIEHINATBHOCTD

ISO/IEC 29100:2011

IIpeBenTHBHBIE pemieHusi |0T-KPUMUHAIUCTUKHA

Themis

DroidWatch

C

Ic,
COOTBETCTBYIOLIUI
TPeOOBAHUAM
uudgposoit
JKCHEPTH3BbI C Y4eTOM
KOH(PUIEHIIUATILHOCTH

1. Cornacue u BbIOOD

2. JleruTUMHOCTBD
U OTIpEICTICHUE [N

s L

3. Orpanuuenue coopa

4. MuHuMHA3aua
JIAHHBIX

5. Orpanuuenue
UCTIOIh30BaHUS,
XpaHEHHS U PACKPBITHS

6. TounocTs u
Ka4eCcTBO

7. OTKpBITOCTS,
PO3pPavyHOCTh
U YBEIOMJICHUE

8. UnauBuayanbHOE
y4acTue U JOCTYI

9. OTBETCTBEHHOCTH

10. Kontposb
UH(POPMALIMOHHOM
6e3omacHOCTH

11. CoorBercTBUE

| | |

‘/)
M
CRY
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Hampumep, B pabore [22], aBTOpsl mpeaiaraiOT pelieHHe I TMONTyYeHUS HH(POBBIX
JIOKA3aTeNIbCTB OT TPAHCIOPTHBIX CPEJACTB, KOTOPHIE BBHICTYMAIOT B KAadeCTBE CBHJICTENCH
B aBTOMOOMJIBHON 0ecrpoBOTHOM ad-hoc-cetu (VANET). Onnako TIPUHIIATIBI
KOH(UICHIIMATLHOCTH HE YYUTHIBAIOTCS, BEPOSTHO, TIOTOMY, YTO CTOMMOCTh WHITMICHTA B TaKOM
KPUTHUYECKH BAKHOW CETH SIBISETCS JOCTATOYHOW MOTHBAIUEH ISl MPHHITHS TaKOTO TOIXOA.
KoHTekcT nmuppoBoro cBUaeTeNsl OYCHD IMOX0XK HA COIMAIBHYIO CETh B TOM CMBICIE, YTO B OJTHO
1 poBOE pacciaeI0BaHUE MOKET ObITh BOBJICUECHO MHOTO JItoieii. bosee Toro, mudpoBsie cBUACTEN
paboTalOT HE TOJIBKO B YacTHOW cdepe, HO MU B MyONMYHOH. AJbTepHaTHBHBIE Mojenu 10T-
KPUMHUHATMCTUKY TPOaHATM3UPOBaHbl B padote [79]. iMeHnHo Oiaromapsi CBOUM XapaKTepHUCTHKAM
MOJIeTb IUQPPOBOI SKCIEPTU3bl [4] Jdydine BCEro MOIXOMUT s HU(PPOBOTO CBHUJACTEIHCTBA,
MMOCKOJIbKY OHA YYHUTHIBAET MCIIOIH30BAHKUE YCTPOMCTB, TOJATOTOBICHHBIX 71 cOOpa 3JIEKTPOHHBIX
JIOKA3aTeNIbCTB M B3aUMOJACUCTBHSI CYOBEKTOB, M B SIPO METOMOJOTHH BKIIOUEHBI MPUHITUTIBI
KoH(pUIeHIMaTbHOCTH. TakuM 00pa3oMm, Mpu agantanud MUGPOBOrO CBUACTENS K TPeOOBaHUSIM
MoJiesid IU(POBOI AKCIEPTH3BI, MOJIYUYEHO PEIICHUE, YPABHOBEIINBAIOIIEe TPEOOBaHMS TUPPOBOH
KPUMHHAIMCTUKA M KOH(HICHIIMAIHbHOCTH B KOHTEKCTE IU(PPOBOTO pPACCIICAOBaHUs, KOTOPOE
3aBHCHT OT B3aMMO/ICHCTBHSI YCTPOWCTB B OKpYKaroiiei cpeme [79].

Bonpocskl o 1aHHOMY pa3einy

1. PackpoiiTe ocHOBHBIE OHATHA B cepe OezonacHocT MHTEpHETA Beei.

2. Ha3zoBuTte OCHOBHBIC yrpO3bl, PUCKH H YSI3BUMOCTH B cdepe Oe3omacHocTH MHTEpHETa
BeIlled ¥ KpUTHUYECKOW HH(POPMALMOHHON HHPPACTPYKTYPBHI.

3. IlpuBenute OCHOBHBIE HOHATHUS B chepe (PyHKIIMOHAIBHOM O€30MaCHOCTH U pacKponTe
UX CMBICIL.

4. PacckaxuTe 00 OCHOBHBIX cpejacTBax oOecreueHHsl Oe30MacHOCTH (ApXUTEKTYpa,
IPUHIUIBI TOcTpoeHus) HTepHeTa Berel.

5. Ilepeuncnaure OCHOBHBIE TpeOOBaHMSI K CcleLHaTucTaM B obOsactu 0e30MacHOCTH
NuTtepHeTa Belen.

6. Hazoswure nenm obecrieueHus O6e3onacHocTy B IHTepHETE BEMICH.

7. TlpuBenute npumepsl NpoayKTOB VIHTEpHETA BelleH.

8. IlpuBenure mnpumepsl yrpos, ysA3BUMOCTeH, pHUCKOB st |0T-ycTpoHCTB, Ha30BUTE
OCHOBHBIE PUCKH U TPOOIeMbI 0€301MaCHOCTH Bellleil B pa3IMyHbIX cepax.

9. PackpoiiTe KpuTepuu OLEHKM O€30IacHOCTH, OCHOBHBIX YIpO3, PUCKOB M IpoliieMm,
CTPYKTYPBI U 0COOEHHOCTEH MOCTPOEHUS MOJIETH YTPO3.

10. Ha3oBuTe OCHOBHBIE PUCKU U MPOOJIEMBI O€30MaCHOCTH B MHAYCTpHaTbHOM MHTEpHETE
Beleil.

11. [IpuBeaute TpUMEpPHl IOPUAMYECKUX HMHIMIECHTOB B 00JACTH  pEryIHpOBaHUS
6e3omacHocTu MHTEpHETA Benlei.
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3akJII04YeHue

B nannoit pabote mpencrtaBieH anHanu3 mnpoOiiem OezomacHocth MHTepHeTa Belei.
Omnpenenensl cocrapistomue TexHoiaoruu 10T, paccMoTpeHbl 061acTu ee MPUMEHEHHSL.

[TpoBenen ananu3 Oe3omacHocTu VHTEpHETa BelIeH, ONMpEAeNiCHbl AKTHBBI, TEXHOJIOTHH
U COCTaBJIEHA KJlacCU(UKaLUs yrpo3.

PaccmoTpensl Mepbl obecriedeHusi KOMIUIEKCHOM 0Oe30macHOCTH TexHosoruii MurepHera
Belllel Ha IPUMEpE MHTEIUIEKTYaJIbHON TPAHCIIOPTHON CHCTEMBI.

Bomnpoc obecneuenus 6e3onacHoctd B IoT HaxoauTcs Ha HaYaJlbHOW CTajuU Pa3pabOTKU.
BeisiBiieHHble  1po0OsieMbl ObUIM  ONpEeAeNeHbl Kak HauOosiee 3HAYMMbIE IyT€M IPOBEACHHUS
CPaBHUTEIHHOI'O aHAJIM3a CYIIECTBYIOUINX pecypcoB Oe3omacHocTH [oT.

Koneunas nienb ycrpaneHus npooiem 3amuThl U 6e3onacHoctd 10T cocTouT B TOM, 4TOOBI
00ecreYnTh MPUOPUTET BCEX AKTUBOB, COXPAaHUTHh TPeOyeMbli ypOBEHb KOH(PHICHIMATBHOCTH,
a TaKKC JOCTUYb W NOAACPKHUBATH BBICOKHH YPOBCHB yCTOI\/JI‘-II/IBOCTI/I K arakaM, TaKuM 06pa30M
obecreynBasi KOMIUIEKCHYIO 0€3011acHOCTb.
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Hpunoxkenune A

Axtusbl UHTepHera Bemeii [15]

I'pynna akrusoB

AKTHBBI

Onucanue

AnmapaTrHble cpe/icTBa

Paznuunbie (Qusmueckne KOMIIOHEHTHI (Kpome
JATYUKOB U HCIIOJHUTEIbHBIX MEXaHU3MOB), U3
KOTOPBIX MOT'YT OBITh IOCTPOEHBI ycTpoiicTa [oT.
K  HMM  OTHOCATCA  MHKpPOKOHTPOJLIEPHI,
MHUKPOIIPOIIECCOPHI, buznueckue MOPTHI
YCTpOMCTBA, MaTEpUHCKAs 1J1aTa U T. 1.

Bkitouaer B ce0si  ONEpALMOHHYIO CUCTEMY

[IporpammHuoe o
. yctporictea loT, ero mpommBKy, a Takke
OCHOBHBIE YCTpOUCTBA o0Oecreyenue
loT YCTAQHOBJICHHbIE M paloTarolye MporpaMmbl
Y TIPUJIOKEHUS
VYcrpoiicTBa, 1elb  KOTOPHIX  OOHApYXHUBATh
JlaTuuku U U3MEPATh (PU3NUYECKHE IapaMeTpbl B CBOEH
cpeae W OTHPAaBIATh HH(DOPMAIUIO B JIPYTYIO
ANEKTPOHUKY JUISI 00pabOTKH
HcnoaHuTeabHbIE Beixogasie Onoku ycrpoiictBa loT, koTtopsie
MEXaHHU3MBI BBINIOJIHAIOT ~ PEIIEHUS HAa  OCHOBE  paHee
obpaboTanHON MHpOpMAIUN
VYerpoiicTsa, LEeIb KOTOPBIX CITy’KUTb
. uHTepdeiicom WU arperaTopom JUIS
VYcerpolictBa st o o
B B3aUMOJICHCTBUS OAHUX ycTpoucTB 10T ¢ npyrumu
B3aMMOJICICTBUS .
B naHHou 3kocucreme loT. Kpome Toro, x HUM
C BeIlaMH .
OTHOCSITCS yCTPOWCTBA, HCIOJIb3yEMbIE
II0JIb30BATEISIMHU TUIS B3aMMOJEICTBUS
¢ ycrporictBamu [oT
Hpyrue ycrpoiicTsa

3kocucTeMsl 10T

VYcerporicta st
YIIPaBJIEHUS BeLIaMU

VYcrpolicTBa, crielMaibHO NpeIHa3HAYCHHBIE IS
yIpaBJlieHHs JpyruMu yctpoiictBamu [oT, ceTamu
U T. .

BCTpOCHHLIC CHUCTCMBI

OcHOBaHbI Ha MPOLECCOPE, KOTOPHIA MO3BOJISIET
UM 00pabaThiBaTh JIaHHBIE CAMOCTOSITENBHO.
Bxmrouaror B cebs  BCTPOGHHBIE  JaTYUKH
Y UCTIOJTHUTENIbHbBIE MEXaHHU3MBI, CETEeBbIE
BO3MOXXHOCTH TMPSMOTO TOJKIIOUYEHHS K O0IaKy,
)IOCT&TO‘IHBII;'I 00beEM IIAMATH YW BO3MOYKHOCTH
3aIycka IporpaMMHOT0 o0ecreueHus
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Cetb

Cpenctna

[To3BossieT pasnuyHbIM y3iaM dkocucteMmsl [oT
0OMEHHMBATHCA JTaHHBIMA U HWH(POPMAIMEH ApYyT
C IpyromMm uepe3 nepesayd  JIaHHBIX.
CymiecTByIoT pa3nyHbIe BU/IBI
B COOTBETCTBUM C HUX  IMPOCTPAHCTBEHHBIM
(W)LAN,

KaHai
ceTen

MOKPBITHEM, KOTOpbIE BKJIIOYAIOT
(W)PAN, PAN u (W)WAN

KOMMYHHKAIIUH

[TpoTokombl

OmnpenensitoT HA0Op MpPaBUI O TOM, KakK JOJDKHA
OCYILIECTBIISITHCS CBA3b MEXIY ABYMs WM Ooliee
ycTpoiictBamu  [oT 4epe3  maHHBII
Cy1iecTByeT MHOTO MPOTOKOJIOB CBSI3U, KOTOPBIE

KaHall.

MOTYT OBITH OECHPOBOJHBIMH WJIA TMPOBOIHBIMH.
[Ipumepamu npotokosoB cBsa3u loT sABmstoTCA
ZigBee, MQTT, CoAP, BLE u . 1.

MapupyTtuzaropsl

CereBble KOMIIOHEHTBI, KOTOpbIE IEPECHUIAIOT

IMMaK€Tbl JaHHBIX MCKAY PpPa3jIMUHbBIMU CCTIAMU

skocucteMsl [oT

HI1r0361

CereBbie Y3JIBI, TUTSt

B3aMMOJICUCTBUS C Ipyrou cerbto u3 cpennl [oT,

HCIIOJIb3YCMBIC

B KOTOpOfI HCIIOJIB3YIOTCA PA3HBIC ITPOTOKOJIbI

Wndpactpykrypa
HcTOYHMKH IUTaHUS

[Tomaror 3sexkTposHEeprur0 Ha ycTpoucTtBo [oT
BHYTPEHHHUE Hcrounuk
MUTAHUSI MOXET OBIThb BHEUTHUM M IMPOBOJHBIM

Hu €ro KOMIIOHCHTHEI.

WIN B BHJE aKKyMYJISITOpPa, BCTPOCHHOI'O B caMoO
YCTPOHCTBO

AKTHBBI 0€30I1aCHOCTH

B oty rpynmy BXOOAT aKTUBBI, CIELHUAIbHO
OpUEHTUPOBAaHHBIE Ha OE30MACHOCTH YCTPOWCTB,
cereii u uapopmanuu loT. HanbGonee BaxkubIMU U3
HUX SIBJIAIOTCS OpaHaMays3pbl, OpaHaMay3phl BeO-
npunoxxkenuit, CASB misa 3amutel oOmaka, IDS,
IPS

Be6-cepBuchl

[Tnatdopmbl

CepBucbl BO BCEMHMpPHOM mayTHHE, KOTOpbIE

MIPEAOCTABIISIOT BeO-uHTEpderic BeO-
MOJIB30BATEISIM ~ WJIM  BEO-TIPHIIOKCHHUSIM.  ITO
O3HAYaer, 9TO Be0-TEXHOJIOTUHU MOTYT
ucnonb3oBatbess B 10T g cBsA3M dYenmoBeKk —

Marraa (H2M) u mamuna — manraa (M2M)

O6nayHble CepBUCHI

B IoT o0OnauHblil OdPKEHI MOXKET HUCIIOIB30BATHCS
st
C pa3pO3HEHHBIX

arperupoBaHusi W OOpaOOTKM  JTaHHBIX

YCTPOMCTB, OH TaKxKe
MPEAOCTABIIAET BBIYUCIUTEIBHBIE BO3MOKHOCTH,

XPaHWINLLE, TPUIIOKEHUS, YCIYTH U T. [I.
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COop maHHBIX

ANTOpUTMBI UM CEpBUCH  JUIsI  00paboTKM
COOpaHHBIX JAaHHBIX W TpeoOpa3oBaHUs UX
B OIIPEIEICHHYIO CTPYKTYpPY C LEIIBIO
JaNbHEHIIEr0 HCHOJIb30BAHUS C HPUMEHEHHEM
TEXHOJIOTUI OOJIBIINX JTAHHBIX IJIs1 OOHAPYKEHHS

11abJI0HOB B OOJIBIITMX HAOOpax JaHHBIX

CepBucCHI 11 IPUHATHS
perieHus

OO0paboTka TaHHBIX
U1 BBIYUCJICHUA

CepBuchl, obyeryaroniyge o0paboTKy coOpaHHBIX
IAHHBIX C  IIEJIbBIO MOJIE3HOU

uH(pOpMaINU, KOTOPYIO MOKHO UCIIOIb30BaTh IS

MOJTYyYEHUS

NPpUMCHCHUS TIPpaBUJI W JIOTUKH, OJId TPHUHATHA
aBTOMaTu3aluun IMpOLECCOB.

MammuHHOe 00y4eHne MOXKET OBITh UCTIONIb30BaHO

peleHnii = u

JJIA O6y‘ICHI/I$I Ha OCHOBC

I/IH(bOpMaLII/II/I, I[OCTyrIHOfI B TCUCHHC O0JIIOIro

HCIIOJIB30BaHUA

BpPCMCHU

Buzyanuzanus

[Tocne Toro kak gaHHble coOpaHbl U 00pabOTaHBbI,
nojgy4yeHHass — wH(opMarus
[IPOAHAIU3UPOBAHA U BU3YaJIM3UPOBAHA C LIEIIbIO

MOXET OBITH

BBISIBJICHUA HOBBIX MOI{GJ’IGﬁ, IIOBBIIIICHUA

3¢ pexTUBHOCTH PAOOTHI H T. 1.

IIpunoxxeHus u yciyru VYupasienue

YCTPOMCTBOM U CETBIO

Oo6noBnenuss mnporpammuoro obecrneueHuss OC,

BCTPOEGHHOTO  HPOTPaMMHOTO  OOeCHeyeHHUs
U IPWIOXKEHUH, a  TakKe  OTCIIC)KHUBaHHE
U MOHUTOPUHI  YCTPOMCTB U  ceTeil, cOop

U XpaHEHHE KypPHAIOB

KonTekcTyanuzanuss >KOCHCTEMHBIX YCTPOWCTB

Hcnons3oBanue .
8 uceredi loT 1n9 mNOHMMaHMS — TEKYyLIETO
yCTpoiicTBa o
COCTOSIHUS, Mozenen MCIIOJIb30BaHUs,
IPOU3BOJUTENIBHOCTH U T. 1.
XpaHuMas Wndopmanus xpanurcs B 0a3e  JaHHBIX
B 00J1a4HOM O3KEH/Ie WJIM Ha CaMHUX YCTPOHUCTBAx
WNHudopmanus, KOTopyro OTHPABISAIOT OT OJIHOTO
Nupopmanus nepeaBaeMas onemenTa 10T k apyromy (Ipyrum) uim KOTOPOit
O0OMEHMBAIOTCS 110 CETH MEXAY ABYMs MU Oosee
anemenTtamu loT
HCIIONb3yeMast Wndopmanus, wucnonpzyemas MPUIOKEHUEM,
ciryx60# unu snementoM loT B enom
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IMpunoxenue b

AKTHBBI NMPOMBIIIJICHHOT'O HHTepHeTa Beleil

I'pynna akrusoB

AKTHBBI

Onucanue

Koneunsie
ycrpoiictBa 10T

CeHcopsl (TaTYnKHN)

OOHapyXMBalOT MU3MEHEHUs KOHTPOJIUPYEMBIX
[IapaMeTpoB, HU3MEPSIOT HMX B CBOEH cpene
U IIEpEJaloT UH(pOPMALINIO B Ipyrue
JIEKTPOHHBIE ~ CUCTEMBl Uil O0OpaOOTKH.
JaTunku MOI'yT

HCITIOJIB30BAaTHCA JUIS

U3MEPECHUS pa3HbIX busnyeckux

XapaKTepUCTHK:  TEMIIEpaTyphl, JIBUIKEHUS,

BUOpALIMU U T. 1.

KonTposbHo-
U3MEpUTENbHBIC
CUCTEMBI
0€30macHOCTH

CocCTosT U3 NaTYMKOB U KOHEUYHBIX SJIEMEHTOB
ylpaBieHUs (MCIOJTHUTEIbHBIX MEXaHHU3MOB),
1Ie7Tb KOTOPBIX MPUBECTH MPOIECC B Oe301acHoe
COCTOSIHME€ B Clly4a€ HApyLICHUs 3a/IaHHbIX
YCIOBUI

HcnonHutenbHbIC
MCXaHHM3MBI

B3anmMoAeiCTBYIOT € OKpYyKarmowmen Ccpenou
ITyTeM MEePEMEIICHUS PA3IMYHbIX 00BEKTOB WIIH
Jliist
SHEPTHUI0 (mampumep,
3IEKTPUYECKYIO, TUAPABINYECKYIO
MTHEBMATUYECKYI0) B JBUKCHHE

YIIpaBJICHU CHCTEMOH.

peodpasyroT

9TOT0 OHH

nin

[Iporpammupyemsie
KOHTPOJIEPBI

CHCHI/IaJII/I3I/IpOBaHHBI€ MMPOMBIIIJICHHBIC

KOMIIBIOTCPBI, KOTOPBIC HUCHOJB3YIOTCA JJIA

byHKIUI YIPABIICHUS
B NpomblieHHOM cetu. Kak mnpaBwiio, oHu

aBTOMaTu3alnuu
OCHAaIlICHBbI JOITOJIHUTCIIbHBIMHU
NOAKIOYaCMbIMU ~ MOAYJIISIMU,
MOAYyJin BBO,Z[a/BLIBO,Z[a JJId ITOAKIIHOYCHUA
JaTYHMKOB U UCITOJTHHUTCIIbHBIX MCXaHN3MOB

TaKMMH KakK

YcrpolicTBa CBSI3U €

OOBIYHO MCTONB3YIOTCS HA TOJACTAHIMIX WITH
B yIaJCHHBIX MecTax. X menb, aHaJIOTHIHO

ICS 00BEKTOM MIPOTrPAMMHUPYEMBIM KOHTPOJIIEPAM,
3aKJIFOYAeTCS B MOHHTOPHHIE IapaMETPOB
Y OTIPABKE JAHHBIX HA [EHTPAIbHYIO CTAHIIUIO
Pacripenenennbie
Pacnipoctpanstor uH(}OpPMAIIHIO 00
CHCTEMBI
yIpaBIsieMOM TpoIlecce, HE UMesT OCHOBHOTO
yIIpaBICHUS .
IIEHTPATHLHOTO YCTPOMCTBA
DTH CHCTEMBI UCTIONB3YIOTCS IS cOOpa TaHHBIX
Hucneruepckoe
OT TIPOMBINUICHHBIX aKTHBOB M IPOIIECCOB, WX
yrpaBiieHue u cOop
BH3YaJIM3aIlui, KOHTPOJISA U yrpaBieHus. Takue
JTAHHBIX
paboune CTaHI[UH 00BIYHO paboTtaror
B olepannoHHoi cucteme Windows
M B
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YenoBeko-
MAalIUHHBIN

B OTH TaHeNu YIpaBlieHHs ¥ UH()OpMaIMOHHBIC
unrepdeiic (anr.

Human-Machine
Intelligence, HMI)

HaHeIu HO3BOJISIOT oreparopam
KOHTPOJIMPOBATh 3JEKTPOHHBIE YCTPOMCTBA

OTU ceTeBbIe YCTPOICTBA MEPECHUIAIOT MAKEThI

MapuipyTtuzatopsl
JIaHHBIX MEXIYy  pa3iyHbIMU CeTsIMHU
B IIPOMBILIJIEHHBIX cpeaax u skocucreMax loT
DTU  ceTeBble y3Jbl  HCHONB3YIOTCA IS
B3aUMOJICVCTBHUS C IPYror CeThro U3 cpeasbl [oT
LLL1r03b1 C  UCIOJB30BAHUEM  JIPYTHMX  IMPOTOKOJIOB.
[Imr0361  MOTYT OOCIYXXUBaTh TPaHCIATOPHI
MPOTOKOJIbI, U30JISITOPbl HEUCIIPABHOCTEH U T. 1.
JUIsL 00CCIICUEHUS B3aUMOICHCTBUS CHCTEM
CeTreBbie DTU  CeTeBble  KOMIIOHEHTHI  (QUIBTPYIOT
KOMMYHHKaI[OHHbIE KOMMYTATOPbI U MIEPECHIIAIOT IMAKEThl JAHHBIX B JIOKAJIbHOU
CETU ¥ KOMIIOHEHTHI CeTH
Touku [To3BosssroT ~ OGECIPOBOAHBIM  YCTPOWCTBaM
6@01‘[}30]30;[1{01“0 IIOAKJIIOYAaThCA K HpOBOI[HOﬁ CCTU
jocTymna C HCIOJIb30BaHUEM Wi-Fi HIIH
COOTBETCTBYIOIIMX CTAaHJAPTOB
OTH  YCTpPOHCTBA MJIM CHUCTEMBl CETEBOM
BpanaMaysphl 0€30MacCHOCTH YIIPABJISIOT CETEBBIM Tpa(UKOM
MEXKY CETAMH WIIM MEXIY XOCTOM U CEThIO Ha
OCHOBE 3apaHee ONpPeAeIEHHbBIX MPaBUI
[T03BOAIOT pa3nuyHbIM y311aM 3KocucTemsl [oT
Cen 00MEHUBATKLCS JaHHBIMU U UHGOpMaIueit uepes
KaHaJl epefadyu JaHHbIX
DKCITyaTallMOHHbBIE
" Bxmrouator B cebst mHpopmaruio o pabore
IIPOM3BOJICTBEHHBIE | CHCTEMBI IoT u maHHBIC HATYMKOB, TAKUX KakK
JTAHHbIE MES u SCADA u . 1.
Uupopmarus Bxmrodaer wuHpOpMAIMIO O MOJENU, THIIE,

WNudopmanus o6

- KOH(UTYpaIMH, BEPCUU TIPOLTUBKH, COCTOSIHUH,
yCTpoiicTBe

IP-ampece, ¢Qu3nyeckoM  MeECTOMOIOKEHUHU
M T. I

Nudbopmarmg o
bopman Nudopmanust 00 wmeHH, 0O0A3aHHOCTSX,

IIOJIB30BaTECIIC
ITOJJHOMOYHUAX U T. 1.
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OTH  CIOXHBIE  TNPOMBIIUIEHHBIE  POOOTHI
YMHBIE poOOTHI,

C UHTEJJICKTYaJIbHBIMU BO3MO>KHOCTSIMH,
[IponBunyras aBTOMOOMIIN
TaKUMH KaK CIIOCOOHOCTb YYHMTHCS Ha OIIMOKax
poOOTOTEXHHUKA C aBTOMAaTUYECKUM
U TOBBIIIATH CBOI  MPOU3BOJUTEIBHOCTD,
yIIpaBJICHUEM

MpeaHa3HauYeHbl Il BBITOJHEHHS CIIOKHBIX
3a1a4

OTU TNPUIOKEHHUS] HCHOJB3YIOTCS UIsl cOopa

Y arperupoBaHusl JaHHBIX O 0€30MacHOCTH OT
SIEM cucremsl

Pa3IUYHBIX KOMITOHCHTOB CUCTEMBI
NHCcTpyMEHTBI U IpeJCTaBieHuss uX B (Qopme 3HAYNMOUN
MOHUTOPHMHTA U nH(popMaNUK Yepe3 eANHbIN HHTepdeiic
0€30M1aCHOCTH B OTH CUCTEMBI 00ECIICYMBAIOT AaBTOMATHUECKUH

pEXKUME PEATILHOIO MOHUTOPHUHT COOBITHH, TIPOMCXOISIINX

BPEMEHH B KOMITBIOTEPHON CHCTEME WU CEeTH, U HX

IDS/IPS cucremsl
aHAJIM3 Ha HAJWYHE IPHU3HAKOB BO3MOMHBIX

unmuaentoB. Kpome Ttoro, IPS  moxer
BBIIIOJIHSTE JEHUCTBUS B IIOIBITKE OCTAaHOBHUTH
0OHApYKEHHBIC WHIIUJICHTHI

Hanmucanbl s ycrpoiictB B 3kocucreme IloT

[Iporpammer
JUTSt JOCTH>KECHUS KOHKPETHBIX

TCXHOJIOIT'MYCCKUX ueneﬁ

9ToT TCPMHUH OTHOCHUTCA K CHCTCMC, KOTOpasd

OneparuoHHbIC
yIIpaBIIsIE€T anmnapaTHbIMU pecypcamu

CUCTEMBI
KOMIThIOTEpa ¥ MPEIOCTABISET OOIINE CITYKObI

JUTSL 3aITyCKa APYTUX KOMIIBIOTEPHBIX TPOTrpaMMm

OTU TporpamMMbl  pabOTalOT Ha MOOMIIBHBIX
YCTPOMCTBAX, TaK1X KakK TUTAHIIEThI

U CMapT(OHBI, KOTOPHIE HCIOJIb3YIOTCS s
[IporpammHoe

MOOGWIBHBIC YIQJIEHHOTO KOHTPOJIS u yIIpaBIICHHUSI
oOecrieueHne

TIPUIIOKEHHUS MPOLIECCOM (Hampumep, KJIMCHTCKHUE
npunoxkenus SCADA g1 MOOMIBHBIX
YCTPOWCTB), OOCTYyXMBaHUS 00OPYIOBaHUS
U Ipyrux 3ajad (Hampumep, WHBEHTapU3aIus
CKJIaJa)

OTOT TEPMHH OTHOCUTCS K MPOTPAMMHOMY
00ecneUYeHUIO, KOTOpOe OTCJIC)KHBAET
AnrtusupycHoe [10 | KOMIBIOTEp ~ WIM  CeTh U BBISIBICHUS
BPEOHOCHBIX  MPOTPaMM, TPEIOTBPAIICHUS
3apayKeHUs, a TAaK)Ke JICUCHHUS YK€ 3apakKeHHBIX

YCTPOMCTB
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OTOT  TEepMHH  OTHOCHTCA K  KJaccy
MPOrPpaMMHOTO  O0ECIICUEHUs, XPaHSAIIErocs
B IIOCTOSIHHOM ~ IIaMATH  YCTPOMWCTBA, u
IIpommBkH

NPEAOCTABIIAONIETO MHCTPYKIUMU O TOM, Kak
YCTPOHCTBO JOJKHO paboTats. (Bo Bpems
BBINOJIHEHUS] OHO HE MOXKET OBbITh JUHAMUYECKU

3aIIMCaHoO UJIN I/ISMCHCHO)

OTH IPOrpaMMHBIE CUCTEMBI COOUPAIOT TaHHBIC

Kypnaus! neictBuit o
C TNPOMBIIUICHHBIX YCTPOMCTB U XPaHAT HX

B CIICHUAJIM3UPOBAHHBIX Oazax JaHHBIX

Cepaepbl Ha »stux  kommproTEpax  pa3smMeliaroTCs

IPUIIOKEHHIT MIPUIIOKEHUS, Harpumep MIPUIIOKEHUS
MOJIh30BaTeNsl PA00YMX CTAHIIHMA

CepBepbl 6a3 Hcnone3ytorcs B KadecTBe XpaHWIWI] IS

JTAHHBIX nHOpPMALIMA O COOBITHUAX, IMPEIOCTABISICMOMN

JNATYMKAMHU, ar€HTaMH U CEpBEpPaMU yIIPaBJICHUSA

OnepanyoHHbIe O0beuHAIOT WHGOOPMAIUI0O U3 PA3JTUYHBIX
CepBepsbl U CUCTEMBI

CUCTEMBI qyacren OpraHu3anuu (Hammpumep,
HpENPUATHUS IPOU3BOACTBO,  paclpeneieHue, (UHAHCHI,
(manpumep, ERP, | YeloBedeckre pecypebl U T. 1.). OHM Takxke
CRM) o0ecreunBaroT CBsA3b MEXy OpraHu3aluei u ee

KIIMCHTaMH1 U IIOCTaBIIMKaMH

ABTOMAaTH3UPYIOT YIPABIECHUE NIPOU3BOJICTBOM

CucreMsl
W aBTOMATH3AIIO0 IMPOIECCOB C TIOMOIIBIO
yIIpaBICHUS .
CETEBbBIX BBIUUCIIEHUN. O1H CUCTEMBI
MIPOU3BOJICTBOM

WCIIONB3YIOTCA I 3arpy3Kd  HMHCTPYKUMH,

(nampumep, MES)
IUIAHUPOBAaHUsI ¥ 3arpy3kd  HMHGPOPMAaLUH

0 pe3ylibTaTax NpoOU3BOJACTBA

Bce nwuima, koTopeie UMEOT (U3NYECKUN WIIH
YIAJIEHHBIA JOCTYM K cucteMe. JIroau sSBisroTcs
HEOTHEMIIEMBIMU AJIEMEHTaMU
MIPOU3BOJCTBEHHON CpEeIbl M, CIEAOBATENIBHO,
JIOJKHBI  YUYUTBHIBATHCS TMPH  ONPEACICHUU
BOXHBIX  AKTUBOB C  TOYKH  3pEHUA

OnepaTopsl, Oe3omacHoCTH. Bce mroam, uMeromue IOCTYII
O6CJ’Iy>KI/IBaIOIHI/Iﬁ K Cpeac |0T, MOTYT BHCIAPHUTb B CHCTCMY
IIepconan
nepcoHai, TpeTbl | BPEJOHOCHO® I[IO (upennamepeHHO WU
JMIa HeMNpeIHaMEPEHHO), CTaTh 00beKTaMH (UIIMHTA
WIM HaHecTH yuiepd cucreme, a TakKke
MOCTaBUTh TOJ YIrpo3y ee Oe30macHOCTh
pasznuuHbIMU criocobamu. C pyroil CTOPOHBI,
JIFOJTA HY)KJTAFOTCSI B 0CO00H 3aluTe, TaK KaK uX
TUYHAs KU3Hb U ¢uszndeckas 0e30MacHOCTh
MOTYT OBITh TOCTaBJCHBI MOl YTPO3y B cIydyae
HHIIMJICHTa C 0€3011aCHOCTHIO
V!
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Nudopmanus 00 apTopax

Bepemaruna Enena AsiekcanapoBHa — KaHIUJaT TEXHUYECKUX HayK, JIOLIEHT,
JanbHeBocTOuHBIA  (enepanbhblii  yHHBepcuter (690922, Ilpumopckwuii kpaid, T. BiaguBocTok,
o. Pycckwmi, n. Asixe, 10), Scopus Author ID: 57197815654, ORCID ID: 0000-0002-9897-6348,
SPIN-kox: 1607-7454

Kaneukuii Urops OJieroBuy — crapiiiii npenoaaBarelib, JJaTbHEBOCTOUHBIN (heepabHBINA
yauBepcuteT (690922, IIpumopckuii kpaii, r. BmaguBocTok, o. Pycckwit, m. Askc, 10), SPIN-kox:
7962-6439, Author 1D: 1110688

SipmonoB AHTOH CepreeBu4 — acniupant, J{anbHEBOCTOUHBIN (peepanbHbIii YHUBEPCUTET
(690922, TTpumopckwii kpaii, T. BiaguBoctok, 0. Pycckuit, 1. Asike, 10)
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Bepemarunna Enena AnexkcanapoBHa
Kaneuxkmnii Urops Onerosuu
SApmonoB AntoH CepreeBud

IIpo0duembl 0e3onacHocT UHTEpHETA Beniei
YuebHoe nocobue u3JaHo B aBTOPCKOM pelakiiuu
CeTeBoe U3JaHue
I'naBHbIi pegakTop — Kupcanos K.A.
OtBercTBeHHBIN 32 BbIyck — AnnmoBa H.K.
VYyeOHoe u3nanue

CucremHbie TpeOOBaHUS:
onepannonHas cucrema Windows XP uiaun HoBee, macOS 10.12 wim HOBee, Linux.
[Tporpammuoe obecnieuenue s yreHus ¢aiinos PDF.

O0beM gaHubelx 3 MO

[Tpunsto k nmyonukanuu «14» anpens 2021 roga

Pesxxum noctyna: https://izd-mn.com/PDF/20MNNPU21.pdf cBo6oaHbIi. — 3ari. ¢ 3kpaHa. —
S13. pyc., aHri.

000 «M3narenscTBO «MUp HAyKH»
«Publishing company «World of science», LLC
Anpec:
IOpunnuecknit anpec — 127055, r. Mocksa, niep. [lopsiakossiid, 1. 21, oduc 401.
[TourtoBsiit agpec — 127055, r. Mocksa, niep. [Topsakossrii, 1. 21, odpuc 401.
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JAHHOE U3JAHUE ITIPEJHA3ZHAYEHO UCKIIOYUTEJBHO JJIA TYBJINKALIIMA HA
IJIEKTPOHHBIX HOCHUTEJIAX
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